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Framework Design Guidelines



Design Guidelines for Class Library Developers

.NET Framework 1.1

The .NET Framework's managed environment allows developers to improve their programming model to support a wide range of functionality. The goal of the .NET
Framework design guidelines is to encourage consistency and predictability in public APIs while enabling Web and cross-language integration. It is strongly recommended
that you follow these design guidelines when developing classes and components that extend the .NET Framework. Inconsistent design adversely affects developer
productivity. Development tools and add-ins can turn some of these guidelines into de facto prescriptive rules, and reduce the value of nonconforming components.
Nonconforming components will function, but not to their full potential.

These guidelines are intended to help class library designers understand the trade-offs between different solutions. There might be situations where good library design
requires that you violate these design guidelines. Such cases should be rare, and it is important that you provide a solid justification for your decision. The section provides
naming and usage guidelines for types in the .NET Framework as well as guidelines for implementing common design patterns.

In This Section

Relationship to the Common Type System and the Common Language Specification
Describes the role of the common type system and the Common Language Specification in class library development.
Naming Guidelines
Describes the guidelines for naming types in class libraries.
Class Member Usage Guidelines
Describes the guidelines for using properties, events, methods, constructors, fields, and parameters in class libraries.
Type Usage Guidelines
Describes the guidelines for using classes, value types, delegates, attributes, and nested types in class libraries.
Guidelines for Exposing Functionality to COM
Describes the guidelines for exposing class library types to COM.
Error Raising and Handling Guidelines
Describes the guidelines for raising and handling errors in class libraries.
Array Usage Guidelines
Describes the guidelines for using arrays in class libraries and how to decide whether to use an array vs. a collection.
Operator Overloading Usage Guidelines
Describes the guidelines for implementing operator overloading in base class libraries.
Guidelines for Implementing Equals and the Equality Operator (==)
Describes the guidelines for implementing the Equals method and the equality operator (==) in class libraries.
Guidelines for Casting Types
Describes the guidelines for casting types in class libraries.
Common Design Patterns
Describes how to implement design patterns for Finalize and Dispose methods, the Equals method, callback functions, and time-outs.
Security in Class Libraries
Describes the precautions to take when writing highly trusted class library code, and how to help protect resources with permissions.
Threading Design Guidelines
Describes the guidelines for implementing threading in class libraries.
Guidelines for Asynchronous Programming
Describes the guidelines for implementing asynchronous programming in class libraries and provides an asynchronous design pattern.

Related Sections

Class Library
Documents each of the public classes that constitute the .NET Framework.
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Relationship to the Common Type System and the Common
Language Specification

The Common Type System is the model that defines the rules the common language runtime follows when declaring, using, and managing types. The common type system
establishes a framework that enables cross-language integration, type safety, and high-performance code execution. It is the raw material from which you can build class
libraries.

The Common Language Specification (CLS) defines a set of programmatically verifiable rules that governs the interoperation of types authored in different programming
languages. Targeting the CLS is an excellent way to ensure cross-language interoperation. Managed class library designers can use the CLS to guarantee that their APIs are
callable from a wide range of programming languages. Note that although the CLS encourages good library design, it does not enforce it. For more information on this
topic, see Writing CLS-Compliant Code.

You should follow two guiding principles with respect to the CLS when determining which features to include in your class library:

1. Determine whether the feature facilitates the type of APl development appropriate to the managed space.
The CLS should be rich enough to provide the ability to write any managed library. However, if you provide multiple ways to perform the same task, you can confuse
users of your class library about correct design and usage. For example, providing both safe and unsafe constructs forces users to decide which to use. Therefore,
the CLS encourages the correct usage by offering only type-safe constructs.

2. Determine whether it is difficult for a compiler to expose the feature.
All programming languages will require some modification in order to target the runtime and the common type system. However, in order for developers to make a
language CLS-compliant, they should not have to create a large amount of additional work. The goal of the CLS is to be as small as possible while offering a rich set
of data types and features.

See Also
Common Type System | Class Library | What is the Common Language Specification? | Writing CLS-Compliant Code
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Naming Guidelines

.NET Framework 1.1

A consistent naming pattern is one of the most important elements of predictability and discoverability in a managed class library. Widespread use and understanding of
these naming guidelines should eliminate many of the most common user questions. This topic provides naming guidelines for the .NET Framework types. For each type,
you should also take note of some general rules with respect to capitalization styles, case sensitivity and word choice.

In This Section

Capitalization Styles
Describes the Pascal case, camel case, and uppercase capitalization styles to use to name identifiers in class libraries.
Case Sensitivity
Describes the case sensitivity guidelines to follow when naming identifiers in class libraries.
Abbreviations
Describes the guidelines for using abbreviations in type names.
Word Choice
Lists the keywords to avoid using in type names.
Avoiding Type Name Confusion
Describes how to avoid using language-specific terminology in order to avoid type name confusion.
Namespace Naming Guidelines
Describes the guidelines to follow when naming namespaces.
Class Naming Guidelines
Describes the guidelines to follow when naming classes.
Interface Naming Guidelines
Describes the guidelines to follow when naming interfaces.
Attribute Naming Guidelines
Describes the correct way to name an attribute using the Attribute suffix.
Enumeration Type Naming Guidelines
Describes the guidelines to follow when naming enumerations.
Static Field Naming Guidelines
Describes the guidelines to follow when naming static fields.
Parameter Naming Guidelines
Describes the guidelines to follow when naming parameters.
Method Naming Guidelines
Describes the guidelines to follow when naming methods.
Property Naming Guidelines
Describes the guidelines to follow when naming properties.
Event Naming Guidelines
Describes the guidelines to follow when naming events.

Related Sections

Class Member Usage Guidelines
Describes the guidelines for using properties, events, methods, constructors, fields, and parameters in class libraries.
Type Usage Guidelines
Describes the guidelines for using classes, value types, delegates, attributes, and nested types in class libraries.
Design Guidelines for Class Library Developers
Provides naming and usage guidelines for types in the .NET Framework as well as guidelines for implementing common design patterns.
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Capitalization Styles

.NET Framework 1.1

Use the following three conventions for capitalizing identifiers.
Pascal case

The first letter in the identifier and the first letter of each subsequent concatenated word are capitalized. You can use Pascal case for identifiers of three or more
characters. For example:

[

BackQol or

Camel case

The first letter of an identifier is lowercase and the first letter of each subsequent concatenated word is capitalized. For example:

[

backGol or

Uppercase

All letters in the identifier are capitalized. Use this convention only for identifiers that consist of two or fewer letters. For example:

[ ]

System | O
System Véb. U

You might also have to capitalize identifiers to maintain compatibility with existing, unmanaged symbol schemes, where all uppercase characters are often used for
enumerations and constant values. In general, these symbols should not be visible outside of the assembly that uses them.

The following table summarizes the capitalization rules and provides examples for the different types of identifiers.

Identifier Case Example

Class Pascal AppDomain
Enum type Pascal ErrorLevel
Enum values Pascal FatalError
Event Pascal ValueChange
Exception class Pascal WebException

Note Always ends with the suffix Exception.

Read-only Static field Pascal RedValue

Interface Pascal IDisposable

Note Always begins with the prefix | .

Method Pascal ToString
Namespace Pascal System.Drawing
Parameter Camel typeName
Property Pascal BackColor
Protected instance field Camel redValue

Note Rarely used. A property is preferable to using a protected instance field.

Public instance field Pascal RedValue

Note Rarely used. A property is preferable to using a public instance field.

See Also
Design Guidelines for Class Library Developers | Naming Guidelines
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Case Sensitivity

.NET Framework 1.1

To avoid confusion and guarantee cross-language interoperation, follow these rules regarding the use of case sensitivity:

e Do not use names that require case sensitivity. Components must be fully usable from both case-sensitive and case-insensitive languages. Case-insensitive
languages cannot distinguish between two names within the same context that differ only by case. Therefore, you must avoid this situation in the components or
classes that you create.

e Do not create two namespaces with names that differ only by case. For example, a case insensitive language cannot distinguish between the following two
namespace declarations.

nanespace ee. cunm ngs;
namespace Ee. Qunmi ngs;

e Do not create a function with parameter names that differ only by case. The following example is incorrect.

void MFunction(string a, string A

e Do not create a namespace with type names that differ only by case. In the following example, Poi nt p and PO NT p are inappropriate type names because they
differ only by case.

Syst em Wndows. Forns. Poi nt p
Syst em Wndows. Forns. PO NT p

e Do not create a type with property names that differ only by case. In the following example, i nt Col or and i nt COLOR are inappropriate property names
because they differ only by case.

int Golor {get, set}
int OOLCR {get, set}

e Do not create a type with method names that differ only by case. In the following example, cal cul at e and Cal cul at e are inappropriate method names
because they differ only by case.

voi d cal cul ate()
voi d Cal cul ate()

See Also
Design Guidelines for Class Library Developers | Naming Guidelines
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Abbreviations

To avoid confusion and guarantee cross-language interoperation, follow these rules regarding the use of abbreviations:

Do not use abbreviations or contractions as parts of identifier names. For example, use Get W ndow instead of Get W n.

Do not use acronyms that are not generally accepted in the computing field.

Where appropriate, use well-known acronyms to replace lengthy phrase names. For example, use Ul for User Interface and OLAP for On-line Analytical Processing.
When using acronyms, use Pascal case or camel case for acronyms more than two characters long. For example, use HtmIButton or htmIButton. However, you should
capitalize acronyms that consist of only two characters, such as Syst em | Oinstead of System | o.

e Do not use abbreviations in identifiers or parameter names. If you must use abbreviations, use camel case for abbreviations that consist of more than two
characters, even if this contradicts the standard abbreviation of the word.

See Also
Design Guidelines for Class Library Developers | Naming Guidelines
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Word Choice

.NET Framework 1.1

Avoid using class names that duplicate commonly used .NET Framework namespaces. For example, do not use any of the following names as a class name: System,
Collections, Forms, or Ul. See the Class Library for a list of .NET Framework namespaces.

In addition, avoid using identifiers that conflict with the following keywords.

AddHandler AddressOf Alias And Ansi
As Assembly Auto Base Boolean
ByRef Byte ByVal Call Case
Catch CBool CByte CChar CDate
CDec CDbl Char Cint Class
CLng CObj Const CShort Csng
CStr CType Date Decimal Declare
Default Delegate Dim Do Double
Each Else Elself End Enum
Erase Error Event Exit ExternalSource
False Finalize Finally Float For
Friend Function Get GetType Goto
Handles If Implements Imports In
Inherits Integer Interface Is Let
Lib Like Long Loop Me
Mod Module MustInherit MustOverride MyBase
MyClass Namespace New Next Not
Nothing NotlInheritable NotOverridable Object On
Option Optional Or Overloads Overridable
Overrides ParamArray Preserve Private Property
Protected Public RaiseEvent ReadOnly ReDim
Region REM RemoveHandler Resume Return
Select Set Shadows Shared Short
Single Static Step Stop String
Structure Sub SyncLock Then Throw
To True Try TypeOf Unicode
Until volatile When While With
WithEvents WriteOnly Xor eval extends
instanceof package var

See Also

Design Guidelines for Class Library Developers | Naming Guidelines
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Avoiding Type Name Confusion

.NET Framework 1.1

Different programming languages use different terms to identify the fundamental managed types. Class library designers must avoid using language-specific terminology.
Follow the rules described in this section to avoid type name confusion.

Use names that describe a type's meaning rather than names that describe the type. In the rare case that a parameter has no semantic meaning beyond its type, use a
generic name. For example, a class that supports writing a variety of data types into a stream might have the following methods.

VB

Sub Wite(val ue As Doubl e);
Sub Wite(value As Single);
Sub Wite(value As Long);
Sub Wite(value As Integer);
Sub Wite(value As Short);
[

voi d Wi te(doubl e val ue);
void Wite(float val ue);
void Wite(long val ue);
void Wite(int value);

void Wite(short value);

Do not create language-specific method names, as in the following example.

VB]

Sub Wi te(doubl eVal ue As Doubl e);
Sub Wite(singlevalue As Single);
Sub Wite(longVal ue As Long);

Sub Wite(integerValue As Integer);
Sub Wite(shortValue As Short);
[

voi d Wi te(doubl e doubl eVal ue);
void Wite(float floatValue);
void Wite(long | ongVal ue);

void Wite(int intValue);

voi d Wite(short shortVal ue);

In the extremely rare case that it is necessary to create a uniquely named method for each fundamental data type, use a universal type name. The following table lists
fundamental data type names and their universal substitutions.

C# type name Visual Basic type name JScript type name Visual C++ type name llasm.exe representation Universal type name

sbyte SByte sByte char int8 SByte
byte Byte byte unsigned char unsigned int8 Byte
short Short short short intl6 Int16
ushort uUint16 ushort unsigned short unsigned int16 uint16
int Integer int int int32 Int32
uint Uint32 uint unsigned int unsigned int32 uint32
long Long long _inté4 int64 Int64
ulong uUint64 ulong unsigned __int64 unsigned int64 uint64
float Single float float float32 Single
double Double double double float64 Double
bool Boolean boolean bool bool Boolean
char Char char wchar_t char Char
string String string String string String
object Object object Object object Object

For example, a class that supports reading a variety of data types from a stream might have the following methods.

e |

ReadDoubl e() As Doubl e
ReadSingl e()As Single
Readl nt 64() As Long


http://msdn.microsoft.com/en-us/library/496e4ekx(v=vs.71).aspx

Readl nt 32() As | nt eger
Readl nt 16() As Short
[

doubl e ReadDoubl e();
float ReadSingle();

I ong Readl nt 64();

int Readlnt32();
short Readl nt 16();

The preceding example is preferable to the following language-specific alternative.

|

ReadDoubl e() As Doubl e
ReadSi ngl e() As Single
ReadLong() As Long
Read| nt eger () As | nt eger
ReadShort () As Short
[

doubl e ReadDoubl e() ;
float ReadFl oat();

| ong ReadLong();

int Readint();

short ReadShort();

See Also
Design Guidelines for Class Library Developers | Common Type System
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Namespace Naming Guidelines

.NET Framework 1.1

The general rule for naming namespaces is to use the company name followed by the technology name and optionally the feature and design as follows.

ConpanyNane. Technol ogyNane[ . Feat ur €] [ . Desi gn]

For example:

M crosoft. Medi a
M crosof t. Medi a. Desi gn

Prefixing namespace names with a company name or other well-established brand avoids the possibility of two published namespaces having the same name. For
example, M crosof t. Of fi ce is an appropriate prefix for the Office Automation Classes provided by Microsoft.

Use a stable, recognized technology name at the second level of a hierarchical name. Use organizational hierarchies as the basis for namespace hierarchies. Name a
namespace that contains types that provide design-time functionality for a base namespace with the . Desi gn suffix. For example, the System.Windows.Forms.Design
Namespace contains designers and related classes used to design System.Windows.Forms based applications.

A nested namespace should have a dependency on types in the containing namespace. For example, the classes in the System.Web.Ul.Design depend on the classes in
System.Web.Ul. However, the classes in System.Web.UI do not depend on the classes in System.Web.Ul.Design.

You should use Pascal case for namespaces, and separate logical components with periods, asin M cr osof t . Of f i ce. Power Poi nt . If your brand employs

nontraditional casing, follow the casing defined by your brand, even if it deviates from the prescribed Pascal case. For example, the namespaces NeXT. WebObj ect s and

ee. cunmi ngs illustrate appropriate deviations from the Pascal case rule.

Use plural namespace names if it is semantically appropriate. For example, use Syst em Col | ect i ons rather than Syst em Col | ecti on. Exceptions to this rule are
brand names and abbreviations. For example, use Syst em | Orather than Syst em | Os.

Do not use the same name for a namespace and a class. For example, do not provide both a Debug namespace and a Debug class.

Finally, note that a namespace name does not have to parallel an assembly name. For example, if you name an assembly MyConpany. MyTechnol ogy. dl | , it does not

have to contain a My Conpany. MyTechnol ogy namespace.

See Also
Design Guidelines for Class Library Developers | Introduction to the .NET Framework Class Library
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Class Naming Guidelines

.NET Framework 1.1

The following rules outline the guidelines for naming classes:

Use a noun or noun phrase to name a class.

Use Pascal case.

Use abbreviations sparingly.

Do not use a type prefix, such as C for class, on a class name. For example, use the class name Fi | eSt r eamrather than CFi | eSt r eam

Do not use the underscore character ().

Occasionally, it is necessary to provide a class name that begins with the letter I, even though the class is not an interface. This is appropriate as long as | is the first

letter of an entire word that is a part of the class name. For example, the class name | dent i t ySt or e is appropriate.
® \Where appropriate, use a compound word to name a derived class. The second part of the derived class's name should be the name of the base class. For
example, Appl i cati onExcepti on is an appropriate name for a class derived from a class named Except i on, because Appl i cati onExcepti on is a kind of

Excepti on.

Use reasonable judgment in applying this rule. For example, But t on is an appropriate name for a class derived from Cont r ol . Although a button is

a kind of control, making Cont r ol a part of the class name would lengthen the name unnecessarily.

The following are examples of correctly named classes.

VB

Public A ass
Public A ass
Public dass
[G4

public class
public class
public class

FileStream
Button
String

FileStream
Button
String

See Also

Design Guidelines for Class Library Developers | Base Class Usage Guidelines
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Interface Naming Guidelines

.NET Framework 1.1

The following rules outline the naming guidelines for interfaces:

o Name interfaces with nouns or noun phrases, or adjectives that describe behavior. For example, the interface name IComponent uses a descriptive noun. The
interface name ICustomAttributeProvider uses a noun phrase. The name IPersistable uses an adjective.

Use Pascal case.

Use abbreviations sparingly.

Prefix interface names with the letter | , to indicate that the type is an interface.

Use similar names when you define a class/interface pair where the class is a standard implementation of the interface. The names should differ only by the letter |
prefix on the interface name.

® Do not use the underscore character (_).

The following are examples of correctly named interfaces.

e |

Public Interface | ServiceProvider
Public Interface |Formatabl e

[G4

public interface | ServiceProvider
public interface |Fornatable

The following code example illustrates how to define the interface IComponent and its standard implementation, the class Component.

VB

Public Interface | Conponent
" I npl enentation code goes here.
End Interface

Public dass Conponent

I npl enent s | Conponent

' I npl enentation code goes here.
End Q4 ass

[
public interface | Conponent

{

/1 1nplenentati on code goes here.

}
public class Conponent: | Conponent

{

/1 Inplenmentation code goes here.

}

See Also
Design Guidelines for Class Library Developers | Base Class Usage Guidelines
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Attribute Naming Guidelines

.NET Framework 1.1

You should always add the suffix At t ri but e to custom attribute classes. The following is an example of a correctly named attribute class.

e |

Public Oass (bsoleteAttribute
[
public class Cbsol eteAttribute{}

See Also
Design Guidelines for Class Library Developers
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Enumeration Type Naming Guidelines

.NET Framework 1.1

The enumeration (Enum) value type inherits from the Enum Class. The following rules outline the naming guidelines for enumerations:

Use Pascal case for Enum types and value names.

Use abbreviations sparingly.

Do not use an Enumsuffix on Enum type names.

Use a singular name for most Enum types, but use a plural name for Enum types that are bit fields.
Always add the FlagsAttribute to a bit field Enum type.

See Also
Design Guidelines for Class Library Developers | Value Type Usage Guidelines | Enum Class

© 2014 Microsoft
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Static Field Naming Guidelines

.NET Framework 1.1

The following rules outline the naming guidelines for static fields:

e Use nouns, noun phrases, or abbreviations of nouns to name static fields.

® Use Pascal case.

® Do not use a Hungarian notation prefix on static field names.

e |tis recommended that you use static properties instead of public static fields whenever possible.
See Also

Design Guidelines for Class Library Developers | Field Usage Guidelines
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Parameter Naming Guidelines

.NET Framework 1.1

It is important to carefully follow these parameter naming guidelines because visual design tools that provide context sensitive help and class browsing functionality display
method parameter names to users in the designer. The following rules outline the naming guidelines for parameters:

® Use camel case for parameter names.

® Use descriptive parameter names. Parameter names should be descriptive enough that the name of the parameter and its type can be used to determine its
meaning in most scenarios. For example, visual design tools that provide context sensitive help display method parameters to the developer as they type. The
parameter names should be descriptive enough in this scenario to allow the developer to supply the correct parameters.

® Use names that describe a parameter's meaning rather than names that describe a parameter's type. Development tools should provide meaningful information
about a parameter's type. Therefore, a parameter's name can be put to better use by describing meaning. Use type-based parameter names sparingly and only
where it is appropriate.

e Do not use reserved parameters. Reserved parameters are private parameters that might be exposed in a future version if they are needed. Instead, if more data is
needed in a future version of your class library, add a new overload for a method.

e Do not prefix parameter names with Hungarian type notation.

The following are examples of correctly named parameters.

Ve |

Get Type(typeNane As String)As Type

Format (format As String, args() As object)As String
[

Type Get Type(string typeNane)

string Format(string format, object[] args)

See Also
Design Guidelines for Class Library Developers | Parameter Usage Guidelines
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Method Naming Guidelines

.NET Framework 1.1

The following rules outline the naming guidelines for methods:

® Use verbs or verb phrases to name methods.
® Use Pascal case.

The following are examples of correctly named methods.

[

RenoveAl | ()
Get Char Array()
I nvoke()

See Also
Design Guidelines for Class Library Developers | Method Usage Guidelines
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Property Naming Guidelines

The following rules outline the naming guidelines for properties:

Use a noun or noun phrase to name properties.

Use Pascal case.

Do not use Hungarian notation.

Consider creating a property with the same name as its underlying type. For example, if you declare a property named Color, the type of the property should
likewise be Color. See the example later in this topic.

The following code example illustrates correct property nhaming.

VB |

Public dass Sanpl ed ass
Public Property BackCol or As Col or
' Code for Get and Set accessors goes here.
End Property
End d ass
[
public class Sanpl ed ass
{
public Col or BackQol or
{

/1 Code for Get and Set accessors goes here.

}

The following code example illustrates providing a property with the same name as a type.

e

Publ i ¢ Enum Col or

' Insert code for Enum here.
End Enum
Public dass Gontrol

Public Property Color As Col or

Get
' Insert code here.
End Get
Set
' Insert code here.
End Set
End Property
End d ass
[
publ i ¢ enum Gol or
{
/1 Insert code for Enum here.
}
public class Control
{
public Col or Col or
{
get {// Insert code here.}
set {// Insert code here.}
}
}

The following code example is incorrect because the property Color is of type Integer.

|

Publ i ¢ Enum Col or
' Insert code for Enum here.
End Enum
Public dass Gontrol
Public Property Color As I|nteger
Get
' Insert code here.
End Get
Set
' Insert code here.
End Set
End Property
End A ass
[G4
public enum Golor {// Insert code for Enum here.}
public class Control

{

public int Color
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get {// Insert code here.}
set {// Insert code here.}

In the incorrect example, it is not possible to refer to the members of the Color enumeration. Col or . Xxx will be interpreted as accessing a member that first gets the
value of the Color property (type Integer in Visual Basic or type int in C#) and then accesses a member of that value (which would have to be an instance member of
System.Int32).

See Also
Design Guidelines for Class Library Developers | Property Usage Guidelines

© 2014 Microsoft


http://msdn.microsoft.com/en-us/library/czefa0ke(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/bzwdh01d(v=vs.71).aspx

Event Naming Guidelines

.NET Framework 1.1

The following rules outline the naming guidelines for events:

Use Pascal case.

Do not use Hungarian notation.

Use an Event Handl er suffix on event handler names.

Specify two parameters named sender and e. The sender parameter represents the object that raised the event. The sender parameter is always of type object, even

if it is possible to use a more specific type. The state associated with the event is encapsulated in an instance of an event class named e. Use an appropriate and

specific event class for the e parameter type.

o Name an event argument class with the Event Ar gs suffix.

Consider naming events with a verb. For example, correctly named event names include Clicked, Painting, and DroppedDown.

e Use a gerund (the "ing" form of a verb) to create an event name that expresses the concept of pre-event, and a past-tense verb to represent post-event. For
example, a Close event that can be canceled should have a Cl osi ng event and a Cl osed event. Do not use the Bef or eXxx/Af t er Xxx naming pattern.

e Do not use a prefix or suffix on the event declaration on the type. For example, use Cl ose instead of OnCl ose.

® [n general, you should provide a protected method called OnXxx on types with events that can be overridden in a derived class. This method should only have the

event parameter e, because the sender is always the instance of the type.

The following example illustrates an event handler with an appropriate name and parameters.

e |

Publ i ¢ Del egate Sub MwuseEvent Handl er (sender As (bject, e As MuseEvent Args)
[
public del egate voi d MuseEvent Handl er (obj ect sender, MuseEventArgs e);

The following example illustrates a correctly named event argument class.

VB

Public dass MuseEvent Args
Inherits Event Args
Dmx As |Integer
Dmy As |nteger

Public Sub New MouseEvent Args(x As Integer, y As Integer)

ne.x =X
ne.y =y
End Sub

Public Property X As |nteger
Get
Return x
End Get
End Property

Public Property Y As |nteger

Get
Return y
End Get
End Property
End A ass
[GA
public class MuseEvent Args : Event Args
{
int x;
inty;

public MuseEvent Args(int x, int y)
{ this.x =x; this.y =y; }
public int X{ get { return x; } }
public int Y { get { returny; } }

See Also
Design Guidelines for Class Library Developers | Event Usage Guidelines
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Class Member Usage Guidelines

.NET Framework 1.1

This topic provides guidelines for using class members in class libraries.
In This Section

Property Usage Guidelines

Describes the guidelines to follow when using properties in class libraries.
Event Usage Guidelines

Describes the guidelines to follow when using events in class libraries.
Method Usage Guidelines

Describes the guidelines to follow when using and overloading methods in class libraries.
Constructor Usage Guidelines

Describes the guidelines to follow when using constructors in class libraries.
Field Usage Guidelines

Describes the guidelines to follow when using fields in class libraries.
Parameter Usage Guidelines

Describes the guidelines to follow when using parameters in class libraries.

Related Sections

Property Naming Guidelines

Describes the guidelines to follow when naming properties.
Event Naming Guidelines

Describes the guidelines to follow when naming events.
Method Naming Guidelines

Describes the guidelines to follow when naming methods.
Static Field Naming Guidelines

Describes the guidelines to follow when naming static fields.
Parameter Naming Guidelines

Describes the guidelines to follow when naming parameters.
Design Guidelines for Class Library Developers

Provides naming and usage guidelines for types in the .NET Framework as well as guidelines for implementing common design patterns.

© 2014 Microsoft


http://msdn.microsoft.com/en-us/library/bzwdh01d(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/cf18x51d(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/xxfyae0c(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/3f80506d(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/ta31s3bc(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/hte0t66s(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/fzcth91k(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/h0eyck3s(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/4df752aw(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/d53b55ey(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/ab6a8y1b(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/czefa0ke(v=vs.71).aspx

Property Usage Guidelines

Determine whether a property or a method is more appropriate for your needs. For details on choosing between properties and methods, see Properties vs. Methods.
Choose a name for your property based on the recommended Property Naming Guidelines.

When accessing a property using the set accessor, preserve the value of the property before you change it. This will ensure that data is not lost if the set accessor throws
an exception.

Property State Issues

Allow properties to be set in any order. Properties should be stateless with respect to other properties. It is often the case that a particular feature of an object will not
take effect until the developer specifies a particular set of properties, or until an object has a particular state. Until the object is in the correct state, the feature is not active.
When the object is in the correct state, the feature automatically activates itself without requiring an explicit call. The semantics are the same regardless of the order in
which the developer sets the property values or how the developer gets the object into the active state.

For example, a TextBox control might have two related properties: DataSource and DataField. DataSource specifies the table name, and DataField specifies the column
name. Once both properties are specified, the control can automatically bind data from the table into the Text property of the control. The following code example
illustrates properties that can be set in any order.

VB

Dmt As New Text Box()

t. DataSource = "Publ i shers"

t.DataField = "Author!| D'

' The data-binding feature i s now active.
[

TextBox t = new Text Box();

t. DataSource = "Publishers";

t.DataField = "Authorl D';

/1 The data-binding feature i s now acti ve.

You can set the DataSource and DataField properties in any order. Therefore, the preceding code is equivalent to the following.

VB |

DOmt As New Text Box()

t.DataField = "Author| D'

t. DataSource = "Publishers"”

' The data-binding feature is now active.

[

TextBox t = new Text Box();

t.DataField = "Authorl D';

t. DataSource = "Publishers";

/1 The data-binding feature is now active.

You can also set a property to null (Nothing in Visual Basic) to indicate that the value is not specified.

VB |

Dmt As New Text Box()

t.DataField = "Author| D'

t. DataSource = "Publ i shers”

' The data-binding feature i s now acti ve.

. Dat aSour ce = Not hi ng

' The data-binding feature is now inactive.
[

TextBox t = new Text Box();

t.DataField = "Author| D';

t. DataSource = "Publishers";

/1 The data-binding feature i s now acti ve.
t.DataSource = null;

/1 The data-binding feature is now inactive.

-

The following code example illustrates how to track the state of the data binding feature and automatically activate or deactivate it at the appropriate times.

e

Public dass TextBox
Private mdataSource As String
Private mdataField As String
Private mactive As Bool ean

Public Property DataSource() As String
Get
Ret urn m dat aSour ce
End Get
Set
If val ue <> mdataSource Then
' Set the property value first, in case activate fails.
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m dat aSour ce = val ue
' Update active state.
Set Active(( Not (mdataSource Is Nothing) And Not (mdataField I's Nothing)))
End If
End Set
End Property
Public Property DataField() As String
Get
Return mdataFiel d
End Get
Set
If value <> mdataField Then
' Set the property value first, in case activate fails.
mdat aF el d = val ue
' Update active state.
SetActive(( Not (mdataSource I's Nothing) And Not (mdataField I's Nothing)))
End I f
End Set
End Property
Sub Set Active(myval ue As Bool ean)
If value <> mactive Then
If mval ue Then
Activate()
Text = dat aBase. Val ue(m dat aFi el d)
Hse
Deacti vat e()
Text =""
End I f
Set active only if successful.
mactive = val ue
End If
End Sub
Sub Activate()
' (pen dat abase.
End Sub

Sub Deactivate()
' dose database.

End Sub

End d ass

[GH]

public class TextBox

{
string dataSource;
string dataFi el d;
bool active;

public string DataSource

{
get
{
return dat aSour ce;
}
set
{
if (value != dataSource)
{
/1 Update active state.
Set Active(value !'= null & dataField != null);
dat aSour ce = val ue;
}
}
}
public string DataField
{
get
{
return dataFiel d;
}
set
{
if (value != dataFiel d)
{
/1l Update active state.
Set Active(dataSource != null & dataField !=null);
dataFi el d = val ue;
}
}
}

voi d Set Acti ve(Bool ean val ue)
if (value != active)

if (value)
{
Activate();
Text = dat aBase. Val ue(dat aFi el d);




}

el se

{
Deactivate();
Text = "";

}
/1 Set active only if successful.
active = val ue;

}
}
voi d Activate()

/1 Qpen dat abase.
}

voi d Deactivate()

/1 Qd ose database.

In the preceding example, the following expression determines whether the object is in a state in which the data-binding feature can activate itself.

VB |

(Not (value I's Nothing) And Not (mdataField I's Nothing))
[
value !'= null & dataField != null

You make activation automatic by creating a method that determines whether the object can be activated given its current state, and then activates it as necessary.

VB |

Sub Updat eActi ve(m dat aSource As String, mdataField As String)
Set Active(( Not (mdataSource I's Nothing) And Not (mdataField I's Nothing)))
End Sub
[G4
voi d Updat eActive(string dataSource, string dataF el d)
{
Set Active(dataSource !'= null & dataField !=null);

}

If you do have related properties, such as DataSource and DataMember, you should consider implementing the ISupportinitialize Interface. This will allow the designer (or
user) to call the ISupportinitialize.Begininit and ISupportinitialize.EndInit methods when setting multiple properties to allow the component to provide optimizations. In the
above example, ISupportinitialize could prevent unnecessary attempts to access the database until setup is correctly completed.

The expression that appears in this method indicates the parts of the object model that need to be examined in order to enforce these state transitions. In this case, the
DataSource and DataField properties are affected. For more information on choosing between properties and methods, see Properties vs. Methods.

Raising Property-Changed Events

Components should raise property-changed events if they want to notify consumers when the component's property changes programmatically. The naming convention for
a property-changed event is to add the Changed suffix to the property name, such as Text Changed. For example, a control might raise a TextChanged event when its
text property changes. You can use a protected helper routine Raise<Property>Changed, to raise this event. However, it is probably not worth the overhead to raise a
property-changed event for a hash table item addition. The following code example illustrates the implementation of a helper routine on a property-changed event.

e |

dass Control
I nherits Gonponent
Private mtext As String
Public Property Text() As String
Get
Return mtext
End Get
Set
If Not mtext. Equal s(val ue) Then
mtext = value
Rai seText Changed()
End If
End Set
End Property
End dass
[
class Control : Conponent
{
string text;
public string Text
{
get
{

return text;

set

{

if ('text.Equal s(val ue))
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text = val ue;
Rai seText Changed() ;

Data binding uses this pattern to allow two-way binding of the property. Without <Property>Changed and Raise<Property>Changed events, data binding works in one
direction; if the database changes, the property is updated. Each property that raises the <Property>Changed event should provide metadata to indicate that the
property supports data binding.

It is recommended that you raise changing/changed events if the value of a property changes as a result of external forces. These events indicate to the developer that the
value of a property is changing or has changed as a result of an operation, rather than by calling methods on the object.

A good example is the Text property of an Edit control. As a user types information into the control, the property value automatically changes. An event is raised before
the value of the property has changed. It does not pass the old or new value, and the developer can cancel the event by throwing an exception. The name of the event is
the name of the property followed by the suffix Changi ng. The following code example illustrates a changing event.

e

Jdass Hit
Inherits Control

Public Property Text() As String
Get
Return mtext
End Get
Set
If mtext <> value Then
(nText Changi ng( Event . Enpt y)
mtext = val ue

End If
End Set
End Property
End d ass
e
class Edit : Control
{
public string Text
{
get
{
return text;
}
set
{
if (text !'= value)
{
(nText Changi ng( Event . Enpty) ;
text = val ue;
}
}
}

An event is also raised after the value of the property has changed. This event cannot be canceled. The name of the event is the name of the property followed by the suffix
Changed. The generic PropertyChanged event should also be raised. The pattern for raising both of these events is to raise the specific event from the
OnPropertyChanged method. The following example illustrates the use of the OnPropertyChanged method.

VB |

Jdass Hit
Inherits Control
Public Property Text() As String
Get
Return mtext
End Get
Set
If mtext <> value Then
(nText Changi ng( Event . Enpt y)
mtext = value
Rai sePr oper t yChangedEvent (Edi t. A assInfo. mtext)
End If
End Set
End Property
Protected Sub OnPropertyChanged(e As PropertyChangedEvent Args)
If e. PropertyChanged. Equal s(Edit. d assInfo. mtext) Then
(nText Changed( Event . Enpt y)
End |f
If Not (onPropertyChangedHandl er |'s Nothing) Then
onPr oper t yChangedHandl er (Mg, e)
End |f
End Sub
End Q ass
[




class Edit : Control

{
public string Text
{
get
{
return text;
}
set
{
if (text != value)
{
nText Changi ng( Event . Enpty);
text = val ue;
Rai sePropert yChangedEvent (Edit. A assl nfo. text);
}
}
}
protected voi d OnPropertyChanged( PropertyChangedEvent Args e)
{
if (e.PropertyChanged. Equal s(Edit.d asslnfo.text))
OnText Changed( Event . Enpty);
if (onPropertyChangedHandl er !'= null)
onPr opert yChangedHandl er (this, e);
}
}

There are cases when the underlying value of a property is not stored as a field, making it difficult to track changes to the value. When raising the changing event, find all
the places that the property value can change and provide the ability to cancel the event. For example, the previous Edit control example is not entirely accurate because
the Text value is actually stored in the window handle (HWND). In order to raise the TextChanging event, you must examine Windows messages to determine when the
text might change, and allow for an exception thrown in OnTextChanging to cancel the event. If it is too difficult to provide a changing event, it is reasonable to support
only the changed event.

Properties vs. Methods
Class library designers often must decide between implementing a class member as a property or a method. In general, methods represent actions and properties
represent data. Use the following guidelines to help you choose between these options.

e Use a property when the member is a logical data member. In the following member declarations, Nane is a property because it is a logical member of the class.
VB

Public Property Name As String

Get
Ret urn m nare
End Get
Set
mnane = val ue
End Set
End Property
[G4
public string Nane
get
{
return nane;
}
set
{
nanme = val ue;
}

e Use a method when:
o The operation is a conversion, such as Object.ToString.
The operation is expensive enough that you want to communicate to the user that they should consider caching the result.
Obtaining a property value using the get accessor would have an observable side effect.
Calling the member twice in succession produces different results.
The order of execution is important. Note that a type's properties should be able to be set and retrieved in any order.
The member is static but returns a value that can be changed.
The member returns an array. Properties that return arrays can be very misleading. Usually it is necessary to return a copy of the internal array so that the
user cannot change internal state. This, coupled with the fact that a user can easily assume it is an indexed property, leads to inefficient code. In the following
code example, each call to the Met hods property creates a copy of the array. As a result, 2"+1 copies of the array will be created in the following loop.

VB

Dmtype As Type ="' Get a type.
Dmi As Integer
For i = 0 To type. Methods. Length - 1
If type. Met hods(i). Name. Equal s("text") Then
' Performsone operation.

End If
Next i
[
Type type = // Get a type.
for (int i =0; i < type.Mthods. Length; i++)

{
if (type. Methods[i].Name. Equals ("text"))




/1 Performsone operation.

The following example illustrates the correct use of properties and methods.

VB]

d ass Connection
' The fol lowing three nenbers shoul d be properties
because they can be set in any order.
Property DNSNane() As String
' Code for get and set accessors goes here.
End Property
Property UserName() As String
' Code for get and set accessors goes here.
End Property
Property Password() As String
'Code for get and set accessors goes here.
End Property
' The fol | owing nenber shoul d be a net hod
because the order of execution is inportant.
Thi s nethod cannot be executed until after the
properties have been set.
Function Execute() As Bool ean
[
class Connection

{

/1 The follow ng three menbers shoul d be properties
/1 because they can be set in any order.

string DNS\ane {get{};set{};}

string UserNane {get{};set{};}

string Password {get{};set{};}

/1 The foll owing nenber should be a nethod

/1 because the order of execution is inportant.
/1 This nethod cannot be executed until after the
/1 properties have been set.

bool Execute ();

Read-Only and Write-Only Properties
You should use a read-only property when the user cannot change the property's logical data member. Do not use write-only properties.

Indexed Property Usage
Note An indexed property can also be referred to as an indexer.

The following rules outline guidelines for using indexed properties:

e Use an indexed property when the property's logical data member is an array.

e Consider using only integral values or strings for an indexed property. If the design requires other types for the indexed property, reconsider whether it represents
a logical data member. If not, use a method.

e Consider using only one index. If the design requires multiple indexes, reconsider whether it represents a logical data member. If not, use a method.

® Use only one indexed property per class, and make it the default indexed property for that class. This rule is enforced by indexer support in the C# programming
language.

e Do not use nondefault indexed properties. C# does not allow this.

e Name an indexed property | t em For example, see the DataGrid.ltem Property. Follow this rule, unless there is a name that is more obvious to users, such as the
Char s property on the String class. In C#, indexers are always named | t em

e Do not provide an indexed property and a method that are semantically equivalent to two or more overloaded methods. In the following code example, the
Met hod property should be changed to GetMethod(string) method. Note that this not allowed in C#.

VB

Change the Methodl nfo Type. Met hod property to a nethod.
Property Type. Method(nane As String) As Methodl nfo
Function Type. Get Met hod(name As String, ignoreCase As Bool ean) As Met hodl nfo
[G4
/1 Change the Methodl nfo Type. Method property to a net hod.
Met hodl nf o Type. Met hod[ string nane]
Met hodl nf o Type. Get Met hod (string name, Bool ean i gnor eCase)
[Visual Basic]
The Met hodl nfo Type. Method property is changed to
' the Methodl nfo Type. Get Met hod net hod.
Function Type. Get Met hod(nane As String) As Methodl nfo
Function Type. Get Met hod(name As String, ignoreCase As Bool ean) As Met hodl nfo
[
/1 The Methodl nfo Type. Method property is changed to
/1 the Methodl nfo Type. Get Met hod net hod.
Met hodl nf o Type. Get Met hod(string nane)
Met hodl nf o Type. Get Met hod (string name, Bool ean i gnoreCase)

See Also
Design Guidelines for Class Library Developers | Property Naming Guidelines | Class Member Usage Guidelines
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Event Usage Guidelines

.NET Framework 1.1

The following rules outline the usage guidelines for events:

® Choose a name for your event based on the recommended Event Naming Guidelines.
o When you refer to events in documentation, use the phrase, "an event was raised" instead of "an event was fired" or "an event was triggered.
® In languages that support the void keyword, use a return type of void for event handlers, as shown in the following C# code example.

publ i ¢ del egate voi d MouseEvent Handl er (obj ect sender, MuseEventArgs e);

e Use strongly typed event data classes when an event conveys meaningful data, such as the coordinates of a mouse click.
® Event classes should extend the System EventArgs Class, as shown in the following example.

VB

Public A ass MuseBEvent Args
Inherits Event Args
' Code for the class goes here.
End d ass
[G4
public class MuseBEvent: EventArgs {}

® Use a protected (Protected in Visual Basic) virtual method to raise each event. This technique is not appropriate for sealed classes, because classes cannot be
derived from them. The purpose of the method is to provide a way for a derived class to handle the event using an override. This is more natural than using
delegates in situations where the developer is creating a derived class. The name of the method takes the form OnEventName, where EventName is the name of the
event being raised. For example:

VB

Public dass Button
Private ondickHandl er As Buttond ickHandl er
Protected Overridable Sub OnQick(e As Qi ckEvent Args)
' Call the delegate if non-null.
If Not (ondickHandl er I's Nothing) Then
ond i ckHandl er (Mg, €)
End I f
End Sub
End Q ass

[GA
public class Button

{
Buttond i ckHandl er ond i ckHandl er;

protected virtual void Ondick(dickEventArgs e)
{
/1 Call the delegate if non-null.
if (onQickHandler !'= null)
ondickHandl er(this, e);

The derived class can choose not to call the base class during the processing of OnEventName. Be prepared for this by not including any processing in the
OnEventName method that is required for the base class to work correctly.

e You should assume that an event handler could contain any code. Classes should be ready for the event handler to perform almost any operation, and in all cases
the object should be left in an appropriate state after the event has been raised. Consider using a try/finally block at the point in code where the event is raised.
Since the developer can perform a callback function on the object to perform other actions, do not assume anything about the object state when control returns to
the point at which the event was raised. For example:

VB

Public dass Button
Private onQickHandl er As Buttond ickHandl er
Protected Sub Dodick()
' Paint button in indented state.
Pai nt Down()
Try
' Call event handler.
nd i ck()
Finally
' Wndow mght be del eted in event handl er.
If Not (w ndowHandl e |'s Nothing) Then
' Paint button in nornmal state.
Pai nt Up()
End I f
End Try
End Sub
Protected Overridable Sub OnQick(e As QickEvent)
If Not (onQickHandler I's Nothing) Then
ond i ckHandl er (Me, €)
End |f
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End Sub
End dass
[
public class Button

{
Buttond i ckHandl er ond i ckHandl er;

protected voi d Dod i ck()

{
/] Paint button in indented state.
Pai nt Down() ;
try
{
/1 Call event handler.
aick();
}
finally
{
/1 Wndow nmight be deleted in event handler.
if (wndowandle !'= null)
/] Paint button in nornmal state.
Pai nt Up() ;
}
}
protected virtual void CnQick(dickEvent e)
{
if (onQickHandler != null)
ondickHandl er(this, e);
}

® Use or extend the System.ComponentModel.CancelEventArgs Class to allow the developer to control the events of an object. For example, the TreeView control
raises a BeforeLabelEdit when the user is about to edit a node label. The following code example illustrates how a developer can use this event to prevent a node
from being edited.

VB

Public dass Forni
Inherits Form
Private treeMiewl As New TreeVi ew()

Sub treeVi ewl_Bef orelLabel Edit (source As (hject, e As NodelLabel Edi t Event Ar gs)
e.Cancel Edit = True
End Sub
End d ass
[C4
public class Forml: Form

{

TreeM ew treeM ewl = new TreeView();

voi d treeVi ewl_Bef or eLabel Edit (obj ect source,
NodeLabel Edi t Event Args e)

{
e.Cancel Edit = true;

}

Note that in this case, no error is generated to the user. The label is read-only.

Cancel events are not appropriate in cases where the developer would cancel the operation and return an exception. In these cases, you should raise an exception
inside of the event handler in order to cancel. For example, the user might want to write validation logic in an edit control as shown.

e

Public dass Fornl
Inherits Form
Private editl As EditBox = New Edit Box()

Sub Text Changi ng(source As (bject, e As Event Args)
Throw New Runti meException("Invalid edit")
End Sub
End d ass
[
public class Fornil: Form

{
EditBox editl = new EditBox();

voi d Text Changi ng(obj ect source, EventArgs e)
{

throw new Runti meException("Invalid edit");

}

See Also
Design Guidelines for Class Library Developers | Event Naming Guidelines | Class Member Usage Guidelines
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Method Usage Guidelines

.NET Framework 1.1

The following rules outline the usage guidelines for methods:

® Choose a name for your event based on the recommended Method Naming Guidelines.

e Do not use Hungarian notation.

e By default, methods are nonvirtual. Maintain this default in situations where it is not necessary to provide virtual methods. For more information about implementing
inheritance, see Base Class Usage Guidelines.

Method Overloading Guidelines
Method overloading occurs when a class contains two methods with the same name, but different signatures. This section provides some guidelines for the use of
overloaded methods.

e Use method overloading to provide different methods that do semantically the same thing.
® Use method overloading instead of allowing default arguments. Default arguments do not version well and therefore are not allowed in the Common Language
Specification (CLS). The following code example illustrates an overloaded St ri ng. | ndexOf method.

| ve

Function String. | ndext(nane As String) As |nteger

Function String. | ndexCth(nanme As String, startindex As Integer) As |nteger
[

int String. | ndexdd (String nane);

int String. I ndexdd (String nane, int startlndex);

e Use default values correctly. In a family of overloaded methods, the complex method should use parameter names that indicate a change from the default state
assumed in the simple method. For example, in the following code, the first method assumes the search will not be case-sensitive. The second method uses the
name i gnor eCase rather than caseSensi ti ve to indicate how the default behavior is being changed.

VB |

' Method #1: ignoreCase = fal se.

Function Type. Get Met hod(nane As String) As Methodl nfo

' Method #2: Indicates how the default behavior of nethod #1
i's bei ng changed.

Function Type. Get Met hod(nane As String, ignoreCase As Bool ean) As Met hodl nfo

[&]

/1 Method #1: ignoreCase = fal se.

Met hodl nf o Type. Get Met hod( String nane);

/1 Method #2: |ndicates how the default behavior of nmethod #1 is being // changed.
Met hodl nf o Type. Get Met hod (String nane, Bool ean i gnoreCase);

e Use a consistent ordering and naming pattern for method parameters. It is common to provide a set of overloaded methods with an increasing number of
parameters to allow the developer to specify a desired level of information. The more parameters that you specify, the more detail the developer can specify. In the
following code example, the overloaded Execut e method has a consistent parameter order and naming pattern variation. Each of the Execut e method variations
uses the same semantics for the shared set of parameters.

VB

Public dass Sanpl ed ass
Private defaultForA As String = "default value for a"
Private defaul t ForB As Integer = "42"
Private defaul t ForC As Doubl e = "68. 90"

Qverl oads Public Sub Execute()
Execut e(def aul t For A, def aul t For B, def aul t For O
End Sub

Qverl oads Public Sub Execute(a As String)
Execute(a, defaul t ForB, defaultForQ
End Sub

Qverl oads Public Sub Execute(a As String, b As Integer)
Execute(a, b, defaul tForQ
End Sub

Qverl oads Public Sub Execute(a As String, b As Integer, c As Double)
Qonsol e. Wi t eLi ne(a)
Consol e. Wi t eLi ne(b)
Gonsol e. Wi t eLi ne(c)
Qonsol e. Wi teLi ne()
End Sub
End d ass
[
public class Sanpl ed ass
{
readonly string defaul tForA = "default value for a";
readonly int defaultForB = "42";
readonl y doubl e def aul t ForC = "68. 90";

public voi d Execute()
{

Execut e(def aul t For A, defaul t ForB, defaul tForQ;
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}

public void Execute (string a)

{
Execute(a, defaul t ForB, defaul tForQ;
}
public void Execute (string a, int b)
{
Execute (a, b, defaultForQ;
}
public void Execute (string a, int b, double c)
{
Qonsol e. WiteLine(a);
Qonsol e. Wi teLine(b);
Qonsol e. Wi teLine(c);
Qonsol e. Wi teLine();
}

Note that the only method in the group that should be virtual is the one that has the most parameters and only when you need extensibility.

e |f you must provide the ability to override a method, make only the most complete overload virtual and define the other operations in terms of it. The following
example illustrates this pattern.
VB

Public dass Sanpl ed ass
Private nyString As String

Public Sub New(str As String)
Me. nyString = str
End Sub

Overl oads Public Function Indexth(s As String) As |nteger
Return I ndexCr (s, 0)
End Function

Qverloads Public Function Indexd (s As String, startlndex As
Integer) As |nteger
Return I ndexdf (s, startlndex, nyString.Length - start!ndex)
End Function

Qverloads Public Overridabl e Function IndexC(s As String,
startindex As Integer, count As Integer) As |nteger
Return nyString. | ndex(df (s, startlndex, count)
End Function
End Q ass
[
public class Sanpl ed ass

{
private string nyString;

public M/Q ass(string str)
{

this.nyString = str;
}

public int Indexf(string s)
{

return I ndexd (s, 0);

}

public int Index((string s, int startlndex)

{

return Indexdf (s, startlndex, nyString.Length - startlndex );

}

public virtual int Index((string s, int startlndex, int count)

{

return nyString. I ndexth (s, startlndex, count);

}

Methods With Variable Numbers of Arguments
You might want to expose a method that takes a variable number of arguments. A classic example is the printf method in the C programming language. For managed
class libraries, use the params (ParamArray in Visual Basic) keyword for this construct. For example, use the following code instead of several overloaded methods.

Ve |

Sub Format (formatString As String, ParamArray args() As Cbject)
[GA
void Format(string formatString, parans object [] args)

You should not use the VarArgs or ellipsis (...) calling convention exclusively because the Common Language Specification does not support it.
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For extremely performance-sensitive code, you might want to provide special code paths for a small number of elements. You should only do this if you are going to
special case the entire code path (not just create an array and call the more general method). In such cases, the following pattern is recommended as a balance between
performance and the cost of specially cased code.

VB |

Sub Format (formatString As String, argl As (bject)
Sub Format (formatString As String, argl As (bject, arg2 As (bject)

Sub Format (formatString As String, ParamArray args() As Chject)
[

void Format (string formatString, object argl)

void Format (string formatString, object argl, object arg2)

void Format (string formatString, parans object [] args)

See Also
Design Guidelines for Class Library Developers | Method Naming Guidelines | Class Member Usage Guidelines | Base Class Usage Guidelines
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Constructor Usage Guidelines

.NET Framework 1.1

The following rules outline the usage guidelines for constructors:

e Provide a default private constructor if there are only static methods and properties on a class. In the following example, the private constructor prevents the class
from being created.
VB

Not I nheritabl e Public dass Environnent
' Private constructor prevents the class frombeing created.
Private Sub New()
' Code for the constructor goes here.
End Sub
End d ass
[
public seal ed class Environnent
{
/1 Private constructor prevents the class frombeing created.
private Environnent ()
{
/1 Code for the constructor goes here.

}

e Minimize the amount of work done in the constructor. Constructors should not do more than capture the constructor parameter or parameters. This delays the cost
of performing further operations until the user uses a specific feature of the instance.

e Provide a constructor for every class. If a type is not meant to be created, use a private constructor. If you do not specify a constructor, many programming
language (such as C#) implicitly add a default public constructor. If the class is abstract, it adds a protected constructor.
Be aware that if you add a nondefault constructor to a class in a later version release, the implicit default constructor will be removed which can break client code.
Therefore, the best practice is to always explicitly specify the constructor even if it is a public default constructor.

e Provide a protected (Protected in Visual Basic) constructor that can be used by types in a derived class.

e You should not provide constructor without parameters for a value type struct. Note that many compilers do not allow a struct to have a constructor without
parameters. If you do not supply a constructor, the runtime initializes all the fields of the struct to zero. This makes array and static field creation faster.

e Use parameters in constructors as shortcuts for setting properties. There should be no difference in semantics between using an empty constructor followed by
property set accessors, and using a constructor with multiple arguments. The following three code examples are equivalent:

VB

' Exanpl e #1.

D m Sanpl ed ass As New d ass()
Sanpl ed ass. A = "a"

Sanpl ed ass. B = "b"

' Exanpl e #2.
D m Sanpl ed ass As New d ass("a")
Sanpl ed ass. B = "b"

' Exanpl e #3.

D m Sanpl ed ass As New A ass("a", "b")
[

/] Exanpl e #1.

d ass Sanpl ed ass = new d ass();

Sanpl ed ass. A = "a";

Sanpl ed ass. B = "b";

/] Exanpl e #2.
d ass Sanpl ed ass = new A ass("a");
Sanpl ed ass. B = "b";

/1 Exanpl e #3.
Jdass Sanpledass = new dass ("a", "b");

e Use a consistent ordering and naming pattern for constructor parameters. A common pattern for constructor parameters is to provide an increasing number of
parameters to allow the developer to specify a desired level of information. The more parameters that you specify, the more detail the developer can specify. In the
following code example, there is a consistent order and naming of the parameters for all the Sanpl eCl ass constructors.

VB

Public dass Sanpl ed ass
Private Const defaultForA As String = "default value for a"
Private Const defaultForB As String = "default value for b"
Private Const defaultForC As String = "default value for c"

Public Sub New()
M/ ass. New( def aul t For A, def aul t For B, def aul t For O
Gonsol e. Wi teLine("New()")

End Sub

Public Sub New(a As String)
M/ ass. New(a, defaul t ForB, defaul t For C)
End Sub




Public Sub New(a As String, b As String)
M/ ass. New(a, b, defaul t ForQ

End Sub
Public Sub New(a As String, b As String, ¢ As String)
M.a =a
M.b=b
Me.c =c
End Sub
End d ass
[
public class Sanpl ed ass
{
private const string defaultForA = "default value for a“;
private const string defaultForB = "default value for b";
private const string defaultForC = "default value for c";
public M/Q ass():this(defaul t ForA defaultForB, defaultForQ {}
public MQass (string a) : this(a, defaultForB, defaultForQ {}
public M/Qass (string a, string b) : this(a, b, defaultForQ {}
public M/Qass (string a, string b, string c)
}

See Also
Design Guidelines for Class Library Developers | Class Member Usage Guidelines
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Field Usage Guidelines

.NET Framework 1.1

The following rules outline the usage guidelines for fields:

e Do not use instance fields that are public or protected (Public or Protected in Visual Basic). If you avoid exposing fields directly to the developer, classes can be
versioned more easily because a field cannot be changed to a property while maintaining binary compatibility. Consider providing get and set property accessors
for fields instead of making them public. The presence of executable code in get and set property accessors allows later improvements, such as creation of an
object on demand, upon usage of the property, or upon a property change notification. The following code example illustrates the correct use of private instance
fields with get and set property accessors.

VB

Public Structure Point
Private xVal ue As |nteger
Private yVal ue As |nteger

Public Sub New(x As Integer, y As Integer)
Me. xVal ue = x
Me. yValue =y

End Sub

Public Property X() As Integer
Get
Return xVal ue
End Get
Set
xVal ue = val ue
End Set
End Property
Public Property Y() As Integer
Get
Return yVal ue
End Get
Set
yVal ue = val ue
End Set
End Property
End Structure
[G4
public struct Point
{
private int xVal ue;
private int yval ue;

public Point(int x, int vy)

{
this.xVal ue = x;
this.yValue =y;
}
public int X
{
get
{
return xVal ue;
}
set
{
xVal ue = val ue;
}
}
public int Y
{
get
{
return yval ue;
}
set
{
yVal ue = val ue;
}
}

® Expose a field to a derived class by using a protected property that returns the value of the field. This is illustrated in the following code example.
VB

Public dass Control
I nherits Gonponent
Private handl e As Integer

Protected ReadOnly Property Handl e() As |nteger
Get




Return handl e
End Get
End Property

End A ass
[
public class Gontrol: Conponent
{

private int handl e;

protected int Handl e

{
get
{
return handl e;
}
}

e Use the const (Const in Visual Basic) keyword to declare constant fields that will not change. Language compilers save the values of const fields directly in calling
code.

e Use public static read-only fields for predefined object instances. If there are predefined instances of an object, declare them as public static read-only fields of the
object itself. Use Pascal case because the fields are public. The following code example illustrates the correct use of public static read-only fields.

VB

Public Structure Col or
Public Shared Red As New Col or (&HF)
Public Shared Geen As New Col or (&HF00)
Public Shared B ue As New Col or (&HF0000)
Public Shared Bl ack As New Col or (&HD)
Public Shared Wite As New Col or ( &HFFFFFF)

Public Sub New(rgb As Integer)
' Insert code here.
End Sub

Public Sub New(r As Byte, g As Byte, b As Byte)
' Insert code here.
End Sub

Public ReadOnly Property RedVal ue() As Byte
Get
Return Col or
End Get
End Property

Public ReadOnly Property Geenval ug() As Byte
Get
Return Col or
End Get
End Property

Public ReadOnly Property Bl ueVal ue() As Byte
Get
Return Col or
End Get
End Property
End Structure
[GH]
public struct Col or
{
public static readonly Col or Red = new Col or (O0x0000FF) ;
public static readonly Col or Geen = new Col or (0xO0FFOO) ;
public static readonly Col or Bl ue = new Col or (0xFF0000) ;
public static readonly Col or Bl ack = new Gol or (0x000000) ;
public static readonly Col or Wite = new Col or (OXFFFFFF) ;

public Color(int rgb)

{ /1 Insert code here.}

public Color(byte r, byte g, byte b)
{ // Insert code here.}

public byte RedVval ue

{
get
{
return ol or;
}
}
public byte @ eenVal ue
{
get
{
return Col or;
}
}
public byte Bl ueVal ue
{

get
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return ol or;

e Spell out all words used in a field name. Use abbreviations only if developers generally understand them. Do not use uppercase letters for field names. The
following is an example of correctly named fields.
VB

d ass Sanpl ed ass
Private url As String
Private destinationrl As String
End Q ass
[
cl ass Sanpl ed ass
{
string url;
string destinationUl;

e Do not use Hungarian notation for field names. Good names describe semantics, not type.
e Do not apply a prefix to field names or static field names. Specifically, do not apply a prefix to a field name to distinguish between static and nonstatic fields. For

example, applying a g_ or s_ prefix is incorrect.

See Also
Design Guidelines for Class Library Developers | Class Member Usage Guidelines | Static Field Naming Guidelines
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Parameter Usage Guidelines

.NET Framework 1.1

The following rules outline the usage guidelines for parameters:

® Check for valid parameter arguments. Perform argument validation for every public or protected method and property set accessor. Throw meaningful exceptions
to the developer for invalid parameter arguments. Use the System. ArgumentException Class, or a class derived from System.ArgumentException. The following
example checks for valid parameter arguments and throws meaningful exceptions.
VB

d ass Sanpl ed ass
Private countVal ue As I|nteger
Private naxVal ue As Integer = 100

Public Property Gount() As Integer
Get
Return count Val ue
End Get
Set
' Check for valid paraneter.
If value < 0 O value >= naxVal ue Then
Throw New Ar gunent Qut & RangeExcepti on("val ue", val ue,
"Value is invalid.")
End I f
count Val ue = val ue
End Set
End Property
Public Sub Selectlten{start As Integer, [end] As Integer)
' Check for valid paraneter.
If start < 0 Then
Throw New Ar gunent Qut Of RangeException("start"”, start, "Start
isinvalid.")
End |f
' Check for valid paraneter.
If [end] < start Then
Throw New Ar gunent Qut Of RangeException("end", [end], "End is
invalid.")
End |f
' Insert code to do other work here.
Gonsol e. WitelLine("Starting at {0}", start)
Qonsol e. WiteLine("Ending at {0}", [end])

End Sub
End d ass
[
cl ass Sanpl ed ass
{
public int Count
{
get
{
return count;
}
set
{
/1 Check for valid paraneter.
if (count <0 || count >= MaxVal ue)
t hrow newAr gunent Qut Cf RangeExcept i on(
Sys. Get String(
"I'nval i dArgurent ", "val ue", count. ToString()));
}
}
public void Select(int start, int end)
{
/1 Check for valid paraneter.
if (start <0)
t hrow new Ar gurent Except i on(
Sys. Get String("lnvali dArgunent”,"start", start. ToString()));
/1 Check for valid paraneter.
if (end < start)
t hrow new Ar gunent Except i on(
Sys. Get String("Invali dArgunent™, "end", end. ToString()));
}
}

Note that the actual checking does not necessarily have to happen in the public or protected method itself. It could happen at a lower level in private routines. The
main point is that the entire surface area that is exposed to the developer checks for valid arguments.

o Make sure you fully understand the implications of passing parameters by value or by reference. Passing a parameter by value copies the value being passed and
has no effect on the original value. The following method example passes parameters by value.

‘ public voi d Add(object val ue){}
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Passing a parameter by reference passes the storage location for the value. As a result, changes can be made to the value of the parameter. The following method
example passes a parameter by value.

[l

public static int Exchange(ref int location, int value){}

An output parameter represents the same storage location as the variable specifed as the argument in the method invocation. As a result, changes can be made
only to the output parameter. The following method example passes an out parameter.

|

[D1Inport("Kernel 32.dl1"]
public static extern bool QueryPerformanceCounter(out |ong val ue)

See Also
Design Guidelines for Class Library Developers | Parameter Naming Guidelines | Class Member Usage Guidelines
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Type Usage Guidelines

.NET Framework 1.1

Types are the units of encapsulation in the common language runtime. For a detailed description of the complete list of data types supported by the runtime, see the
Common Type System. This section provides usage guidelines for the basic kinds of types.

In This Section

Base Class Usage Guidelines
Describes how to implement base classes and when to use interfaces instead of classes.
Value Type Usage Guidelines
Describes how to use the Struct and Enum value types.
Delegate Usage Guidelines
Describes how to use delegates for event notifications and callback functions.
Attribute Usage Guidelines
Describes how to use attributes as declarative information to describe types.
Nested Type Usage Guidelines
Describes how to use types defined within the scope of another type.

Related Sections

Naming Guidelines
Describes the guidelines for naming types in class libraries.
Class Naming Guidelines
Describes the guidelines to follow when naming classes.
Attribute Naming Guidelines
Describes the correct way to name an attribute using the At t r i but e suffix.
Design Guidelines for Class Library Developers
Provides naming and usage guidelines for types in the .NET Framework as well as guidelines for implementing common design patterns.
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Base Class Usage Guidelines

.NET Framework 1.1

A class is the most common kind of type. A class can be abstract or sealed. An abstract class requires a derived class to provide an implementation. A sealed class does
not allow a derived class. It is recommended that you use classes over other types.

Base classes are a useful way to group objects that share a common set of functionality. Base classes can provide a default set of functionality, while allowing customization
though extension.

You should explicitly provide a constructor for a class. Compilers commonly add a public default constructor to classes that do not define a constructor. This can be
misleading to a user of the class, if your intention is for the class not to be creatable. Therefore, it is best practice to always define at least one constructor for a class. If
you do not want it to be creatable, make the constructor private.

You should add extensibility or polymorphism to your design only if you have a clear customer scenario for it. For example, providing an interface for data adapters is
difficult and serves no real benefit. Developers will still have to program against each adapter specifically, so there is only marginal benefit from providing an interface.
However, you do need to support consistency between all adapters. Although an interface or abstract class is not appropriate in this situation, providing a consistent
pattern is very important. You can provide consistent patterns for developers in base classes. Follow these guidelines for creating base classes.

Base Classes vs. Interfaces

An interface type is a specification of a protocol, potentially supported by many object types. Use base classes instead of interfaces whenever possible. From a versioning
perspective, classes are more flexible than interfaces. With a class, you can ship Version 1.0 and then in Version 2.0 add a new method to the class. As long as the method
is not abstract, any existing derived classes continue to function unchanged.

Because interfaces do not support implementation inheritance, the pattern that applies to classes does not apply to interfaces. Adding a method to an interface is
equivalent to adding an abstract method to a base class; any class that implements the interface will break because the class does not implement the new method.

Interfaces are appropriate in the following situations:

e Several unrelated classes want to support the protocol.
e These classes already have established base classes (for example, some are user interface (Ul) controls, and some are XML Web services).
® Aggregation is not appropriate or practical.

In all other situations, class inheritance is a better model.

Protected Methods and Constructors

Provide class customization through protected methods. The public interface of a base class should provide a rich set of functionality for the consumer of the class.
However, users of the class often want to implement the fewest number of methods possible to provide that rich set of functionality to the consumer. To meet this goal,
provide a set of nonvirtual or final public methods that call through to a single protected method that provides implementations for the methods. This method should be
marked with the | npl suffix. Using this pattern is also referred to as providing a Template method. The following code example demonstrates this process.

e

Public dass Sanpl ed ass

Private x As |nteger

Private y As |nteger

Private width As |nteger

Private height As Integer

Private specified As BoundsSpecified

Qverloads Public Sub SetBounds(x As Integer, y As Integer, width As
Integer, height As Integer)
Set Boundsl npl (X, y, width, height, Me.specified)
End Sub

Qverl oads Public Sub SetBounds(x As Integer, y As Integer, width As
Integer, height As Integer, specified As BoundsSpecifi ed)

Set Bounds! npl (X, y, width, height, specified)
End Sub

Protected Overridabl e Sub SetBoundslnpl (x As Integer, y As |nteger,
width As Integer, height As Integer,
speci fi ed As BoundsSpeci fi ed)
Insert code to performneaningful operations here.
M. X = X
My =y
Me.width = width
Me. hei ght = hei ght
Me. speci fied = specified
Gonsol e. WiteLine("x {0}, y {1}, width {2}, height {3}, bounds {4}",
Me. X, Me.y, Me.width, M. height, M. specified)
End Sub
End d ass
(G4
public class MQ ass

{

private int x;

private int vy;

private int wdth;

private int height;
BoundsSpeci fi ed speci fi ed;




public void SetBounds(int x, int y, int width, int height)

{
Set Bounds! npl (X, y, width, height, this.specified);

}

public void SetBounds(int x, int y, int width, int height,
BoundsSpeci fi ed speci fi ed)

{
Set Boundsl npl (X, y, width, height, specified);

}

nt

protected virtual void SetBoundslnpl (int x, int y, int wdth,
hei ght, BoundsSpeci fied speci fi ed)

{
/1 Add code to performneaningful opertions here.
this.x = x;
this.y =vy;
this.width = width;
this. hei ght = height;
this.specified = specified;
}

Many compilers, such as the C# compiler, insert a public or protected constructor if you do not. Therefore, for better documentation and readability of your source code,
you should explicitly define a protected constructor on all abstract classes.

Sealed Class Usage Guidelines
Use sealed classes if there are only static methods and properties on a class.

See Also
Design Guidelines for Class Library Developers | Type Usage Guidelines | Class Naming Guidelines
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Value Type Usage Guidelines

.NET Framework 1.1

A value type describes a value that is represented as a sequence of bits stored on the stack. For a description of all the .NET Framework's built-in data types, see Value
Types. This section provides guidelines for using the structure (struct) and enumeration (enum) value types.

Struct Usage Guidelines
It is recommended that you use a struct for types that meet any of the following criteria:

e Act like primitive types.

® Have an instance size under 16 bytes.
® Are immutable.

® Value semantics are desirable.

The following example shows a correctly defined structure.

VB

Public Structure Int32
I npl enent s | Fornattabl e
I npl enent s | Conpar abl e
Public Const MnValue As Integer = -2147483648
Public Const MaxVal ue As Integer = 2147483647

Private intVal ue As |nteger

Qverl oads Public Shared Function ToString(i As Integer) As String
' Insert code here.
End Function

Qverl oads Public Function ToString(ByVal format As String, ByVal
format Provider As |FormatProvider) As String | nplenents

| Format t abl e. ToString

Insert code here.

End Function

Qverl oads Public Overrides Function ToString() As String
' Insert code here.
End Function
Public Shared Function Parse(s As String) As |Integer
Insert code here.
Return O
End Function

Public Overrides Function Get HashCode() As Integer
' Insert code here.
Return O

End Function

Public Overrides Overloads Function Equal s(obj As Cbject) As Bool ean
' Insert code here.
Return Fal se

End Function

Publi ¢ Function ConpareTo(obj As Cbject) As Integer |nplenents
| Conpar abl e. Conpar eTo
Insert code here.
Return O
End Function
End Structure
[
public struct Int32: |Conparable, |Fornattable
{

public const int MnVal ue = -2147483648;
public const int MaxVal ue = 2147483647,

public static string ToString(int i)

{
/1 Insert code here.
}
public string ToString(string format, |FornatProvider fornatProvider)
{
/1 Insert code here.
}
public override string ToString()
{
/1 Insert code here.
}

public static int Parse(string s)

{

/1 Insert code here.



http://msdn.microsoft.com/en-us/library/aa735672(v=vs.71).aspx

return 0;

}
public override int GetHashCode()
{
/1 Insert code here.
return 0;
}

public override bool Equal s(object obj)
{

/1 Insert code here.

return fal se;

}
public int ConpareTo(object obj)
{
/1 Insert code here.
return 0;
}

e Do not provide a default constructor for a struct. Note that C# does not allow a struct to have a default constructor. The runtime inserts a constructor that initializes
all the values to a zero state. This allows arrays of structs to be created without running the constructor on each instance. Do not make a struct dependent on a
constructor being called for each instance. Instances of structs can be created with a zero value without running a constructor. You should also design a struct for a
state where all instance data is set to zero, false, or null (as appropriate) to be valid.

Enum Usage Guidelines
The following rules outline the usage guidelines for enumerations:

e Do not use an Enumsuffix on enum types.
e Use an enum to strongly type parameters, properties, and return types. Always define enumerated values using an enum if they are used in a parameter or
property. This allows development tools to know the possible values for a property or parameter. The following example shows how to define an enum type.

VB
Publ i ¢ Enum Fi | eMode
Append
Qeate
QO eat eNew
Qpen
QoenO O eate
Truncat e
End Enum
[G4
publ i c enum Fi | eMbde
{
Append,
Ceate,
O eat eNew,
Qpen,
penO O eat e,
Truncat e
}

The following example shows the constructor for a FileStream object that uses the FileMode enumeration.

Ve |

Public Sub New(ByVal path As String, ByVal node As FileMde);
[
public FileStrean(string path, FileMde node);

e Use an enum instead of static final constants.

Do not use an enum for open sets (such as the operating system version).

® Use the System.FlagsAttribute Class to create custom attribute for an enum only if a bitwise OR operation is to be performed on the numeric values. Use powers of
two for the enum values so that they can be easily combined. This attribute is applied in the following code example.

VB
<Fl ags() >
Publ i ¢ Enum Vét cher ChangeTypes
Qeated = 1
Deleted = 2
Changed = 4
Renaned = 8
Al = Oeated O Deleted O Changed O Renaned
End Enum
[G4
[Flags()]
publ i ¢ enum Wt cher ChangeTypes
{
CGeated = 1,
Del eted = 2,
Changed = 4,
Renaned = 8,
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Al = Qeated | Deleted | Changed | Renaned
1

Note An exception to this rule is when encapsulating a Win32 API. It is common to have internal definitions that come from a Win32 header. You can
leave these with the Win32 casing, which is usually all capital letters.

e Consider providing named constants for commonly used combinations of flags. Using the bitwise OR is an advanced concept and should not be required for simple
tasks. This is illustrated in the following example of an enumeration.

VB

<Flags()> _
Publ i ¢ Enum Fi | eAccess
Read = 1
Wite = 2
ReadWite = Read O Wite
End Enum
[G4
[Flags()]
publ i c enum Fi | eAccess
{
Read = 1,
Wite = 2,
ReadWite = Read | Wite,

e Use type Int32 as the underlying type of an enum unless either of the following is true:
o The enum represents flags and there are currently more than 32 flags, or the enum might grow to have many flags in the future.
e The type needs to be different from int for backward compatibility.
e Do not assume that enum arguments will be in the defined range. It is valid to cast any integer value into an enum even if the value is not defined in the enum.
Perform argument validation as illustrated in the following code example.

VB

Public Sub Set Gol or (newCol or As (ol or)
If Not [Enuni.!sDefined(Get Type(Color), newCol or) Then
Throw New Ar gunent Qut Of RangeExcept i on()

End If
End Sub
[G4
public void SetColor (Color color)
{
if (!EnumlsDefined (typeof(Color), color)
throw new Argunent Qut Of RangeException();
}

See Also
Design Guidelines for Class Library Developers | Enumeration Type Naming Guidelines | Value Types | Enumerations
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Delegate Usage Guidelines

.NET Framework 1.1

A delegate is a powerful tool that allows the managed code object model designer to encapsulate method calls. Delegates are useful for event notifications and callback
functions.

Event notifications
Use the appropriate event design pattern for events even if the event is not user interface-related. For more information on using events, see the Event Usage Guidelines.
Callback functions

Callback functions are passed to a method so that user code can be called multiple times during execution to provide customization. Passing a Compare callback function
to a sort routine is a classic example of using a callback function. These methods should use the callback function conventions described in Callback Function Usage.

Name end callback functions with the suffix Cal | back.

See Also
Design Guidelines for Class Library Developers | Callback Function Usage
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Attribute Usage Guidelines

.NET Framework 1.1

The .NET Framework enables developers to invent new kinds of declarative information, to specify declarative information for various program entities, and to retrieve
attribute information in a run-time environment. For example, a framework might define a HelpAttribute attribute that can be placed on program elements such as classes
and methods to provide a mapping from program elements to their documentation. New kinds of declarative information are defined through the declaration of attribute
classes, which might have positional and named parameters. For more information about attributes, see Writing Custom Attributes.

The following rules outline the usage guidelines for attribute classes:

e Add the At t ri but e suffix to custom attribute classes, as shown in the following example.
VB

Public dass Cbsol eteAttribute{}
[
public class Cbsol eteAttribute{}

® Specify AttributeUsage on your attributes to define their usage precisely, as shown in the following example.
VB

<Attributelsage(AttributeTargets. Al, Inherited := False, AlowMiltiple := True)>

Public A ass Cbsol eteAtribute
Inherits Attribute
' Insert code here.
End Qd ass
[GA
[AttributeUsage(AttributeTargets. Al, Inherited = false, AllowMiltiple = true)]
public class Cbsol eteAttribute: Attribute {}

e Seal attribute classes whenever possible, so that classes cannot be derived from them.

e Use positional arguments (constructor parameters) for required parameters. Provide a read-only property with the same name as each positional argument, but
change the case to differentiate between them. This allows access to the argument at runtime.

e Use named arguments (read/write properties) for optional parameters. Provide a read/write property with the same name as each named argument, but change the
case to differentiate between them.

e Do not define a parameter with both named and positional arguments. The following example illustrates this pattern.
VB

Public Oass NameAttribute
Inherits Attribute
' This is a positional argunent.

Public Sub New(usernane As String)
" Inpl enent code here.

End Sub

Public ReadOnly Property UserNane() As String
Get
Return User Narre
End Get
End Property

This is a naned argunent.
Public Property Age() As Integer

Get
Return Age
End Get
Set
Age = val ue
End Set
End Property
End dass
[
public class NaneAttribute: Attribute
{

/1 This is a positional argurent.
public NaneAttribute (string usernane)

{
/1 1nplenent code here.

}
public string User Nane
{

get

{

return User Nane;

}

}

/1 This is a named argunent.
public int Age
{

get
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return Age;
}
set
{

Age = val ue;
}

See Also

Design Guidelines for Class Library Developers | Attribute Naming Guidelines
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Nested Type Usage Guidelines

.NET Framework 1.1

A nested type is a type defined within the scope of another type. Nested types are very useful for encapsulating implementation details of a type, such as an enumerator
over a collection, because they can have access to private state.

Public nested types should be used rarely. Use them only in situations where both of the following are true:

e The nested type (inner type) logically belongs to the containing type (outer type).

The following examples illustrates how to define types with and without nested types:

VB |

" Wth nested types.

Li st Box. Sel ect ed(hj ect Col | ecti on
' Wthout nested types.

Li st BoxSel ect edChj ect Gol | ecti on

" Wth nested types.

R chText Box. Scrol | Bars

' Wthout nested types.

R chText BoxScrol | Bars

[

/1 Wth nested types.

Li st Box. Sel ect edChj ect Col | ecti on
/1 Wthout nested types.

Li st BoxSel ect edChj ect Gol | ecti on

/1 Wth nested types.

R chText Box. Scrol | Bars
/1 Wthout nested types.
R chText BoxScrol | Bars

Do not use nested types if the following are true:

e The type must be instantiated by client code. If a type has a public constructor, it probably should not be nested. The rationale behind this guideline is that if a
nested type can be instantiated, it indicates that the type has a place in the library on its own. You can create it, use it, and destroy it without using the outer type.
Therefore, it should not be nested. An inner type should not be widely reused outside of the outer type without a relationship to the outer type.

e References to the type are commonly declared in client code.

See Also
Design Guidelines for Class Library Developers

© 2014 Microsoft
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Guidelines for Exposing Functionality to COM

.NET Framework 1.1

The common language runtime provides rich support for interoperating with COM components. A COM component can be used from within a managed type and a
managed instance can be used by a COM component. This support is the key to moving unmanaged code to managed code one piece at a time; however, it does present
some issues for class library designers. In order to fully expose a managed type to COM clients, the type must expose functionality in a way that is supported by COM and
abides by the COM versioning contract.

Mark managed class libraries with the ComVisibleAttribute attribute to indicate whether COM clients can use the library directly or whether they must use a wrapper that
shapes the functionality so that they can use it.

Types and interfaces that must be used directly by COM clients, such as to host in an unmanaged container, should be marked with the ComVisible(true) attribute. The
transitive closure of all types referenced by exposed types should be explicitly marked as ComVisible(true); if not, they will be exposed as IlUnknown.

Note Members of a type can also be marked as ComVisible(false); this reduces exposure to COM and therefore reduces the restrictions on what a
managed type can use.

Types marked with the ComVisible(true) attribute cannot expose functionality exclusively in a way that is not usable from COM. Specifically, COM does not support static
methods or parameterized constructors. Test the type's functionality from COM clients to ensure correct behavior. Make sure that you understand the registry impact for
making all types cocreateable.

Marshal By Reference
Marshal-by-reference objects are Remotable Objects. Object remoting applies to three kinds of types:

e Types whose instances are copied when they are marshaled across an AppDomain boundary (on the same computer or a different computer). These types must be
marked with the Serializable attribute.

e Types for which the runtime creates a transparent proxy when they are marshaled across an AppDomain boundary (on the same computer or a different computer).
These types must ultimately be derived from System.MarshalByRefObject Class.

e Types that are not marshaled across AppDomains at all. This is the default.

Follow these guidelines when using marshal by reference:

e By default, instances should be marshal-by-value objects. This means that their types should be marked as Serializable.

e Component types should be marshal-by-reference objects. This should already be the case for most components, because the common base class,
System.Component Class, is a marshal-by-reference class.

e |[f the type encapsulates an operating system resource, it should be a marshal-by-reference object. If the type implements the IDisposable Interface it will very likely
have to be marshaled by reference. System.|O.Stream derives from MarshalByRefObject. Most streams, such as FileStreams and NetworkStreams, encapsulate
external resources, so they should be marshal-by-reference objects.

® [nstances that simply hold state should be marshal-by-value objects (such as a DataSet).

e Special types that cannot be called across an AppDomain (such as a holder of static utility methods) should not be marked as Serializable.

See Also
Design Guidelines for Class Library Developers | System.MarshalByRefObject Class | Exposing .NET Framework Components to COM
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Error Raising and Handling Guidelines

.NET Framework 1.1

The following rules outline the guidelines for raising and handling errors:

e All code paths that result in an exception should provide a method to check for success without throwing an exception. For example, to avoid a
FileNotFoundException you can call File.Exists. This might not always be possible, but the goal is that under normal execution no exceptions should be thrown.
® End Exception class names with the Except i on suffix as in the following code example.

VB |

Public O ass FileNot FoundException
Inherits Exception
' Inplenentation code goes here.
End d ass
[
public class FileNotFoundException : Exception
{
/1 1nplermentation code goes here.

}

e Use the common constructors shown in the following code example when creating exception classes.
VB

Public A ass XxxException
Inherits Applicati onException

Public Sub New()
" Inplenentation code goes here.
End Sub

Public Sub New(nessage As String)
" I npl enentation code goes here.
End Sub

Public Sub New(nmessage As String, inner As Exception)
" Inplenentation code goes here.
End Sub

Public Sub New(info As Serializationlnfo, context As Stream ngContext)
" Inplenentation code goes here.

End Sub
End d ass
[GH]
public class XxxException : ApplicationException
{
public XxxException() {... }
publ i ¢ XxxException(string nessage) {... }
publ i ¢ XxxException(string message, Exception inner) {... }
publ i c XxxException(Serializationlnfo info, Stream ngContext context) {...}
}

e |n most cases, use the predefined exception types. Only define new exception types for programmatic scenarios, where you expect users of your class library to
catch exceptions of this new type and perform a programmatic action based on the exception type itself. This is in lieu of parsing the exception string, which would
negatively impact performance and maintenance.

For example, it makes sense to define a FileNotFoundException because the developer might decide to create the missing file. However, a FilelOException is not
something that would typically be handled specifically in code.

e Do not derive all new exceptions directly from the base class SystemException. Inherit from SystemException only when creating new exceptions in System
namespaces. Inherit from ApplicationException when creating new exceptions in other namespaces.

® Group new exceptions derived from SystemException or ApplicationException by namespace. For example, all System.|O exceptions are grouped under
I0Exception (derived from SystemException) and all Microsoft.Media exceptions could be grouped under MediaException (derived from ApplicationException).

® Use a localized description string in every exception. When the user sees an error message, it will be derived from the description string of the exception that was
thrown, and never from the exception class.

e Create grammatically correct error messages with punctuation. Each sentence in the description string of an exception should end in a period. Code that generically
displays an exception message to the user does not have to handle the case where a developer forgot the final period.

® Provide exception properties for programmatic access. Include extra information (other than the description string) in an exception only when there is a
programmatic scenario where that additional information is useful. You should rarely need to include additional information in an exception.

e Do not expose privileged information in exception messages. Information such as paths on the local file system is considered privileged information. Malicious code

could use this information to gather private user information from the computer.

e Do not use exceptions for normal or expected errors, or for normal flow of control.

e You should return null for extremely common error cases. For example, a File.Open command returns a null reference if the file is not found, but throws an
exception if the file is locked.

® Design classes so that in the normal course of use an exception will never be thrown. In the following code example, a FileStream class exposes another way of
determining if the end of the file has been reached to avoid the exception that will be thrown if the developer reads past the end of the file.
| ve

Q ass Fil eRead
Sub Qpen()
DmstreamAs FileStream= File. Qoen("nyfile.txt", FileMde.Qen)
Dmb As Byte

' ReadByte returns -1 at end of file.
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Wil e b = stream ReadByte() <> true
' Do sonet hi ng.
End Wile
End Sub
End d ass
[
class F | eRead
{
voi d Qoen()
{
FileStreamstream= File. Qoen("nyfile.txt", FileMde.Qen);
byte b;
/] ReadByte returns -1 at end of file.
vwhile ((b = stream ReadByte()) != true)
{
/1 Do sonet hing.
}
}
}

e Throw the InvalidOperationException exception if a call to a property set accessor or method is not appropriate given the object's current state.

Throw an ArgumentException or create an exception derived from this class if invalid parameters are passed or detected.

® Be aware that the stack trace starts at the point where an exception is thrown, not where it is created with the new operator. Consider this when deciding where to
throw an exception.

® Use the exception builder methods. It is common for a class to throw the same exception from different places in its implementation. To avoid repetitive code, use
helper methods that create the exception using the new operator and return it. The following code example shows how to implement a helper method.

C#
class File
{
string fil eName;
public byte[] Read(int bytes)
{
if (!ReadFile(handle, bytes))
throw NewFi | el CException();
}
Fi | eException NewFil el CException()
{
string description =
/] Build localized string, include fileNane.
return new Fi | eException(description);
}
}

Throw exceptions instead of returning an error code or HRESULT.

Throw the most specific exception possible.

Create meaningful message text for exceptions, targeted at the developer.

Set all fields on the exception you use.

Use Inner exceptions (chained exceptions). However, do not catch and re-throw exceptions unless you are adding additional information or changing the type of the

exception.

Do not create methods that throw NullReferenceException or IndexOutOfRangeException.

e Perform argument checking on protected (Family) and internal (Assembly) members. Clearly state in the documentation if the protected method does not do
argument checking. Unless otherwise stated, assume that argument checking is performed. There might, however, be performance gains in not performing
argument checking.

e Clean up any side effects when throwing an exception. Callers should be able to assume that there are no side effects when an exception is thrown from a function.

For example, if a Hashtable.Insert method throws an exception, the caller can assume that the specified item was not added to the Hashtable.

Standard Exception Types
The following table lists the standard exceptions provided by the runtime and the conditions for which you should create a derived class.

Exception type Base type Description Example
Exception Object Base class for all None (use a derived class of
exceptions. this exception).
SystemException Exception Base class for all runtime- None (use a derived class of
generated errors. this exception).
IndexOutOfRangeException SystemException Thrown by the runtime only | Indexing an array outside of
when an array is indexed its valid range:
improperly. arr[arr. Lengt h+1]
NullReferenceException SystemException Thrown by the runtime only | object o = null;
when a null object is 0. ToString();
referenced.
InvalidOperationException SystemException Thrown by methods when Calling
in an invalid state. Enuner at or . Get Next ()

after removing an | t emfrom
the underlying collection.

ArgumentException SystemException Base class for all argument | None (use a derived class of
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ArgumentNullException ArgumentException

ArgumentOutOfRangeException ArgumentException

ExternalException SystemException

COMEXxception ExternalException

SEHException ExternalException

Wrapping Exceptions

exceptions.

Thrown by methods that do
not allow an argument to
be null.

Thrown by methods that
verify that arguments are in
a given range.

Base class for exceptions
that occur or are targeted
at environments outside of
the runtime.

Exception encapsulating
COM Hresult information.

Exception encapsulating
Win32 structured Exception
Handling information.

this exception).

String s = null;
"Cal cul ate". | ndexOf
(s);

String s = "string";

s. Chars[9];

None (use a derived class of
this exception).

Used in COM interop.

Used in unmanaged code
Interop.

Errors that occur at the same layer as a component should throw an exception that is meaningful to target users. In the following code example, the error message is

targeted at users of the TextReader class, attempting to read from a stream.

VB |

Public O ass Text Reader
Public Function ReadLine() As String
Try
' Read a line fromthe stream
Catch e As Exception
Throw New | CException("Coul d not read fromstreant, e)
End Try
End Function
End d ass
(e
public class TextReader
{
public string ReadLine()
{
try

/!l Read a line fromthe stream

catch (Exception e)
{

throw new | CException ("Could not read fromstreant, e);

}

See Also
Design Guidelines for Class Library Developers | Handling and Throwing Exceptions
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Array Usage Guidelines

.NET Framework 1.1

For a general description of arrays and array usage see Arrays, and System.Array Class.

Arrays vs. Collections

Class library designers might need to make difficult decisions about when to use an array and when to return a collection. Although these types have similar usage models,
they have different performance characteristics. In general, you should use a collection when Add, Remove, or other methods for manipulating the collection are
supported.

For more information on using collections, see Grouping Data in Collections.

Array Usage
Do not return an internal instance of an array. This allows calling code to change the array. The following example demonstrates how the array badChar s can be changed
by any code that accesses the Pat h property even though the property does not implement the set accessor.

VB]

Inports System
Inports System Col | ecti ons
Inports Mcrosoft. Vi sual Basi ¢

Public dass Exanpl ed ass
Not I nheritable Public dass Path
Private Sub New()
End Sub

Private Property Path
Get
End Get
Set
End Set
End Property

Private Shared badChars() As Char = {Chr(34),"<"c,">"c}

Public Shared Function GetlnvalidPathChars() As Char()
Return badChars
End Function

End A ass

Public Shared Sub Main()
' The follow ng code displays the el enents of the
array as expected.
Dmc As Char
For Each ¢ In Path. GetlnvalidPat hChars()
Consol e. Wite(c)
Next ¢
Gonsol e. Wi teLi ne()

The followi ng code sets all the values to A
Pat h. Get | nval i dPat hChars() (0) = "A'c
Pat h. Get | nval i dPat hChars() (1) = "A'c
Pat h. Get | nval i dPat hChars()(2) = "A'c
' The fol l owing code displays the elenents of the array to the
console. Note that the val ues have changed.
For Each ¢ In Path. Getlnval i dPat hChars()
Consol e. Wite(c)
Next ¢

End Sub
End d ass
[
using System
using System Col | ecti ons;

public class Exanpl ed ass

{

public seal ed class Path

{
private Path(){}
private static char[] badChars = {"\"", '<, '>'};
public static char[] GetlnvalidPathChars()
{

return badChars;

}

}

public static void Min()

{

/1 The follow ng code displays the el enents of the
/1 array as expected.
foreach(char ¢ in Path. GetlnvalidPathChars())
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{
Qonsol e. Wite(c);

}
Gonsol e. Wi teLine();

/1 The following code sets all the values to A
Pat h. Get I nval i dPat hChars()[0] = 'A;
Pat h. Get | nval i dPat hChar s() [ 1] A
Pat h. Get | nval i dPat hChar s() [ 2] A

/1 The followi ng code displays the elements of the array to the
/1 console. Note that the val ues have changed.
foreach(char ¢ in Path. GetlnvalidPathChars())
{
Consol e. Wite(c);
}

You can correct the problem in the preceding example by making the badChar s collection readonly (ReadOnly in Visual Basic). Alternately, you can clone the badChar s
collection before returning. The following example demonstrates how to modify the Get | nval i dPat hChar s method to return a clone of the badChar s collection.

VB

Public Shared Function GetlnvalidPathChars() As Char()
Return CType(badChars. d one(), Char())

End Function

[G4

public static char[] GetlnvalidPathChars()

{

}

return (char[])badChars. d one();

Do not use readonly (ReadOnly in Visual Basic) fields of arrays. If you do, the array is readonly and cannot be changed, but the elements in the array can be changed. The
following example demonstrates how the elements of the readonly array | nval i dPat hChar s can be changed.

c# |

public seal ed class Path
{
private Path(){}
public static readonly char[] InvalidPathChars = {"\"", "<, '> '|'}'

/1 The followi ng code can be used to change the values in the array.
Pat h. I nval i dPat hChars[0] = "'A';

Using Indexed Properties in Collections
You should use an indexed property only as a default member of a collection class or interface. Do not create families of functions in noncollection types. A pattern of
methods, such as Add, Item, and Count, signal that the type should be a collection.

Array Valued Properties
You should use collections to avoid code inefficiencies. In the following code example, each call to the myObj property creates a copy of the array. As a result, 2"+1 copies
of the array will be created in the following loop.

VB |
Dmi As Integer
For i =0 To obj.ny(h.Count - 1
DoSonet hi ng(obj . nyQj (i))
Next i
[

for (int i =0; i < obj.nyQhj.Count; i++)
DoSonet hi ng(obj . nyChj [i]);

For more information, see the Properties vs. Methods topic.
Returning Empty Arrays

String and Array properties should never return a null reference. Null can be difficult to understand in this context. For example, a user might assume that the following
code will work.

o

Publ i ¢ Sub DoSonet hi ng()
Dms As String = SoneQ her Func()
If s.Length > 0 Then
' Do sonething el se.
End If
End Sub
[
public void DoSonet hi ng()
{
string s = SomeQ her Func();
if (s.Length > 0)
{
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/1 Do sonething el se.

The general rule is that null, empty string ("), and empty (0 item) arrays should be treated the same way. Return an empty array instead of a null reference.

See Also
Design Guidelines for Class Library Developers | System.Array Class.
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Ope

rator Overloading Usage Guidelines

.NET Framework 1.1

The following rules outline the guidelines for operator overloading:

Prov

Define operators on value types that are logical built-in language types, such as the System.Decimal Structure.

ide operator-overloading methods only in the class in which the methods are defined. The C# compiler enforces this guideline.

Use the names and signature conventions described in the Common Language Specification (CLS). The C# compiler does this for you automatically.
Use operator overloading in cases where it is immediately obvious what the result of the operation will be. For example, it makes sense to be able to subtract one

Time value from another Time value and get a TimeSpan. However, it is not appropriate to use the or operator to create the union of two database queries, or to
use shift to write to a stream.
® Overload operators in a symmetric manner. For example, if you overload the equality operator (==), you should also overload the not equal operator(!=).

® Provi
inclu

ide alternate signatures. Most languages do not support operator overloading. For this reason, it is a CLS requirement for all types that overload operators to
de a secondary method with an appropriate domain-specific name that provides the equivalent functionality. It is a Common Language Specification (CLS)

requirement to provide this secondary method. The following example is CLS-compliant.

| c#

public struct DateTine

{
public static TimeSpan operator -(DateTine t1, DateTime t2) { }
public static TineSpan Subtract(DateTine t1, DateTine t2) { }

The following table contains a list of operator symbols and the corresponding alternative methods and operator names.

C++ operator symbol Name of alternative method Name of operator

Not defined ToXxx or FromXxx op_lmplicit

Not defined ToXxx or FromXxx op_Explicit

+ (binary) Add op_Addition

- (binary) Subtract op_Subtraction

* (binary) Multiply op_Multiply

/ Divide op_Division

% Mod op_Modulus

n Xor op_ExclusiveOr

& (binary) BitwiseAnd op_BitwiseAnd

| BitwiseOr op_BitwiseOr

&& And op_LogicalAnd

I Oor op_LogicalOr

= Assign op_Assign

<< LeftShift op_LeftShift

>> RightShift op_RightShift

Not defined LeftShift op_SignedRightShift
Not defined RightShift op_UnsignedRightShift
== Equals op_Equality

> Compare op_GreaterThan

< Compare op_LessThan

1= Compare op_lnequality

>= Compare op_GreaterThanOrEqual
<= Compare op_LessThanOrEqual
*= Multiply op_MultiplicationAssignment

Subtract op_SubtractionAssignment
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N= Xor op_ExclusiveOrAssignment

<<= LeftShift op_LeftShiftAssignment

%= Mod op_ModulusAssignment

+= Add op_AdditionAssignment

&= BitwiseAnd op_BitwiseAndAssignment

= BitwiseOr op_BitwiseOrAssignment

, None assigned op_Comma

/= Divide op_DivisionAssignment

- Decrement op_Decrement

++ Increment op_Increment

- (unary) Negate op_UnaryNegation

+ (unary) Plus op_UnaryPlus

~ OnesComplement op_OnesComplement
See Also

Design Guidelines for Class Library Developers
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Guidelines for Implementing Equals and the Equality Operator

.NET Framework 1.1

The following rules outline the guidelines for implementing the Equals method and the equality operator (==):

o Implement the GetHashCode method whenever you implement the Equals method. This keeps Equals and GetHashCode synchronized.

e Override the Equals method whenever you implement ==, and make them do the same thing. This allows infrastructure code such as Hashtable and ArrayList, which
use the Equals method, to behave the same way as user code written using ==.

e Override the Equals method any time you implement the IComparable Interface.

e You should consider implementing operator overloading for the equality (==), not equal (!=), less than (<), and greater than (>) operators when you implement
IComparable.

e Do not throw exceptions from the Equals or GetHashCode methods or the equality operator (==).

For related information on the Equals method, see Implementing the Equals Method.

Implementing the Equality Operator (==) on Value Types
In most programming languages there is no default implementation of the equality operator (==) for value types. Therefore, you should overload == any time equality is
meaningful.

You should consider implementing the Equals method on value types because the default implementation on System.ValueType will not perform as well as your custom
implementation.

Implement == any time you override the Equals method.

Implementing the Equality Operator (==) on Reference Types
Most languages do provide a default implementation of the equality operator (==) for reference types. Therefore, you should use care when implementing == on
reference types. Most reference types, even those that implement the Equals method, should not override ==.

Override == if your type is a base type such as a Point, String, BigNumber, and so on. Any time you consider overloading the addition (+) and subtraction (-) operators,
you also should consider overloading ==.

See Also
Design Guidelines for Class Library Developers | Implementing the Equals Method | Object.Equals Method
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Guidelines for Casting Types

The following rules outline the usage guidelines for casts:

e Do not allow implicit casts that will result in a loss of precision. For example, there should not be an implicit cast from Double to Int32, but there might be one from
Int32 to Int64.

® Do not throw exceptions from implicit casts because it is very difficult for the developer to understand what is happening.

® Provide casts that operate on an entire object. The value that is cast should represent the entire object, not a member of an object. For example, it is not
appropriate for a Button to cast to a string by returning its caption.

e Do not generate a semantically different value. For example, it is appropriate to convert a DateTime or TimeSpan into an Int32. The Int32 still represents the time
or duration. It does not, however, make sense to convert a file name string such as "c:\mybitmap.gif" into a Bitmap object.

e Do not cast values from different domains. Casts operate within a particular domain of values. For example, numbers and strings are different domains. It makes
sense that an Int32 can cast to a Double. However, it does not make sense for an Int32 to cast to a String, because they are in different domains.

See Also
Design Guidelines for Class Library Developers
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Common Design Patterns

.NET Framework 1.1

This topic provides guidelines for implementing common design patterns in class libraries.
In This Section

Implementing Finalize and Dispose to Clean Up Unmanaged Resources

Describes the recommended design pattern to implement in class libraries to clean up unmanaged resources using the Finalize and Dispose methods.
Implementing the Equals Method

Describes the guidelines to follow to implement the Equals method in class libraries.
Callback Function Usage

Describes when to use delegates, events, and interfaces to provide callback functionality.
Timeout Usage

Describes the guidelines for using time-outs in base class libraries to specify the maximum time a caller is willing to wait for completion of a method call.

Related Sections
Design Guidelines for Class Library Developers

© 2014 Microsoft
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Implementing Finalize and Dispose to Clean Up Unmanaged
Resources

.NET Framework 1.1

Class instances often encapsulate control over resources that are not managed by the runtime, such as window handles (HWND), database connections, and so on.
Therefore, you should provide both an explicit and an implicit way to free those resources. Provide implicit control by implementing the protected Finalize Method on an
object (destructor syntax in C# and the Managed Extensions for C++). The garbage collector calls this method at some point after there are no longer any valid references
to the object.

In some cases, you might want to provide programmers using an object with the ability to explicitly release these external resources before the garbage collector frees the
object. If an external resource is scarce or expensive, better performance can be achieved if the programmer explicitly releases resources when they are no longer being
used. To provide explicit control, implement the Dispose method provided by the IDisposable Interface. The consumer of the object should call this method when it is done
using the object. Dispose can be called even if other references to the object are alive.

Note that even when you provide explicit control by way of Dispose, you should provide implicit cleanup using the Finalize method. Finalize provides a backup to prevent
resources from permanently leaking if the programmer fails to call Dispose.

For more information about implementing Finalize and Dispose to clean up unmanaged resources, see Programming for Garbage Collection. The following code example
illustrates the basic design pattern for implementing Dispose.

vB |

' Design pattern for a base class.
Public O ass Base
I npl enent s | D sposabl e
I npl enent | O sposabl e.
Public Overloads Sub Dispose() |nplenents |D sposabl e. D spose
D spose( Tr ue)
QC. Suppr essFi nal i ze( M)
End Sub

Protected Overloads Overridabl e Sub D spose(di sposing As Bool ean)
If disposing Then
' Free other state (nanaged objects).
End If
' Free your own state (unmanaged objects).
Set large fields to null.
End Sub

Protected Overrides Sub Finalize()
' Snply call D spose(Fal se).
D spose (Fal se)
End Sub
End 4 ass

' Design pattern for a derived class.
Public dass Derived
Inherits Base

Protected Overloads Overrides Sub D spose(di sposing As Bool ean)
If disposing Then
' Rel ease nanaged resour ces.
End |f
Rel ease unmanaged resour ces.
' Set large fields to null.
' Call D spose on your base cl ass.
M/base. D spose(di sposi ng)
End Sub
' The derived class does not have a Finalize nethod
or a Dispose nethod with parameters because it inherits
' themfromthe base cl ass.
End A ass
[
/] Design pattern for a base cl ass.
public class Base: |D sposabl e
{
/11 npl ement | D sposabl e.
public void D spose()
{
D spose(true);
QC SuppressFinal i ze(this);
}

protected virtual void D spose(bool disposing)

{
if (disposing)

/1 Free other state (nmanaged objects).

}

/1 Free your own state (unmanaged obj ects).
/1 Set large fields to null.
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/1 Use G# destructor syntax for finalization code.

~Base()

{
/1 Sinply call D spose(false).
D spose (fal se);

}

/1 Design pattern for a derived class.
public class Derived: Base

{
protected override voi d D spose(bool di sposing)
{
if (disposing)
/1 Rel ease managed resour ces.
}
/1 Rel ease unnmanaged resour ces.
Il Set large fields to null.
/1 Call D spose on your base class.
base. D spose( di sposi ng) ;
}
/1 The derived class does not have a Finalize nethod
/1 or a D spose nethod with paraneters because it inherits
/1 themfromthe base class.
}

For a more detailed code example illustrating the design pattern for implementing Finalize and Dispose, see Implementing a Dispose Method.

Customizing a Dispose Method Name

Occasionally a domain-specific name is more appropriate than Dispose. For example, a file encapsulation might want to use the method name Close. In this case,
implement Dispose privately and create a public Close method that calls Dispose. The following code example illustrates this pattern. You can replace Close with a
method name appropriate to your domain.

VB |

" Do not nake this nethod overridabl e.
" Aderived class should not be all owed
' to override this nethod.
Public Sub A ose()
' Gl the D spose nethod with no paraneters.
D spose()
End Sub
[GA
/1 Do not nmake this nethod virtual .
/1 A derived class should not be all owed
/1 to override this nethod.
public void A ose()

/1 Call the D spose method with no paraneters.
D spose();

Finalize
The following rules outline the usage guidelines for the Finalize method:

Only implement Finalize on objects that require finalization. There are performance costs associated with Finalize methods.

If you require a Finalize method, you should consider implementing IDisposable to allow users of your class to avoid the cost of invoking the Finalize method.

Do not make the Finalize method more visible. It should be protected, not public.

An object's Finalize method should free any external resources that the object owns. Moreover, a Finalize method should release only resources that are held onto
by the object. The Finalize method should not reference any other objects.

Do not directly call a Finalize method on an object other than the object's base class. This is not a valid operation in the C# programming language.

e Call the base.Finalize method from an object's Finalize method.

Note The base class's Finalize method is called automatically with the C# and the Managed Extensions for C++ destructor syntax.

Dispose
The following rules outline the usage guidelines for the Dispose method:

e |Implement the dispose design pattern on a type that encapsulates resources that explicitly need to be freed. Users can free external resources by calling the public
Dispose method.

e Implement the dispose design pattern on a base type that commonly has derived types that hold on to resources, even if the base type does not. If the base type
has a close method, often this indicates the need to implement Dispose. In such cases, do not implement a Finalize method on the base type. Finalize should be
implemented in any derived types that introduce resources that require cleanup.

® Free any disposable resources a type owns in its Dispose method.

e After Dispose has been called on an instance, prevent the Finalize method from running by calling the GC.SuppressFinalize Method. The exception to this rule is the
rare situation in which work must be done in Finalize that is not covered by Dispose.

e Call the base class's Dispose method if it implements IDisposable.

e Do not assume that Dispose will be called. Unmanaged resources owned by a type should also be released in a Finalize method in the event that Dispose is not
called.

o Throw an ObjectDisposedException from instance methods on this type (other than Dispose) when resources are already disposed. This rule does not apply to the
Dispose method because it should be callable multiple times without throwing an exception.

e Propagate the calls to Dispose through the hierarchy of base types. The Dispose method should free all resources held by this object and any object owned by this
object. For example, you can create an object like a TextReader that holds onto a Stream and an Encoding, both of which are created by the TextReader without the
user's knowledge. Furthermore, both the Stream and the Encoding can acquire external resources. When you call the Dispose method on the TextReader, it should
in turn call Dispose on the Stream and the Encoding, causing them to release their external resources.
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e You should consider not allowing an object to be usable after its Dispose method has been called. Recreating an object that has already been disposed is a difficult
pattern to implement.
e Allow a Dispose method to be called more than once without throwing an exception. The method should do nothing after the first call.

See Also
Design Guidelines for Class Library Developers | Programming for Garbage Collection | IDisposable.Dispose Method | Object.Finalize Method
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Implementing the Equals Method

.NET Framework 1.1

For related information on implementing the equality operator (==), see Guidelines for Implementing Equals and the Equality Operator (==).

Override the GetHashCode method to allow a type to work correctly in a hash table.
Do not throw an exception in the implementation of an Equals method. Instead, return false for a null argument.
Follow the contract defined on the Object.Equals Method as follows:

e x. Equal s(x) returns true.

e x. Equal s(y) returns the same value asy. Equal s(x).

e (x.Equals(y) && y.Equal s(z)) returns true if and only if x. Equal s(z) returns true.

@ Successive invocations of x. Equal s(y) return the same value as long as the objects referenced by x and y are not modified.

e x. Equal s(nul I') returns false.
For some kinds of objects, it is desirable to have Equals test for value equality instead of referential equality. Such implementations of Equals return true if the two
objects have the same value, even if they are not the same instance. The definition of what constitutes an object's value is up to the implementer of the type, but it is
typically some or all of the data stored in the instance variables of the object. For example, the value of a string is based on the characters of the string; the Equals
method of the String class returns true for any two instances of a string that contain exactly the same characters in the same order.
When the Equals method of a base class provides value equality, an override of Equals in a derived class should call the inherited implementation of Equals.
If you are programming in a language that supports operator overloading, and you choose to overload the equality operator (==) for a specified type, that type
should override the Equals method. Such implementations of the Equals method should return the same results as the equality operator. Following this guideline
will help ensure that class library code using Equals (such as ArrayList and Hashtable) works in a manner that is consistent with the way the equality operator is used
by application code.
If you are implementing a value type, you should consider overriding the Equals method to gain increased performance over the default implementation of the
Equals method on System.ValueType. If you override Equals and the language supports operator overloading, you should overload the equality operator for your
value type.
If you are implementing reference types, you should consider overriding the Equals method on a reference type if your type looks like a base type such as a Point,
String, BigNumber, and so on. Most reference types should not overload the equality operator, even if they override Equals. However, if you are implementing a
reference type that is intended to have value semantics, such as a complex number type, you should override the equality operator.
If you implement the IComparable Interface on a given type, you should override Equals on that type.

Examples
Implementing the Equals method

The following code example contains two calls to the default implementation of the Equals method.

VB

Inports System
d ass Sanpl ed ass

Public Shared Sub Main()
D mobj1 As New System bj ect ()
D mobj 2 As New System bj ect ()
Qonsol e. Wi t eLi ne( obj 1. Equal s(obj 2))

obj 1 = obj 2
Gonsol e. Wi t eLi ne( obj 1. Equal s(obj 2))
End Sub
End A ass
[
using System
cl ass Sanpl ed ass
{
public static void Min()
{
Chj ect obj 1 = new (j ect();
Chj ect obj 2 = new (vj ect();
Gonsol e. Wi t eLi ne(obj 1. Equal s(obj 2));
obj 1 = obj 2;
Gonsol e. Wi t eLi ne( obj 1. Equal s(obj 2));
}

The output of the preceding code is the following.

Fal se
True

Overriding the Equals method

The following code example shows a Poi nt class that overrides the Equals method to provide value equality and a class Poi nt 3D, which is derived from Poi nt . Because

the Poi nt class's override of Equals is the first in the inheritance chain to introduce value equality, the Equals method of the base class (which is inherited from Object

and checks for referential equality) is not invoked. However, Poi nt 3D. Equal s invokes Poi nt . Equal s because Poi nt implements Equals in a manner that provides
value equality.

e |

Inports System

d ass Point

Private x As |nteger
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Private y As |nteger

Public Overrides Overloads Function Equal s(obj As Cbject) As Bool ean
' Check for null values and conpare run-tine types.
If obj I's Nothing O Not Me. Get Type() Is obj.Get Type() Then

Return Fal se

End |f
Dmp As Point = Clype(obj, Point)
Return Me.x = p.x And M.y = p.y

End Function

End d ass

d ass Poi nt3D
Inherits Point
Private z As |nteger

Public Overrides Overloads Function Equal s(obj As Cbject) As Bool ean
Ret urn M/Base. Equal s(obj) And z = CType(obj, Point3D).z
End Function

Public Overrides Function Get HashCode() As Integer
Return M/Base. Get HashCode() * z

End Function
End Q ass
[
using System
class Point: object
{
int x, vy;
publ i c override bool Equal s(Chject obj)
{
/1 Check for null values and conpare run-time types.
if (obj ==null || GetType() != obj.GetType())
return fal se;
Point p = (Point)obj;
return (x == p.x) & (y == p.y);
}
public override int GetHashGCode()
{
return x *y;
}
}
class Point3D Point
{
int z;
public override bool Equal s(Chject obj)
{
return base. Equal s(obj) &% z == ((Point3D)obj).z;
}
public override int GetHashCode()
{
return base. Get HashCode() " z;
}
}

The Poi nt . Equal s method checks that the obj argument is non-null and that it references an instance of the same type as this object. If either of the checks fail, the
method returns false. The Equals method uses the Object.GetType Method to determine whether the run-time types of the two objects are identical. Note that typeof
(TypeOf in Visual Basic) is not used here because it returns the static type. If the method had used a check of the form obj i s Poi nt instead, the check would return
true in cases where obj is an instance of a class derived from Poi nt, even though obj and the current instance are not of the same run-time type. Having verified that both
objects are of the same type, the method casts obj to type Poi nt and returns the result of comparing the instance variables of the two objects.

In Poi nt 3D. Equal s, the inherited Equals method is invoked before anything else is done. The inherited Equals method checks to see that obj is not null, that obj is an
instance of the same class as this object, and that the inherited instance variables match. Only when the inherited Equals returns true, does the method compare the
instance variables introduced in the derived class. Specifically, the cast to Poi nt 3D is not executed unless obj has been determined to be of type Poi nt 3D or a class
derived from Poi nt 3D.

Using the Equals method to compare instance variables

In the previous example, the equality operator (==) is used to compare the individual instance variables. In some cases, it is appropriate to use the Equals method to
compare instance variables in an Equals implementation, as shown in the following example.

e

Inports System

d ass Rectangl e
Private a, b As Point

Public Overrides Overloads Function Equal s(obj As [(bject]) As Bool ean
If obj I's Nothing O Not Me. Get Type() |s obj.GetType() Then
Return Fal se
End I f
Omr As Rectangl e = Clype(obj, Rectangle)
' Wse Equal s to conpare instance variabl es.
Return Me. a. Equal s(r.a) And Me. b. Equal s(r. b)
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End Function
Public Overrides Function GetHashCode() As Integer
Return a. Get HashCode() ~ b. Get HashCode()
End Function
End d ass
[
using System
class Rectangl e
{
Point a, b;
public override bool Equal s(Chject obj)
{
if (obj ==null || GetType() != obj.GetType()) return false;
Rectangl e r = (Rectangl e)obj ;
/1 Use Equal s to conpare instance variabl es.
return a. Equal s(r.a) &% b. Equal s(r.b);
}
public override int Get HashCode()
{
return a. Get HashGode() ” b. Get HashCode();
}
}

Overloading the equality operator (==) and the Equals method

In some programming languages, such as C#, operator overloading is supported. When a type overloads ==, it should also override the Equals method to provide the
same functionality. This is typically accomplished by writing the Equals method in terms of the overloaded equality operator (==), as in the following example.

C#
public struct Conpl ex
{
double re, im
public override bool Equal s((hject obj)
{
return obj is Conplex & this == (Conpl ex)obj ;
}
public override int GetHashGode()
{
return re. Get HashCode() ~ i m Get HashCode();
}
public static bool operator ==(Conpl ex x, Conplex y)
{
return x.re == y.re & x.im==y.im
}
public static bool operator !=(Conplex x, Conplex y)
{
return ! (x ==vy);
}
}

Because Conpl ex is a C# struct (a value type), it is known that no classes will be derived from Conpl ex. Therefore, the Equals method does not need to compare the
GetType results for each object. Instead it uses the is operator to check the type of the obj parameter.

See Also
Design Guidelines for Class Library Developers | Guidelines for Implementing Equals and the Equality Operator (==)
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Callback Function Usage

.NET Framework 1.1

Delegates, Interfaces and Events allow you to provide callback functionality. Each type has its own specific usage characteristics that make it better suited to particular
situations.

Events

Use an event if the following are true:

e A method signs up for the callback function up front, typically through separate Add and Remove methods.
e Typically, more than one object will want notification of the event.
® You want end users to be able to easily add a listener to the notification in the visual designer.
Delegates
Use a delegate if the following are true:
® You want a C language style function pointer.
® You want a single callback function.
® You want registration to occur in the call or at construction time, not through a separate Add method.
Interfaces

Use an interface if the callback function requires complex behavior.

See Also
Design Guidelines for Class Library Developers
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Time-Out Usage

.NET Framework 1.1

Use time-outs to specify the maximum time a caller is willing to wait for completion of a method call.

A time-out might take the form of a parameter to the method call as follows.

VB |

server . PerfornQperati on(ti neout)
[
server . PerfornQperation(tineout);

Alternately, a time-out can be used as a property on the server class as follows.

VB |

server. Ti neout = ti neout
server . Perfor nQper ation()
[

server. Tineout = tineout;
server. PerfornQperation();

You should favor the first approach, because the association between the operation and the time-out is clearer. The property-based approach might be better if the server
class is designed to be a component used with visual designers.

Historically, time-outs have been represented by integers. Integer time-outs can be hard to use because it is not obvious what the unit of the time-out is, and it is difficult to
translate units of time into the commonly used millisecond.

A better approach is to use the TimeSpan structure as the time-out type. TimeSpan solves the problems with integer time-outs mentioned above. The following code
example shows how to use a time-out of type TimeSpan.

VB

Public O ass Server
Public Sub PerfornOperation(timeout As TinmeSpan tinmeout)
' Insert code for the nethod here.
End Sub
End A ass

Public dass Testd ass
D mserver As New Server();
server . Perfor mQper ati on( New Ti neSpan( 0, 15, 0))

End A ass
[
public class Server
{
voi d PerfornQperation(Ti neSpan ti neout)
{
/1 Insert code for the nethod here.
}
}
public class Testd ass
{
public Server server = new Server();
server. PerfornQper ati on( new Ti neSpan(0, 15, 0)) ;
}

If the time-out is set to Ti meSpan( 0) , the method should throw an exception if the operation is not immediately completed. If the time-out is Ti meSpan. MaxVal ue, the
operation should wait forever without timing out, as if there were no time-out set. A server class is not required to support either of these values, but it should throw an
InvalidArgumentException if an unsupported time-out value is specified.

If a time-out expires and an exception is thrown, the server class should cancel the underlying operation.

If a default time-out is used, the server class should include a static defaultTimeout property to be used if the user does not specify one. The following code example
includes a static OperationTimeout property of type TimeSpan that returns defaultTimeout.

VB]

d ass Server
Private defaul t Ti neout As New Ti neSpan( 1000)

Qverl oads Sub Perfornperation()
Me. Per f or nQper at i on( Qper at i onTi nmeout )
End Sub

Qverl oads Sub Perforneration(tinmeout As Ti meSpan)
' Insert code here.
End Sub
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ReadOnly Property QperationTi neout() As Ti meSpan
Get
Return def aul t Ti neout
End Get
End Property
End d ass
[
class Server

{
Ti meSpan def aul t Ti neout = new Ti nmeSpan( 1000) ;

voi d Perfornperation()

{

this. Performperation(QoerationTi neout);
}
voi d Perfornmerati on(Ti meSpan ti neout)
{

/1 Insert code here.
}
Ti meSpan Qper at i onTi meout
{

get

{

return defaul t Ti neout ;

}

}

Types that are not able to resolve time-outs to the resolution of a TimeSpan should round the time-out to the nearest interval that can be accommodated. For example, a
type that can only wait in one-second increments should round to the nearest second. An exception to this rule is when a value is rounded down to zero. In this case, the
time-out should be rounded up to the minimum time-out possible. Rounding away from zero prevents "busy-wait" loops where a zero time-out value causes 100 percent
processor utilization.

In addition, it is recommended that you throw an exception when a time-out expires instead of returning an error code. Expiration of a time-out means that the operation
could not complete successfully and therefore should be treated and handled as any other run-time error. For more information, see Error Raising and Handling
Guidelines.

In the case of an asynchronous operation with a time-out, the callback function should be called and an exception thrown when the results of the operation are first
accessed. This is illustrated in the following code example.

VB |

Sub nRecei veConpl et ed(ByVal sender As System (bject, ByVal asyncResult As Recei veConpl et edEvent Ar gs)
D mqueue As MessageQueue = Clype(sender, MessageQueue)
' The following code will throw an exception
if Begi nRecei ve has tined out.
D m nessage As Message = queue. EndRecei ve(asyncResul t. AsyncResul t)
Gonsol e. Wi teLine(("Mssage: " + CStr(nessage. Body)))
queue. Begi nRecei ve(New Ti neSpan(1, 0, 0))
End Sub
[
voi d OnRecei veGonpl et ed( Chj ect sender, Recei veConpl et edEvent Args asyncResul t)
{

MessageQueue queue = (MessageQueue) sender;
/1 The follow ng code will throw an exception
/1 if BeginReceive has tined out.
Message nessage = queue. EndRecei ve(asyncResul t. AsyncResul t);
Qonsol e. Wi teLi ne("Message: " + (string)nessage. Body);
queue. Begi nRecei ve(new Ti neSpan(1,0,0));
}

For related information, see Guidelines for Asynchronous Programming.

See Also
Design Guidelines for Class Library Developers | Error Raising and Handling Guidelines
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Security in Class Libraries

.NET Framework 1.1

Class library designers must understand code access security in order to write secure class libraries. When writing a class library, be aware of two security principles: use
permissions to help protect objects, and write fully trusted code. The degree to which these principles apply will depend upon the class you are writing. Some classes, such
as the System.|O.FileStream Class, represent objects that need protection with permissions. The implementation of these classes is responsible for checking the permissions
of callers and allowing only authorized callers to perform operations for which they have permission. The System.Security Namespace contains classes that can help you
perform these checks in the class libraries that you write. Class library code often is fully trusted or at least highly trusted code. Because class library code often accesses
protected resources and unmanaged code, any flaws in the code represent a serious threat to the integrity of the entire security system. To help minimize security threats,
follow the guidelines described in this topic when writing class library code. For more information, see Writing Secure Class Libraries.

Protecting Objects with Permissions

Permissions are defined to help protect specific resources. A class library that performs operations on protected resources must be responsible for enforcing this
protection. Before acting on any request on a protected resource, such as deleting a file, class library code first must check that the caller (and usually all callers, by means
of a stack walk) has the appropriate delete permission for the resource. If the caller has the permission, the action should be allowed to complete. If the caller does not
have the permission, the action should not be allowed to complete and a security exception should be raised. Protection is typically implemented in code with either a
declarative or an imperative check of the appropriate permissions.

It is important that classes protect resources, not only from direct access, but from all possible kinds of exposure. For example, a cached file object is responsible for
checking for file read permissions, even if the actual data is retrieved from a cache in memory and no actual file operation occurs. This is because the effect of handing the
data to the caller is the same as if the caller had performed an actual read operation.

Fully Trusted Class Library Code

Many class libraries are implemented as fully trusted code that encapsulates platform-specific functionality as managed objects, such as COM or system APIs. Fully trusted
code can expose a weakness to the security of the entire system. However, if class libraries are written correctly with respect to security, placing a heavy security burden on
a relatively small set of class libraries and the core runtime security allows the larger body of managed code to acquire the security benefits of these core class libraries.

In a common class library security scenario, a fully trusted class exposes a resource that is protected by a permission; the resource is accessed by a native code API. A
typical example of this type of resource is a file. The File class uses a native API to perform file operations, such as a deletion. The following steps are taken to protect the
resource.

. A caller requests the deletion of file c: \ t est . t xt by calling the File.Delete Method.

. The Delete method creates a permission object representing the del ete c:\test.txt permission.

. The File class's code checks all callers on the stack to see if they have been granted the demanded permission; if not, a security exception is raised.
. The File class asserts FullTrust in order to call native code, because its callers might not have this permission.

. The File class uses a native API to perform the file delete operation.

. The File class returns to its caller, and the file delete request is completed successfully.

o hs wWNRE

Precautions for Highly Trusted Code

Code in a trusted class library is granted permissions that are not available to most application code. In addition, an assembly might contain classes that do not need
special permissions but are granted these permissions because the assembly contains other classes that do require them. These situations can expose a security weakness
to the system. Therefore, you must be take special care when writing highly or fully trusted code.

Design trusted code so that it can be called by any semi-trusted code on the system without exposing security holes. Resources are normally protected by a stack walk of
all callers. If a caller has insufficient permissions, attempted access is blocked. However, any time trusted code asserts a permission, the code takes responsibility for
checking for required permissions. Normally, an assert should follow a permission check of the caller as described earlier in this topic. In addition, the number of higher
permission asserts should be minimized to reduce the risk of unintended exposure.

Fully trusted code is implicitly granted all other permissions. In addition, it is allowed to violate rules of type safety and object usage. Independent of the protection of
resources, any aspect of the programmatic interface that might break type safety or allow access to data not normally available to the caller can lead to a security
problem.

Performance

Security checks involve checking the stack for the permissions of all callers. Depending upon the depth of the stack, these operations have the potential to be very
expensive. If one operation actually consists of a number of actions at a lower level that require security checks, it might greatly improve performance to check caller
permissions once and then assert the necessary permission before performing the actions. The assert will stop the stack walk from propagating further up the stack so that
the check will stop there and succeed. This technique typically results in a performance improvement if three or more permission checks can be covered at once.

Summary of Class Library Security Issues

Any class library that uses protected resources must ensure that it does so only within the permissions of its callers.

Assertion of permissions should be done only when necessary, and should be preceded by the necessary permission checks.

To improve performance, aggregate operations that will involve security checks and consider the use of assert to limit stack walks without compromising security.
Be aware of how a semi-trusted malicious caller might potentially use a class to bypass security.

Do not assume that code will be called only by callers with certain permissions.

Do not define non-type-safe interfaces that might be used to bypass security elsewhere.

Do not expose functionality in a class that allows a semi-trusted caller to take advantage of the higher trust of the class.

See Also
Design Guidelines for Class Library Developers | Writing Secure Class Libraries | Code Access Security | Security and Culture-Aware String Operations
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Security and Culture-Aware String Operations

.NET Framework 1.1

The culture-sensitive string operations provided by the .NET Framework can be an advantage to developers creating applications designed to display results to users on a
per-culture basis. By default, culture-sensitive methods obtain the culture to use from the current thread's Culturelnfo.CurrentCulture property. For example, the
String.Compare method returns a result that varies by culture due to the differences in sort orders and case mappings used by different cultures. However, culture-
sensitive string operations are not always the desired behavior. Using culture-sensitive operations in scenarios where results should be independent of culture can cause
code to fail on cultures with custom case mappings and sorting rules, and create security vulnerabilities in your application.

Culture-sensitive string operations can cause security vulnerabilities when the behavior expected by a developer writing a class library differs from the operation's actual
behavior on a computer on which the operation runs. These changes in behavior can occur if the culture is changed or if the culture on the computer on which the
operation runs differs from the culture the developer used to test the code.

Security Vulnerabilities in Culture-Sensitive String Operations

The unique case-mapping rules for the Turkish alphabet illustrate how a culture-sensitive operation can be used to exploit a security vulnerability in application code. In
most Latin alphabets, the character i (Unicode 0069) is the lowercase version of the character | (Unicode 0049). However, the Turkish alphabet has two versions of the
character I: one with a dot and one without a dot. In Turkish, the character | (Unicode 0049) is considered the uppercase version of a different character 1 (Unicode 0131).
The character i (Unicode 0069) is considered the lowercase version of yet another character | (Unicode 0130). As a result, a case-insensitive string comparison of the
characters i (Unicode 0069) and | (Unicode 0049) that succeeds for most cultures fails for the culture "tr-TR" (Turkish in Turkey).

The following code example demonstrates how the result of a case-insensitive String.Compare operation performed on the strings "FILE" and "file" differs depending on
culture. The comparison returns true if the Thread.CurrentCulture Property is set to "en-US" (English in the United States). The comparison returns false if the
CurrentCulture is set to "tr-TR" (Turkish in Turkey). If an application makes a trust decision based on the results of this String.Compare operation, the result of that
decision could be subverted by changing the CurrentCulture.

VB

Inports System
Inports System @ obal i zati on
I nports System Threadi ng

Public dass Turkishl Sanpl e
Public Shared Sub Main()
' Set the QurrentQulture property to English in the US
Thread. Qurrent Thread. Qurrent Qul ture = New Qul turel nfo("en-US")
Consol e. WiteLine("Qulture = {0}", _
Thread. Qurrent Thread. Qurrent Qul tur e. D spl ayNane)
Qonsol e. WiteLine("(file == FILE) = {0}", String.Conpare("file", _
"FILE', True) = 0)
' Set the QurrentQulture property to Turkish in Turkey.
Thread. Qurrent Thread. Qurrent Qul ture = New Qul turel nfo("tr-TR")
Consol e. WiteLine("Qulture = {0}", _
Thread. Qurrent Thread. Qurrent Qul tur e. D spl ayNane)
Qonsol e. WiteLine("(file == FILE) = {0}", String.Conpare("file", _
"FILE', True) = 0)
End Sub
End Q ass
[
using System
using System d obal i zati on;
usi ng Syst em Thr eadi ng;

public class Turkishl Sanpl e

{
public static void Min()
{
/1 Set the QurrentQulture property to English in the US
Thread. Qurrent Thread. Qurrent Qul ture = new Qul turel nfo("en-US");
Qonsol e. WiteLine("Qulture = {0}",
Thread. Qurrent Thread. Qurrent Qul ture. D spl ayNane) ;
Consol e. WiteLine("(file == FILE) = {0}", (string.Conpare("file",
"FILE', true) == 0));
Il Set the QurrentQulture property to Turkish in Turkey.
Thread. Qurrent Thread. Qurrent Qul ture = new Qul turelnfo("tr-TR");
Qonsol e. WiteLine("Qulture =
{0}", Thread. Qurrent Thread. Qurrent Qul t ure. D spl ayNane) ;
Consol e. WiteLine("(file == FILE) = {0}", (string.Conpare("file",
"FILE', true) == 0));
}
}

The following output to the console illustrates how the results vary by culture because the case-insensitive comparison of i and | evaluates to true for the "en-US" culture
and false for the "tr-TR" culture.

Qulture = English (hited States)
(file == HLE = True
Qul ture = Turki sh (Turkey)
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‘ (file == FILE) = Fal se

For more information about custom sorting rules and case mappings that can cause similar inconsistencies, see Custom Case Mappings and Sorting Rules.

Specifying Culture Explicitly in String Operations

Whether a string operation should be culture-sensitive or culture-insensitive depends on how the application uses the results. String operations that display results to the
end user should typically be culture-sensitive. For example, if an application displays a sorted list of localized strings in a list box to the user, you should perform a culture-
sensitive sort. Results of string operations that are used internally should typically be culture-insensitive. In general, if you are working with file names, persistence formats,
or symbolic information that is not displayed to the end user, results of string operations should not vary by culture. For example, if an application compares a string to
determine whether it is a recognized XML tag, the comparison should not be culture-sensitive.

Most .NET Framework methods that perform culture-sensitive string operations by default provide method overloads that allow you to explicitly specify the culture to use
by passing a Culturelnfo parameter. Use these overloads to clearly demonstrate whether a string operation is intended to be culture-sensitive or culture-insensitive. For
culture-sensitive operations, specify the CurrentCulture property for the Culturelnfo parameter. To help eliminate security vulnerabilities caused by cultural variations in
sorting rules and case mappings, perform culture-insensitive operations by specifying the Culturelnfo.InvariantCulture property for the Culturelnfo parameter. This ensures
that your code will execute on all computers, regardless of culture, with the same behavior as it does during testing.

Performing Culture-Insensitive String Operations

The following .NET Framework APIs perform culture-sensitive string operations by default. When using these APIs, always use the method overload or class constructor that
allows you to explicitly specify the culture to use. Follow the guidelines described in Specifying Culture Explicitly in String Operations to determine whether you should
specify CurrentCulture (for culture-sensitive results) or InvariantCulture (for culture-insensitive results).

String.Compare Method
String.CompareTo Method
String.ToUpper Method
String.ToLower Method
Char.ToUpper Method
Char.ToLower Method
CaselnsensitiveComparer Class
CaselnsensitiveHashCodeProvider Class
SortedList Class
ArrayList.Sort Method
CollectionsUtil.CreateCaselnsensitiveHashtable Method
Array.Sort Method
Array.BinarySearch Method
System.Text.RegularExpressions Namespace
The following topics provide more information about these APIs and examples that demonstrate how to correctly use these them to obtain culture-insensitive results:
e Performing Culture-Insensitive String Comparisons describes how to use the String.Compare and String.CompareTo methods to perform culture-insensitive string
comparisons.
e Performing Culture-Insensitive Case Changes describes how to use the String.ToUpper, String.ToLower, Char.ToUpper, and Char.ToLower methods to perform
culture-insensitive case changes.
e Performing Culture-Insensitive String Operations in Collections describes how to use the CaselnsensitiveComparer class, CaselnsensitiveHashCodeProvider class,
SortedList class, ArrayList.Sort method, and CollectionsUtil.CreateCaselnsensitiveHashtable method to perform culture-insensitive operations in collections.
e Performing Culture-Insensitive String Operations in Arrays describes how to use the Array.Sort and Array.BinarySearch methods to perform culture-insensitive
operations in arrays.

e Performing Culture-Insensitive Operations in the RegularExpressions Namespace describes how to perform culture-insensitive operations using methods in the
RegularExpressions namespace

Summary of Culture-Aware String Usage Guidelines

Consider the following guidelines when performing culture-aware string operations in your class library code:

e Explicitly pass culture information to all culture-sensitive operations. Specify the Culturelnfo.CurrentCulture if you want culture-sensitive behavior. Specify the
Culturelnfo.InvariantCulture if you want culture-insensitive behavior.

e Use the String.Compare method instead of the String.CompareTo method. The String.Compare method makes it clear whether you want an operation to be
culture-sensitive or culture-insensitive. For code examples that demonstrate how to use the String.Compare method, see Performing Culture-Insensitive String
Comparisons.

e Provide ways to customize culture for all components that use culture-sensitive operations internally.

See Also
Security in Class Libraries | Performing Culture-Insensitive String Operations
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Threading Design Guidelines

.NET Framework 1.1

The following rules outline the design guidelines for implementing threading:

e Avoid providing static methods that alter static state. In common server scenarios, static state is shared across requests, which means multiple threads can execute
that code at the same time. This opens up the possibility for threading bugs. Consider using a design pattern that encapsulates data into instances that are not
shared across requests.

® Static state must be thread safe.

e [nstance state does not need to be thread safe. By default, class libraries should not be thread safe. Adding locks to create thread-safe code decreases
performance, increases lock contention, and creates the possibility for deadlock bugs to occur. In common application models, only one thread at a time executes
user code, which minimizes the need for thread safety. For this reason, the .NET Framework class libraries are not thread safe by default. In cases where you want to
provide a thread-safe version, provide a static Synchronized method that returns a thread-safe instance of a type. For an example, see the
System.Collections.ArrayList.Synchronized Method and the System.Collections.ArrayList.IsSynchronized Method.

e Design your library with consideration for the stress of running in a server scenario. Avoid taking locks whenever possible.

e Be aware of method calls in locked sections. Deadlocks can result when a static method in class A calls static methods in class B and vice versa. If A and B both
synchronize their static methods, this will cause a deadlock. You might discover this deadlock only under heavy threading stress.

e Performance issues can result when a static method in class A calls a static method in class A. If these methods are not factored correctly, performance will suffer
because there will be a large amount of redundant synchronization. Excessive use of fine-grained synchronization might negatively impact performance. In addition,
it might have a significant negative impact on scalability.

e Be aware of issues with the lock statement (SyncLock in Visual Basic). It is tempting to use the lock statement to solve all threading problems. However, the
System.Threading.Interlocked Class is superior for updates that must be atomic. It executes a single lock prefix if there is no contention. In a code review, you should
watch out for instances like the one shown in the following example.

VB

SyncLock Me
nyField += 1
End SyncLock
[
I ock(t his)
{
nyFi el d++;
}

If you replace the previous example with the following one, you will improve performance.

VB |

Syst em Threadi ng. | nt er| ocked. | ncrenent (nyFi el d)
[
Syst em Thr eadi ng. I nt er | ocked. | ncrenent (nyFi el d) ;

Another example is to update an object type variable only if it is null (Nothing in Visual Basic). You can use the following code to update the variable and make the
code thread safe.

VB
If x I's Nothing Then
SyncLock Me
If x I's Nothing Then
X =y
End If
End SynclLock
End I f
[
if (x ==null)
{
lock (this)
{
if (x =null)
{
X =Yy
}
}
}

You can improve the performance of the previous sample by replacing it with the following code.

VB

Syst em Thr eadi ng. | nt er| ocked. Conpar eExchange(x, y, Nothi ng)
[
Syst em Thr eadi ng. I nt er | ocked. Conpar eExchange(ref x, y, null);

e Avoid the need for synchronization if possible. For high traffic pathways, it is best to avoid synchronization. Sometimes the algorithm can be adjusted to tolerate
race conditions rather than eliminate them.

See Also
Design Guidelines for Class Library Developers | Visual Basic Language Changes | System.Threading Namespace
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Guidelines for Asynchronous Programming

.NET Framework 1.1

Asynchronous programming is a feature supported by many areas of the common language runtime, such as Remoting, ASP.NET, and Windows Forms. Asynchronous
programming is a core concept in the .NET Framework. This topic introduces the design pattern for asynchronous programming.

The philosophy behind these guidelines is as follows:

o The client should decide whether a particular call should be asynchronous.

e |t is not necessary for a server to do additional programming in order to support its clients' asynchronous behavior. The runtime should be able to manage the
difference between the client and server views. As a result, the situation where the server has to implement IDispatch and do a large amount of work to support
dynamic invocation by clients is avoided.

e The server can choose to explicitly support asynchronous behavior either because it can implement asynchronous behavior more efficiently than a general
architecture, or because it wants to support only asynchronous behavior by its clients. It is recommended that such servers follow the design pattern outlined in this
document for exposing asynchronous operations.

e Type safety must be enforced.

e The runtime provides the necessary services to support the asynchronous programming model. These services include the following:

e Synchronization primitives, such as critical sections and ReaderWriterLock instances.

e Synchronization constructs such as containers that support the WaitForMultipleObjects method.
e Thread pools.

e Exposure to the underlying infrastructure, such as Message and ThreadPool objects.

See Also
Design Guidelines for Class Library Developers | Asynchronous Programming Design Pattern
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Asynchronous Programming Design Pattern

.NET Framework 1.1

The following code example demonstrates a server class that factorizes a number.

VB

Public dass PrineFactorizer
Publ i c Function Factorize(factorizabl eNum As Long, ByRef prinefactorl
As Long, ByRef primefactor2 As Long) As Bool ean
prinefactorl = 1
primefactor2 = factorizabl eNum

Factorize using a | owtech approach.
Omi As |nteger
For i = 2 To factorizabl eNum- 1
If 0 = factorizabl eN\um Md i Then
primefactorl =i
prinefactor2 = factorizabl eNum/ i
Exit For
End If
Next i
If 1 = primefactorl Then
Return Fal se
B se
Return True
End If
End Function
End dass
[
public class PrineFactorizer
{
public bool Factorize(long factorizabl eNum
ref long prinefactori,
ref long prinefactor?2)

{
primefactorl = 1;
prinefactor2 = factorizabl eNum
/1 Factorize using a | owtech approach.
for (int i=2;i<factorizabl eNumi++)
if (0 == (factorizabl eNum%i))
{
prinefactorl =i;
prinefactor2 = factorizabl eNum/ i;
br eak;
}
}
if (1 ==primefactorl)
return fal se;
el se
return true ;
}

The following code example shows a client defining a pattern for asynchronously invoking the Fact or i ze method from the Pri meFact ori zer class in the previous
example.

VB

Define the del egate.

Del egat e Function Factori zi ngAsyncDel egat e( f act ori zabl eNum As Long, ByRef
prinefactorl As Long, ByRef prinefactor2 As Long)

End Sub

' Oeate an instance of the Factorizer.

D mpf As New PrineFactorizer()

' Oeate a delegate on the Factorize nethod on the Factorizer.

Dmfd As New Factori zi ngDel egat e( pf . Fact ori ze)

[

/1 Define the del egate.

publ i c del egate bool Factori zi ngAsyncDel egat e(l ong fact ori zabl eNum
ref long prinefactorl,
ref long prinefactor2);

/1 Create an instance of the Factorizer.
PrinmeFactorizer pf = new PrineFactorizer();

I/l Create a del egate on the Factorize nethod on the Factori zer.
Fact ori zi ngDel egate fd = new Factori zi ngDel egat e( pf . Factori ze);




The compiler will emit the following FactorizingAsyncDelegate class after parsing its definition in the first line of the previous example. It will generate the Begininvoke
and EndInvoke methods.

VB |

Public dass Factorizi ngAsyncDel egat e
Inherits Del egate

Publi ¢ Function | nvoke(factorizableNumAs Long, ByRef prinefactorl As
Long, ByRef prinefactor2 As Long) As Bool ean

End Function

' Supplied by the conpiler.

Publi ¢ Function Begi nl nvoke(factorizabl eNum As Long, ByRef primefactorl
As Long, ByRef primefactor2 As Long, cb As AsyncCal | back,
AsyncState As (bject) As
l asyncResul t

End Function

Suppl i ed by the conpiler.
Publi ¢ Function Endl nvoke(ByRef prinefactorl As Long, ByRef
prinefactor2 As Long, ar As | AsyncResult) As Bool ean

End Function
[
public class Factorizi ngAsyncDel egate : Del egate
{
public bool Invoke(ulong factorizabl eNum
ref ulong primefactorl, ref ulong prinefactor2);
/1 Supplied by the conpiler.
public | AsyncResul t Begi nl nvoke(ul ong fact ori zabl eNum
ref unsigned | ong prinefactorl,
ref unsigned long prinefactor2, AsyncCallback cb,
(bj ect AsyncState);
/1 Supplied by the conpiler.
public bool Endl nvoke(ref ulong prinefactorl,
ref ulong primefactor2, |AsyncResult ar);
}

The interface used as the delegate parameter in the following code example is defined in the .NET Framework Class Library. For more information, see IAsyncResult
Interface.

VB

Del egate Function AsyncCal | back(ar As | AsyncResul t)
' Returns true if the asynchronous operation has been conpl et ed.
Public Interface |asyncResult
' Handl e to block on for the results.
ReadOnly Property |sConpl eted() As Bool ean
' Get accessor inplenentation goes here.
End Property
" Caller can use this to wait until operation is conplete.
ReadOnly Property AsyncVéitHandl e() As Wit Handl e
' Get accessor inplenentation goes here.
End Property
' The del egate object for which the async call was invoked.
ReadOnly Property AsyncQbject() As [ (bj ect]
' Get accessor inplenentation goes here.
End Property
' The state object passed in through Begi nl nvoke.
ReadOnly Property AsyncState() As [ (j ect]
' Cet accessor inplenentation goes here.
End Property

Returns true if the call conpleted synchronously.
ReadOnly Property Conpl et edSynchr onousl y() As Bool ean
' Get accessor inplenentation goes here.
End Property
End Interface
[
publ i c del egate AsyncCal | back (1 AsyncResult ar);

public interface | AsyncResult
{

/1 Returns true if the asynchronous operation has conpl et ed.
bool IsConpleted { get; }

/] Caller can use this to wait until operation is conplete.
Wi t Handl e AsyncWéi t Handl e { get; }

/1 The del egate object for which the async call was invoked.
(bj ect AsyncChj ect { get; }



http://msdn.microsoft.com/en-us/library/system.iasyncresult(v=vs.71).aspx

/1 The state object passed in through Begi nl nvoke.
(bj ect AsyncState { get; }

/1 Returns true if the call conpleted synchronously.
bool Conpl et edSynchronously { get; }

Note that the object that implements the IAsyncResult Interface must be a waitable object and its underlying synchronization primitive should be signaled after the call is
canceled or completed. This enables the client to wait for the call to complete instead of polling. The runtime supplies a number of waitable objects that mirror Win32
synchronization primitives, such as ManualResetEvent, AutoResetEvent and Mutex. It also supplies methods that support waiting for such synchronization objects to
become signaled with "any" or "all" semantics. Such methods are context-aware to avoid deadlocks.

The Cancel method is a request to cancel processing of the method after the desired time-out period has expired. Note that it is only a request by the client and the
server is recommended to honor it. Further, the client should not assume that the server has stopped processing the request completely after receiving notification that the
method has been canceled. In other words, the client is recommended to not destroy resources such as file objects, as the server might be actively using them. The
IsCanceled property will be set to true if the call was canceled and the IsCompleted property will be set to true after the server has completed processing of the call.
After the server sets the IsCompleted property to true, the server cannot use any client-supplied resources outside of the agreed-upon sharing semantics. Thus, it is safe
for the client to destroy the resources after the IsCompleted property returns true.

The Server property returns the server object that provided the IAsyncResult.

The following code example demonstrates the client-side programming model for invoking the Fact or i ze method asynchronously.

C#

public class ProcessFactori zeNunber

{
private |ong _ul Nunber;
publ i ¢ ProcessFact ori zeNunber (1 ong nunber)
{
_ul Nunber = nunber;
}
[OneVéyAttribute()]
public void FactorizedResul ts(l AsyncResult ar)
{
long factor1=0, factor2=0;
/] Extract the delegate fromthe AsynchResult.
Fact ori zi ngAsyncDel egate fd =
(Fact ori zi ngAsyncDel egate) ((AsyncResult)ar).AsyncDel egat e;
/] otain the result.
fd. Endl nvoke(ref factorl, ref factor2, ar);
/] Qutput the results.
Gonsol e. Witeline("On Cal | Back: Factors of {0} : {1} {2}",
_ul Nunber, factorl, factor2);
}
}

/1l Async Variation 1.
/1 The ProcessFact ori zeNunber. Fact ori zedResul ts cal | back function
/1 is called when the call conpletes.
public void FactorizeNunber 1()
{
/1 dient code.
PrineFactori zer pf = new PrineFactorizer();
Fact ori zi ngAsyncDel egate fd = new Factori zi ngAsyncDel egate (pf. Factorize);

long factorizabl eNum = 1000589023, tenp=0;

/!l Oreate an instance of the class that
/1 will be called when the call conpletes.
ProcessFact ori zedNunber fc =
new ProcessFact ori zedNunber (f act ori zabl eNun) ;
/1 Define the AsyncCal | back del egate.
AsyncCal | backDel egate cb = new AsyncCal | back(fc. Factori zedResul ts);
/1 Any object can be the state object.
(pj ect state = new (hj ect();

/1 Asynchronously invoke the Factorize nethod on pf.

/1 Note: If you have pure out paraneters, you do not need the

/1 tenp variable.

| AsyncResult ar = fd. Begi nl nvoke(factorizabl eNum ref tenp, ref tenp,
ch, state);

/1 Proceed to do other useful work.

/1l Async Variation 2.

/1 Waits for the result.

/1 Asynchronously invoke the Factorize nethod on pf.

/1 Note: If you have pure out paraneters, you do not need
/1 the tenp variable.

public voi d FactorizeNunber 2()

{
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/1 Qient code.
PrimeFactorizer pf = new PrineFactorizer();
Fact ori zi ngAsyncDel egate fd = new Factori zi ngAsyncDel egate (pf. Factorize);

long factorizabl eNum = 1000589023, t enp=0;
/I Create an instance of the class
/1 to be called when the call conpletes.
ProcessFact ori zedNunber fc =
new ProcessFact ori zedNunber (fact ori zabl eNun) ;

/1 Define the AsyncCal | back del egate.
AsyncCal | back cb = new AsyncCal | back(fc. Factori zedResul ts);

/1 Any object can be the state object.
(pj ect state = new (hj ect();

/1 Asynchronously invoke the Factorize nethod on pf.
| AsyncResult ar = fd. Begi nl nvoke(factorizabl eNum ref tenp, ref tenp,
null, null);

ar . AsyncWi t Handl e. Vi t One( 10000, fal se);

if(ar.1sConpl et ed)

{
int factor1=0, factor2=0;
/] Cbtain the result.
fd. Endl nvoke(ref factorl, ref factor2, ar);
/1 Qutput the results.
Gonsol e. Witeline("Sequential : Factors of {0} : {1} {2}",
factorizableNum factorl, factor2);
}

Note that if Fact ori zeCal | back is a context-bound class that requires synchronized or thread-affinity context, the callback function is dispatched through the context
dispatcher infrastructure. In other words, the callback function itself might execute asynchronously with respect to its caller for such contexts. These are the semantics of the
one-way qualifier on method signatures. Any such method call might execute synchronously or asynchronously with respect to caller, and the caller cannot make any
assumptions about completion of such a call when execution control returns to it.

Also, calling Endinvoke before the asynchronous operation is complete will block the caller. Calling it a second time with the same AsyncResult is undefined.

Summary of Asynchronous Programming Design Pattern

The server splits an asynchronous operation into its two logical parts: the part that takes input from the client and starts the asynchronous operation, and the part that
supplies the results of the asynchronous operation to the client. In addition to the input needed for the asynchronous operation, the first part also takes an
AsyncCallbackDelegate object to be called when the asynchronous operation is completed. The first part returns a waitable object that implements the IAsyncResult
interface used by the client to determine the status of the asynchronous operation. The server typically also uses the waitable object it returned to the client to maintain any
state associated with asynchronous operation. The client uses the second part to obtain the results of the asynchronous operation by supplying the waitable object.

When initiating asynchronous operations, the client can either supply the callback function delegate or not supply it.
The following options are available to the client for completing asynchronous operations:

Poll the returned IAsyncResult object for completion.

Attempt to complete the operation prematurely, thereby blocking until the operation completes.

L]
L]
® Wait on the 1AsyncResult object. The difference between this and the previous option is that the client can use time-outs to periodically take back control.
o Complete the operation inside the callback function routine.

One scenario in which both synchronous and asynchronous read and write methods are desirable is the use of file input/output. The following example illustrates the
design pattern by showing how the File object implements read and write operations.

VB |

Public Aass File
' Qher nethods for this class go here.
' Synchronous read nethod.
Function Read(buffer() As [Byte], NunToRead As Long) As Long
' Asynchronous read net hod.
Function Begi nRead(buffer() As [Byte], NunToRead As Long, cb As
AsyncCal | backDel egate) As | AsyncResul t
Function EndRead(ar As | AsyncResult) As Long
' Synchronous wite nethod.
Function Wite(buffer() As [Byte], NunToWite As Long) As Long
' Asynchrnous wite nethod.
Function Begi nWite(buffer() As [Byte], NunToWite As Long, cb As
AsyncCal | backDel egate) As | AsyncResul t
Function EndWite(ar As | AsyncResult) As Long
End A ass
[
public class File
{

/1 QGher nethods for this class go here.
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/1 Synchronous read net hod.
I ong Read(Byte[] buffer, |ong NunToRead);

/1 Asynchronous read net hod.

| AsyncResul t Begi nRead(Byte[] buffer, |ong NunToRead,
AsyncCal | backDel egat e cb);

| ong EndRead(| AsyncResult ar);

/1 Synchronous write nethod.
long Wite(Byte[] buffer, |ong NunToWite);

/1 Asynchrnous write nethod.
| AsyncResul t Begi nWite(Byte[] buffer, |ong NunToWite,
AsyncCal | backDel egat e cb);

long EndWite(l AsyncResult ar);

The client cannot easily associate state with a given asynchronous operation without defining a new callback function delegate for each operation. This can be fixed by
making Begi n methods, such as Begi nW it e, take an extra object parameter that represents the state and which is captured in the IAsyncResult.

See Also
Design Guidelines for Class Library Developers | Asynchronous Execution | IAsyncResult Interface
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Naming Guidelines

.NET Framework 1.1

A consistent naming pattern is one of the most important elements of predictability and discoverability in a managed class library. Widespread use and understanding of
these naming guidelines should eliminate many of the most common user questions. This topic provides naming guidelines for the .NET Framework types. For each type,
you should also take note of some general rules with respect to capitalization styles, case sensitivity and word choice.

In This Section

Capitalization Styles
Describes the Pascal case, camel case, and uppercase capitalization styles to use to name identifiers in class libraries.
Case Sensitivity
Describes the case sensitivity guidelines to follow when naming identifiers in class libraries.
Abbreviations
Describes the guidelines for using abbreviations in type names.
Word Choice
Lists the keywords to avoid using in type names.
Avoiding Type Name Confusion
Describes how to avoid using language-specific terminology in order to avoid type name confusion.
Namespace Naming Guidelines
Describes the guidelines to follow when naming namespaces.
Class Naming Guidelines
Describes the guidelines to follow when naming classes.
Interface Naming Guidelines
Describes the guidelines to follow when naming interfaces.
Attribute Naming Guidelines
Describes the correct way to name an attribute using the Attribute suffix.
Enumeration Type Naming Guidelines
Describes the guidelines to follow when naming enumerations.
Static Field Naming Guidelines
Describes the guidelines to follow when naming static fields.
Parameter Naming Guidelines
Describes the guidelines to follow when naming parameters.
Method Naming Guidelines
Describes the guidelines to follow when naming methods.
Property Naming Guidelines
Describes the guidelines to follow when naming properties.
Event Naming Guidelines
Describes the guidelines to follow when naming events.

Related Sections

Class Member Usage Guidelines
Describes the guidelines for using properties, events, methods, constructors, fields, and parameters in class libraries.
Type Usage Guidelines
Describes the guidelines for using classes, value types, delegates, attributes, and nested types in class libraries.
Design Guidelines for Class Library Developers
Provides naming and usage guidelines for types in the .NET Framework as well as guidelines for implementing common design patterns.
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Capitalization Styles

.NET Framework 1.1

Use the following three conventions for capitalizing identifiers.
Pascal case

The first letter in the identifier and the first letter of each subsequent concatenated word are capitalized. You can use Pascal case for identifiers of three or more
characters. For example:

[

BackQol or

Camel case

The first letter of an identifier is lowercase and the first letter of each subsequent concatenated word is capitalized. For example:

[

backGol or

Uppercase

All letters in the identifier are capitalized. Use this convention only for identifiers that consist of two or fewer letters. For example:

[ ]

System | O
System Véb. U

You might also have to capitalize identifiers to maintain compatibility with existing, unmanaged symbol schemes, where all uppercase characters are often used for
enumerations and constant values. In general, these symbols should not be visible outside of the assembly that uses them.

The following table summarizes the capitalization rules and provides examples for the different types of identifiers.

Identifier Case Example

Class Pascal AppDomain
Enum type Pascal ErrorLevel
Enum values Pascal FatalError
Event Pascal ValueChange
Exception class Pascal WebException

Note Always ends with the suffix Exception.

Read-only Static field Pascal RedValue

Interface Pascal IDisposable

Note Always begins with the prefix | .

Method Pascal ToString
Namespace Pascal System.Drawing
Parameter Camel typeName
Property Pascal BackColor
Protected instance field Camel redValue

Note Rarely used. A property is preferable to using a protected instance field.

Public instance field Pascal RedValue

Note Rarely used. A property is preferable to using a public instance field.

See Also
Design Guidelines for Class Library Developers | Naming Guidelines
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Case Sensitivity

.NET Framework 1.1

To avoid confusion and guarantee cross-language interoperation, follow these rules regarding the use of case sensitivity:

e Do not use names that require case sensitivity. Components must be fully usable from both case-sensitive and case-insensitive languages. Case-insensitive
languages cannot distinguish between two names within the same context that differ only by case. Therefore, you must avoid this situation in the components or
classes that you create.

e Do not create two namespaces with names that differ only by case. For example, a case insensitive language cannot distinguish between the following two
namespace declarations.

nanespace ee. cunm ngs;
namespace Ee. Qunmi ngs;

e Do not create a function with parameter names that differ only by case. The following example is incorrect.

void MFunction(string a, string A

e Do not create a namespace with type names that differ only by case. In the following example, Poi nt p and PO NT p are inappropriate type names because they
differ only by case.

Syst em Wndows. Forns. Poi nt p
Syst em Wndows. Forns. PO NT p

e Do not create a type with property names that differ only by case. In the following example, i nt Col or and i nt COLOR are inappropriate property names
because they differ only by case.

int Golor {get, set}
int OOLCR {get, set}

e Do not create a type with method names that differ only by case. In the following example, cal cul at e and Cal cul at e are inappropriate method names
because they differ only by case.

voi d cal cul ate()
voi d Cal cul ate()

See Also
Design Guidelines for Class Library Developers | Naming Guidelines
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Abbreviations

To avoid confusion and guarantee cross-language interoperation, follow these rules regarding the use of abbreviations:

Do not use abbreviations or contractions as parts of identifier names. For example, use Get W ndow instead of Get W n.

Do not use acronyms that are not generally accepted in the computing field.

Where appropriate, use well-known acronyms to replace lengthy phrase names. For example, use Ul for User Interface and OLAP for On-line Analytical Processing.
When using acronyms, use Pascal case or camel case for acronyms more than two characters long. For example, use HtmIButton or htmIButton. However, you should
capitalize acronyms that consist of only two characters, such as Syst em | Oinstead of System | o.

e Do not use abbreviations in identifiers or parameter names. If you must use abbreviations, use camel case for abbreviations that consist of more than two
characters, even if this contradicts the standard abbreviation of the word.

See Also
Design Guidelines for Class Library Developers | Naming Guidelines
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Word Choice

.NET Framework 1.1

Avoid using class names that duplicate commonly used .NET Framework namespaces. For example, do not use any of the following names as a class name: System,
Collections, Forms, or Ul. See the Class Library for a list of .NET Framework namespaces.

In addition, avoid using identifiers that conflict with the following keywords.

AddHandler AddressOf Alias And Ansi
As Assembly Auto Base Boolean
ByRef Byte ByVal Call Case
Catch CBool CByte CChar CDate
CDec CDbl Char Cint Class
CLng CObj Const CShort Csng
CStr CType Date Decimal Declare
Default Delegate Dim Do Double
Each Else Elself End Enum
Erase Error Event Exit ExternalSource
False Finalize Finally Float For
Friend Function Get GetType Goto
Handles If Implements Imports In
Inherits Integer Interface Is Let
Lib Like Long Loop Me
Mod Module MustInherit MustOverride MyBase
MyClass Namespace New Next Not
Nothing NotlInheritable NotOverridable Object On
Option Optional Or Overloads Overridable
Overrides ParamArray Preserve Private Property
Protected Public RaiseEvent ReadOnly ReDim
Region REM RemoveHandler Resume Return
Select Set Shadows Shared Short
Single Static Step Stop String
Structure Sub SyncLock Then Throw
To True Try TypeOf Unicode
Until volatile When While With
WithEvents WriteOnly Xor eval extends
instanceof package var

See Also

Design Guidelines for Class Library Developers | Naming Guidelines
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Avoiding Type Name Confusion

.NET Framework 1.1

Different programming languages use different terms to identify the fundamental managed types. Class library designers must avoid using language-specific terminology.
Follow the rules described in this section to avoid type name confusion.

Use names that describe a type's meaning rather than names that describe the type. In the rare case that a parameter has no semantic meaning beyond its type, use a
generic name. For example, a class that supports writing a variety of data types into a stream might have the following methods.

VB

Sub Wite(val ue As Doubl e);
Sub Wite(value As Single);
Sub Wite(value As Long);
Sub Wite(value As Integer);
Sub Wite(value As Short);
[

voi d Wi te(doubl e val ue);
void Wite(float val ue);
void Wite(long val ue);
void Wite(int value);

void Wite(short value);

Do not create language-specific method names, as in the following example.

VB]

Sub Wi te(doubl eVal ue As Doubl e);
Sub Wite(singlevalue As Single);
Sub Wite(longVal ue As Long);

Sub Wite(integerValue As Integer);
Sub Wite(shortValue As Short);
[

voi d Wi te(doubl e doubl eVal ue);
void Wite(float floatValue);
void Wite(long | ongVal ue);

void Wite(int intValue);

voi d Wite(short shortVal ue);

In the extremely rare case that it is necessary to create a uniquely named method for each fundamental data type, use a universal type name. The following table lists
fundamental data type names and their universal substitutions.

C# type name Visual Basic type name JScript type name Visual C++ type name llasm.exe representation Universal type name

sbyte SByte sByte char int8 SByte
byte Byte byte unsigned char unsigned int8 Byte
short Short short short intl6 Int16
ushort uUint16 ushort unsigned short unsigned int16 uint16
int Integer int int int32 Int32
uint Uint32 uint unsigned int unsigned int32 uint32
long Long long _inté4 int64 Int64
ulong uUint64 ulong unsigned __int64 unsigned int64 uint64
float Single float float float32 Single
double Double double double float64 Double
bool Boolean boolean bool bool Boolean
char Char char wchar_t char Char
string String string String string String
object Object object Object object Object

For example, a class that supports reading a variety of data types from a stream might have the following methods.

e |

ReadDoubl e() As Doubl e
ReadSingl e()As Single
Readl nt 64() As Long
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Readl nt 32() As | nt eger
Readl nt 16() As Short
[

doubl e ReadDoubl e();
float ReadSingle();

I ong Readl nt 64();

int Readlnt32();
short Readl nt 16();

The preceding example is preferable to the following language-specific alternative.

|

ReadDoubl e() As Doubl e
ReadSi ngl e() As Single
ReadLong() As Long
Read| nt eger () As | nt eger
ReadShort () As Short
[

doubl e ReadDoubl e() ;
float ReadFl oat();

| ong ReadLong();

int Readint();

short ReadShort();

See Also
Design Guidelines for Class Library Developers | Common Type System
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Namespace Naming Guidelines

.NET Framework 1.1

The general rule for naming namespaces is to use the company name followed by the technology name and optionally the feature and design as follows.

ConpanyNane. Technol ogyNane[ . Feat ur €] [ . Desi gn]

For example:

M crosoft. Medi a
M crosof t. Medi a. Desi gn

Prefixing namespace names with a company name or other well-established brand avoids the possibility of two published namespaces having the same name. For
example, M crosof t. Of fi ce is an appropriate prefix for the Office Automation Classes provided by Microsoft.

Use a stable, recognized technology name at the second level of a hierarchical name. Use organizational hierarchies as the basis for namespace hierarchies. Name a
namespace that contains types that provide design-time functionality for a base namespace with the . Desi gn suffix. For example, the System.Windows.Forms.Design
Namespace contains designers and related classes used to design System.Windows.Forms based applications.

A nested namespace should have a dependency on types in the containing namespace. For example, the classes in the System.Web.Ul.Design depend on the classes in
System.Web.Ul. However, the classes in System.Web.UI do not depend on the classes in System.Web.Ul.Design.

You should use Pascal case for namespaces, and separate logical components with periods, asin M cr osof t . Of f i ce. Power Poi nt . If your brand employs

nontraditional casing, follow the casing defined by your brand, even if it deviates from the prescribed Pascal case. For example, the namespaces NeXT. WebObj ect s and

ee. cunmi ngs illustrate appropriate deviations from the Pascal case rule.

Use plural namespace names if it is semantically appropriate. For example, use Syst em Col | ect i ons rather than Syst em Col | ecti on. Exceptions to this rule are
brand names and abbreviations. For example, use Syst em | Orather than Syst em | Os.

Do not use the same name for a namespace and a class. For example, do not provide both a Debug namespace and a Debug class.

Finally, note that a namespace name does not have to parallel an assembly name. For example, if you name an assembly MyConpany. MyTechnol ogy. dl | , it does not

have to contain a My Conpany. MyTechnol ogy namespace.

See Also
Design Guidelines for Class Library Developers | Introduction to the .NET Framework Class Library
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Class Naming Guidelines

.NET Framework 1.1

The following rules outline the guidelines for naming classes:

Use a noun or noun phrase to name a class.

Use Pascal case.

Use abbreviations sparingly.

Do not use a type prefix, such as C for class, on a class name. For example, use the class name Fi | eSt r eamrather than CFi | eSt r eam

Do not use the underscore character ().

Occasionally, it is necessary to provide a class name that begins with the letter I, even though the class is not an interface. This is appropriate as long as | is the first

letter of an entire word that is a part of the class name. For example, the class name | dent i t ySt or e is appropriate.
® \Where appropriate, use a compound word to name a derived class. The second part of the derived class's name should be the name of the base class. For
example, Appl i cati onExcepti on is an appropriate name for a class derived from a class named Except i on, because Appl i cati onExcepti on is a kind of

Excepti on.

Use reasonable judgment in applying this rule. For example, But t on is an appropriate name for a class derived from Cont r ol . Although a button is

a kind of control, making Cont r ol a part of the class name would lengthen the name unnecessarily.

The following are examples of correctly named classes.

VB

Public A ass
Public A ass
Public dass
[G4

public class
public class
public class

FileStream
Button
String

FileStream
Button
String

See Also

Design Guidelines for Class Library Developers | Base Class Usage Guidelines
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Interface Naming Guidelines

.NET Framework 1.1

The following rules outline the naming guidelines for interfaces:

o Name interfaces with nouns or noun phrases, or adjectives that describe behavior. For example, the interface name IComponent uses a descriptive noun. The
interface name ICustomAttributeProvider uses a noun phrase. The name IPersistable uses an adjective.

Use Pascal case.

Use abbreviations sparingly.

Prefix interface names with the letter | , to indicate that the type is an interface.

Use similar names when you define a class/interface pair where the class is a standard implementation of the interface. The names should differ only by the letter |
prefix on the interface name.

® Do not use the underscore character (_).

The following are examples of correctly named interfaces.

e |

Public Interface | ServiceProvider
Public Interface |Formatabl e

[G4

public interface | ServiceProvider
public interface |Fornatable

The following code example illustrates how to define the interface IComponent and its standard implementation, the class Component.

VB

Public Interface | Conponent
" I npl enentation code goes here.
End Interface

Public dass Conponent

I npl enent s | Conponent

' I npl enentation code goes here.
End Q4 ass

[
public interface | Conponent

{

/1 1nplenentati on code goes here.

}
public class Conponent: | Conponent

{

/1 Inplenmentation code goes here.

}

See Also
Design Guidelines for Class Library Developers | Base Class Usage Guidelines
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Attribute Naming Guidelines

.NET Framework 1.1

You should always add the suffix At t ri but e to custom attribute classes. The following is an example of a correctly named attribute class.

e |

Public Oass (bsoleteAttribute
[
public class Cbsol eteAttribute{}

See Also
Design Guidelines for Class Library Developers
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Enumeration Type Naming Guidelines

.NET Framework 1.1

The enumeration (Enum) value type inherits from the Enum Class. The following rules outline the naming guidelines for enumerations:

Use Pascal case for Enum types and value names.

Use abbreviations sparingly.

Do not use an Enumsuffix on Enum type names.

Use a singular name for most Enum types, but use a plural name for Enum types that are bit fields.
Always add the FlagsAttribute to a bit field Enum type.

See Also
Design Guidelines for Class Library Developers | Value Type Usage Guidelines | Enum Class
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Static Field Naming Guidelines

.NET Framework 1.1

The following rules outline the naming guidelines for static fields:

e Use nouns, noun phrases, or abbreviations of nouns to name static fields.

® Use Pascal case.

® Do not use a Hungarian notation prefix on static field names.

e |tis recommended that you use static properties instead of public static fields whenever possible.
See Also

Design Guidelines for Class Library Developers | Field Usage Guidelines
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Parameter Naming Guidelines

.NET Framework 1.1

It is important to carefully follow these parameter naming guidelines because visual design tools that provide context sensitive help and class browsing functionality display
method parameter names to users in the designer. The following rules outline the naming guidelines for parameters:

® Use camel case for parameter names.

® Use descriptive parameter names. Parameter names should be descriptive enough that the name of the parameter and its type can be used to determine its
meaning in most scenarios. For example, visual design tools that provide context sensitive help display method parameters to the developer as they type. The
parameter names should be descriptive enough in this scenario to allow the developer to supply the correct parameters.

® Use names that describe a parameter's meaning rather than names that describe a parameter's type. Development tools should provide meaningful information
about a parameter's type. Therefore, a parameter's name can be put to better use by describing meaning. Use type-based parameter names sparingly and only
where it is appropriate.

e Do not use reserved parameters. Reserved parameters are private parameters that might be exposed in a future version if they are needed. Instead, if more data is
needed in a future version of your class library, add a new overload for a method.

e Do not prefix parameter names with Hungarian type notation.

The following are examples of correctly named parameters.

Ve |

Get Type(typeNane As String)As Type

Format (format As String, args() As object)As String
[

Type Get Type(string typeNane)

string Format(string format, object[] args)

See Also
Design Guidelines for Class Library Developers | Parameter Usage Guidelines
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Method Naming Guidelines

.NET Framework 1.1

The following rules outline the naming guidelines for methods:

® Use verbs or verb phrases to name methods.
® Use Pascal case.

The following are examples of correctly named methods.

[

RenoveAl | ()
Get Char Array()
I nvoke()

See Also
Design Guidelines for Class Library Developers | Method Usage Guidelines
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Property Naming Guidelines

The following rules outline the naming guidelines for properties:

Use a noun or noun phrase to name properties.

Use Pascal case.

Do not use Hungarian notation.

Consider creating a property with the same name as its underlying type. For example, if you declare a property named Color, the type of the property should
likewise be Color. See the example later in this topic.

The following code example illustrates correct property nhaming.

VB |

Public dass Sanpl ed ass
Public Property BackCol or As Col or
' Code for Get and Set accessors goes here.
End Property
End d ass
[
public class Sanpl ed ass
{
public Col or BackQol or
{

/1 Code for Get and Set accessors goes here.

}

The following code example illustrates providing a property with the same name as a type.

e

Publ i ¢ Enum Col or

' Insert code for Enum here.
End Enum
Public dass Gontrol

Public Property Color As Col or

Get
' Insert code here.
End Get
Set
' Insert code here.
End Set
End Property
End d ass
[
publ i ¢ enum Gol or
{
/1 Insert code for Enum here.
}
public class Control
{
public Col or Col or
{
get {// Insert code here.}
set {// Insert code here.}
}
}

The following code example is incorrect because the property Color is of type Integer.

|

Publ i ¢ Enum Col or
' Insert code for Enum here.
End Enum
Public dass Gontrol
Public Property Color As I|nteger
Get
' Insert code here.
End Get
Set
' Insert code here.
End Set
End Property
End A ass
[G4
public enum Golor {// Insert code for Enum here.}
public class Control

{

public int Color
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get {// Insert code here.}
set {// Insert code here.}

In the incorrect example, it is not possible to refer to the members of the Color enumeration. Col or . Xxx will be interpreted as accessing a member that first gets the
value of the Color property (type Integer in Visual Basic or type int in C#) and then accesses a member of that value (which would have to be an instance member of
System.Int32).

See Also
Design Guidelines for Class Library Developers | Property Usage Guidelines
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Event Naming Guidelines

.NET Framework 1.1

The following rules outline the naming guidelines for events:

Use Pascal case.

Do not use Hungarian notation.

Use an Event Handl er suffix on event handler names.

Specify two parameters named sender and e. The sender parameter represents the object that raised the event. The sender parameter is always of type object, even

if it is possible to use a more specific type. The state associated with the event is encapsulated in an instance of an event class named e. Use an appropriate and

specific event class for the e parameter type.

o Name an event argument class with the Event Ar gs suffix.

Consider naming events with a verb. For example, correctly named event names include Clicked, Painting, and DroppedDown.

e Use a gerund (the "ing" form of a verb) to create an event name that expresses the concept of pre-event, and a past-tense verb to represent post-event. For
example, a Close event that can be canceled should have a Cl osi ng event and a Cl osed event. Do not use the Bef or eXxx/Af t er Xxx naming pattern.

e Do not use a prefix or suffix on the event declaration on the type. For example, use Cl ose instead of OnCl ose.

® [n general, you should provide a protected method called OnXxx on types with events that can be overridden in a derived class. This method should only have the

event parameter e, because the sender is always the instance of the type.

The following example illustrates an event handler with an appropriate name and parameters.

e |

Publ i ¢ Del egate Sub MwuseEvent Handl er (sender As (bject, e As MuseEvent Args)
[
public del egate voi d MuseEvent Handl er (obj ect sender, MuseEventArgs e);

The following example illustrates a correctly named event argument class.

VB

Public dass MuseEvent Args
Inherits Event Args
Dmx As |Integer
Dmy As |nteger

Public Sub New MouseEvent Args(x As Integer, y As Integer)

ne.x =X
ne.y =y
End Sub

Public Property X As |nteger
Get
Return x
End Get
End Property

Public Property Y As |nteger

Get
Return y
End Get
End Property
End A ass
[GA
public class MuseEvent Args : Event Args
{
int x;
inty;

public MuseEvent Args(int x, int y)
{ this.x =x; this.y =y; }
public int X{ get { return x; } }
public int Y { get { returny; } }

See Also
Design Guidelines for Class Library Developers | Event Usage Guidelines
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Class Member Usage Guidelines

.NET Framework 1.1

This topic provides guidelines for using class members in class libraries.
In This Section

Property Usage Guidelines

Describes the guidelines to follow when using properties in class libraries.
Event Usage Guidelines

Describes the guidelines to follow when using events in class libraries.
Method Usage Guidelines

Describes the guidelines to follow when using and overloading methods in class libraries.
Constructor Usage Guidelines

Describes the guidelines to follow when using constructors in class libraries.
Field Usage Guidelines

Describes the guidelines to follow when using fields in class libraries.
Parameter Usage Guidelines

Describes the guidelines to follow when using parameters in class libraries.

Related Sections

Property Naming Guidelines

Describes the guidelines to follow when naming properties.
Event Naming Guidelines

Describes the guidelines to follow when naming events.
Method Naming Guidelines

Describes the guidelines to follow when naming methods.
Static Field Naming Guidelines

Describes the guidelines to follow when naming static fields.
Parameter Naming Guidelines

Describes the guidelines to follow when naming parameters.
Design Guidelines for Class Library Developers

Provides naming and usage guidelines for types in the .NET Framework as well as guidelines for implementing common design patterns.
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Property Usage Guidelines

Determine whether a property or a method is more appropriate for your needs. For details on choosing between properties and methods, see Properties vs. Methods.
Choose a name for your property based on the recommended Property Naming Guidelines.

When accessing a property using the set accessor, preserve the value of the property before you change it. This will ensure that data is not lost if the set accessor throws
an exception.

Property State Issues

Allow properties to be set in any order. Properties should be stateless with respect to other properties. It is often the case that a particular feature of an object will not
take effect until the developer specifies a particular set of properties, or until an object has a particular state. Until the object is in the correct state, the feature is not active.
When the object is in the correct state, the feature automatically activates itself without requiring an explicit call. The semantics are the same regardless of the order in
which the developer sets the property values or how the developer gets the object into the active state.

For example, a TextBox control might have two related properties: DataSource and DataField. DataSource specifies the table name, and DataField specifies the column
name. Once both properties are specified, the control can automatically bind data from the table into the Text property of the control. The following code example
illustrates properties that can be set in any order.

VB

Dmt As New Text Box()

t. DataSource = "Publ i shers"

t.DataField = "Author!| D'

' The data-binding feature i s now active.
[

TextBox t = new Text Box();

t. DataSource = "Publishers";

t.DataField = "Authorl D';

/1 The data-binding feature i s now acti ve.

You can set the DataSource and DataField properties in any order. Therefore, the preceding code is equivalent to the following.

VB |

DOmt As New Text Box()

t.DataField = "Author| D'

t. DataSource = "Publishers"”

' The data-binding feature is now active.

[

TextBox t = new Text Box();

t.DataField = "Authorl D';

t. DataSource = "Publishers";

/1 The data-binding feature is now active.

You can also set a property to null (Nothing in Visual Basic) to indicate that the value is not specified.

VB |

Dmt As New Text Box()

t.DataField = "Author| D'

t. DataSource = "Publ i shers”

' The data-binding feature i s now acti ve.

. Dat aSour ce = Not hi ng

' The data-binding feature is now inactive.
[

TextBox t = new Text Box();

t.DataField = "Author| D';

t. DataSource = "Publishers";

/1 The data-binding feature i s now acti ve.
t.DataSource = null;

/1 The data-binding feature is now inactive.

-

The following code example illustrates how to track the state of the data binding feature and automatically activate or deactivate it at the appropriate times.

e

Public dass TextBox
Private mdataSource As String
Private mdataField As String
Private mactive As Bool ean

Public Property DataSource() As String
Get
Ret urn m dat aSour ce
End Get
Set
If val ue <> mdataSource Then
' Set the property value first, in case activate fails.
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m dat aSour ce = val ue
' Update active state.
Set Active(( Not (mdataSource Is Nothing) And Not (mdataField I's Nothing)))
End If
End Set
End Property
Public Property DataField() As String
Get
Return mdataFiel d
End Get
Set
If value <> mdataField Then
' Set the property value first, in case activate fails.
mdat aF el d = val ue
' Update active state.
SetActive(( Not (mdataSource I's Nothing) And Not (mdataField I's Nothing)))
End I f
End Set
End Property
Sub Set Active(myval ue As Bool ean)
If value <> mactive Then
If mval ue Then
Activate()
Text = dat aBase. Val ue(m dat aFi el d)
Hse
Deacti vat e()
Text =""
End I f
Set active only if successful.
mactive = val ue
End If
End Sub
Sub Activate()
' (pen dat abase.
End Sub

Sub Deactivate()
' dose database.

End Sub

End d ass

[GH]

public class TextBox

{
string dataSource;
string dataFi el d;
bool active;

public string DataSource

{
get
{
return dat aSour ce;
}
set
{
if (value != dataSource)
{
/1 Update active state.
Set Active(value !'= null & dataField != null);
dat aSour ce = val ue;
}
}
}
public string DataField
{
get
{
return dataFiel d;
}
set
{
if (value != dataFiel d)
{
/1l Update active state.
Set Active(dataSource != null & dataField !=null);
dataFi el d = val ue;
}
}
}

voi d Set Acti ve(Bool ean val ue)
if (value != active)

if (value)
{
Activate();
Text = dat aBase. Val ue(dat aFi el d);




}

el se

{
Deactivate();
Text = "";

}
/1 Set active only if successful.
active = val ue;

}
}
voi d Activate()

/1 Qpen dat abase.
}

voi d Deactivate()

/1 Qd ose database.

In the preceding example, the following expression determines whether the object is in a state in which the data-binding feature can activate itself.

VB |

(Not (value I's Nothing) And Not (mdataField I's Nothing))
[
value !'= null & dataField != null

You make activation automatic by creating a method that determines whether the object can be activated given its current state, and then activates it as necessary.

VB |

Sub Updat eActi ve(m dat aSource As String, mdataField As String)
Set Active(( Not (mdataSource I's Nothing) And Not (mdataField I's Nothing)))
End Sub
[G4
voi d Updat eActive(string dataSource, string dataF el d)
{
Set Active(dataSource !'= null & dataField !=null);

}

If you do have related properties, such as DataSource and DataMember, you should consider implementing the ISupportinitialize Interface. This will allow the designer (or
user) to call the ISupportinitialize.Begininit and ISupportinitialize.EndInit methods when setting multiple properties to allow the component to provide optimizations. In the
above example, ISupportinitialize could prevent unnecessary attempts to access the database until setup is correctly completed.

The expression that appears in this method indicates the parts of the object model that need to be examined in order to enforce these state transitions. In this case, the
DataSource and DataField properties are affected. For more information on choosing between properties and methods, see Properties vs. Methods.

Raising Property-Changed Events

Components should raise property-changed events if they want to notify consumers when the component's property changes programmatically. The naming convention for
a property-changed event is to add the Changed suffix to the property name, such as Text Changed. For example, a control might raise a TextChanged event when its
text property changes. You can use a protected helper routine Raise<Property>Changed, to raise this event. However, it is probably not worth the overhead to raise a
property-changed event for a hash table item addition. The following code example illustrates the implementation of a helper routine on a property-changed event.

e |

dass Control
I nherits Gonponent
Private mtext As String
Public Property Text() As String
Get
Return mtext
End Get
Set
If Not mtext. Equal s(val ue) Then
mtext = value
Rai seText Changed()
End If
End Set
End Property
End dass
[
class Control : Conponent
{
string text;
public string Text
{
get
{

return text;

set

{

if ('text.Equal s(val ue))
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text = val ue;
Rai seText Changed() ;

Data binding uses this pattern to allow two-way binding of the property. Without <Property>Changed and Raise<Property>Changed events, data binding works in one
direction; if the database changes, the property is updated. Each property that raises the <Property>Changed event should provide metadata to indicate that the
property supports data binding.

It is recommended that you raise changing/changed events if the value of a property changes as a result of external forces. These events indicate to the developer that the
value of a property is changing or has changed as a result of an operation, rather than by calling methods on the object.

A good example is the Text property of an Edit control. As a user types information into the control, the property value automatically changes. An event is raised before
the value of the property has changed. It does not pass the old or new value, and the developer can cancel the event by throwing an exception. The name of the event is
the name of the property followed by the suffix Changi ng. The following code example illustrates a changing event.

e

Jdass Hit
Inherits Control

Public Property Text() As String
Get
Return mtext
End Get
Set
If mtext <> value Then
(nText Changi ng( Event . Enpt y)
mtext = val ue

End If
End Set
End Property
End d ass
e
class Edit : Control
{
public string Text
{
get
{
return text;
}
set
{
if (text !'= value)
{
(nText Changi ng( Event . Enpty) ;
text = val ue;
}
}
}

An event is also raised after the value of the property has changed. This event cannot be canceled. The name of the event is the name of the property followed by the suffix
Changed. The generic PropertyChanged event should also be raised. The pattern for raising both of these events is to raise the specific event from the
OnPropertyChanged method. The following example illustrates the use of the OnPropertyChanged method.

VB |

Jdass Hit
Inherits Control
Public Property Text() As String
Get
Return mtext
End Get
Set
If mtext <> value Then
(nText Changi ng( Event . Enpt y)
mtext = value
Rai sePr oper t yChangedEvent (Edi t. A assInfo. mtext)
End If
End Set
End Property
Protected Sub OnPropertyChanged(e As PropertyChangedEvent Args)
If e. PropertyChanged. Equal s(Edit. d assInfo. mtext) Then
(nText Changed( Event . Enpt y)
End |f
If Not (onPropertyChangedHandl er |'s Nothing) Then
onPr oper t yChangedHandl er (Mg, e)
End |f
End Sub
End Q ass
[




class Edit : Control

{
public string Text
{
get
{
return text;
}
set
{
if (text != value)
{
nText Changi ng( Event . Enpty);
text = val ue;
Rai sePropert yChangedEvent (Edit. A assl nfo. text);
}
}
}
protected voi d OnPropertyChanged( PropertyChangedEvent Args e)
{
if (e.PropertyChanged. Equal s(Edit.d asslnfo.text))
OnText Changed( Event . Enpty);
if (onPropertyChangedHandl er !'= null)
onPr opert yChangedHandl er (this, e);
}
}

There are cases when the underlying value of a property is not stored as a field, making it difficult to track changes to the value. When raising the changing event, find all
the places that the property value can change and provide the ability to cancel the event. For example, the previous Edit control example is not entirely accurate because
the Text value is actually stored in the window handle (HWND). In order to raise the TextChanging event, you must examine Windows messages to determine when the
text might change, and allow for an exception thrown in OnTextChanging to cancel the event. If it is too difficult to provide a changing event, it is reasonable to support
only the changed event.

Properties vs. Methods
Class library designers often must decide between implementing a class member as a property or a method. In general, methods represent actions and properties
represent data. Use the following guidelines to help you choose between these options.

e Use a property when the member is a logical data member. In the following member declarations, Nane is a property because it is a logical member of the class.
VB

Public Property Name As String

Get
Ret urn m nare
End Get
Set
mnane = val ue
End Set
End Property
[G4
public string Nane
get
{
return nane;
}
set
{
nanme = val ue;
}

e Use a method when:
o The operation is a conversion, such as Object.ToString.
The operation is expensive enough that you want to communicate to the user that they should consider caching the result.
Obtaining a property value using the get accessor would have an observable side effect.
Calling the member twice in succession produces different results.
The order of execution is important. Note that a type's properties should be able to be set and retrieved in any order.
The member is static but returns a value that can be changed.
The member returns an array. Properties that return arrays can be very misleading. Usually it is necessary to return a copy of the internal array so that the
user cannot change internal state. This, coupled with the fact that a user can easily assume it is an indexed property, leads to inefficient code. In the following
code example, each call to the Met hods property creates a copy of the array. As a result, 2"+1 copies of the array will be created in the following loop.

VB

Dmtype As Type ="' Get a type.
Dmi As Integer
For i = 0 To type. Methods. Length - 1
If type. Met hods(i). Name. Equal s("text") Then
' Performsone operation.

End If
Next i
[
Type type = // Get a type.
for (int i =0; i < type.Mthods. Length; i++)

{
if (type. Methods[i].Name. Equals ("text"))




/1 Performsone operation.

The following example illustrates the correct use of properties and methods.

VB]

d ass Connection
' The fol lowing three nenbers shoul d be properties
because they can be set in any order.
Property DNSNane() As String
' Code for get and set accessors goes here.
End Property
Property UserName() As String
' Code for get and set accessors goes here.
End Property
Property Password() As String
'Code for get and set accessors goes here.
End Property
' The fol | owing nenber shoul d be a net hod
because the order of execution is inportant.
Thi s nethod cannot be executed until after the
properties have been set.
Function Execute() As Bool ean
[
class Connection

{

/1 The follow ng three menbers shoul d be properties
/1 because they can be set in any order.

string DNS\ane {get{};set{};}

string UserNane {get{};set{};}

string Password {get{};set{};}

/1 The foll owing nenber should be a nethod

/1 because the order of execution is inportant.
/1 This nethod cannot be executed until after the
/1 properties have been set.

bool Execute ();

Read-Only and Write-Only Properties
You should use a read-only property when the user cannot change the property's logical data member. Do not use write-only properties.

Indexed Property Usage
Note An indexed property can also be referred to as an indexer.

The following rules outline guidelines for using indexed properties:

e Use an indexed property when the property's logical data member is an array.

e Consider using only integral values or strings for an indexed property. If the design requires other types for the indexed property, reconsider whether it represents
a logical data member. If not, use a method.

e Consider using only one index. If the design requires multiple indexes, reconsider whether it represents a logical data member. If not, use a method.

® Use only one indexed property per class, and make it the default indexed property for that class. This rule is enforced by indexer support in the C# programming
language.

e Do not use nondefault indexed properties. C# does not allow this.

e Name an indexed property | t em For example, see the DataGrid.ltem Property. Follow this rule, unless there is a name that is more obvious to users, such as the
Char s property on the String class. In C#, indexers are always named | t em

e Do not provide an indexed property and a method that are semantically equivalent to two or more overloaded methods. In the following code example, the
Met hod property should be changed to GetMethod(string) method. Note that this not allowed in C#.

VB

Change the Methodl nfo Type. Met hod property to a nethod.
Property Type. Method(nane As String) As Methodl nfo
Function Type. Get Met hod(name As String, ignoreCase As Bool ean) As Met hodl nfo
[G4
/1 Change the Methodl nfo Type. Method property to a net hod.
Met hodl nf o Type. Met hod[ string nane]
Met hodl nf o Type. Get Met hod (string name, Bool ean i gnor eCase)
[Visual Basic]
The Met hodl nfo Type. Method property is changed to
' the Methodl nfo Type. Get Met hod net hod.
Function Type. Get Met hod(nane As String) As Methodl nfo
Function Type. Get Met hod(name As String, ignoreCase As Bool ean) As Met hodl nfo
[
/1 The Methodl nfo Type. Method property is changed to
/1 the Methodl nfo Type. Get Met hod net hod.
Met hodl nf o Type. Get Met hod(string nane)
Met hodl nf o Type. Get Met hod (string name, Bool ean i gnoreCase)

See Also
Design Guidelines for Class Library Developers | Property Naming Guidelines | Class Member Usage Guidelines

© 2014 Microsoft
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Event Usage Guidelines

.NET Framework 1.1

The following rules outline the usage guidelines for events:

® Choose a name for your event based on the recommended Event Naming Guidelines.
o When you refer to events in documentation, use the phrase, "an event was raised" instead of "an event was fired" or "an event was triggered.
® In languages that support the void keyword, use a return type of void for event handlers, as shown in the following C# code example.

publ i ¢ del egate voi d MouseEvent Handl er (obj ect sender, MuseEventArgs e);

e Use strongly typed event data classes when an event conveys meaningful data, such as the coordinates of a mouse click.
® Event classes should extend the System EventArgs Class, as shown in the following example.

VB

Public A ass MuseBEvent Args
Inherits Event Args
' Code for the class goes here.
End d ass
[G4
public class MuseBEvent: EventArgs {}

® Use a protected (Protected in Visual Basic) virtual method to raise each event. This technique is not appropriate for sealed classes, because classes cannot be
derived from them. The purpose of the method is to provide a way for a derived class to handle the event using an override. This is more natural than using
delegates in situations where the developer is creating a derived class. The name of the method takes the form OnEventName, where EventName is the name of the
event being raised. For example:

VB

Public dass Button
Private ondickHandl er As Buttond ickHandl er
Protected Overridable Sub OnQick(e As Qi ckEvent Args)
' Call the delegate if non-null.
If Not (ondickHandl er I's Nothing) Then
ond i ckHandl er (Mg, €)
End I f
End Sub
End Q ass

[GA
public class Button

{
Buttond i ckHandl er ond i ckHandl er;

protected virtual void Ondick(dickEventArgs e)
{
/1 Call the delegate if non-null.
if (onQickHandler !'= null)
ondickHandl er(this, e);

The derived class can choose not to call the base class during the processing of OnEventName. Be prepared for this by not including any processing in the
OnEventName method that is required for the base class to work correctly.

e You should assume that an event handler could contain any code. Classes should be ready for the event handler to perform almost any operation, and in all cases
the object should be left in an appropriate state after the event has been raised. Consider using a try/finally block at the point in code where the event is raised.
Since the developer can perform a callback function on the object to perform other actions, do not assume anything about the object state when control returns to
the point at which the event was raised. For example:

VB

Public dass Button
Private onQickHandl er As Buttond ickHandl er
Protected Sub Dodick()
' Paint button in indented state.
Pai nt Down()
Try
' Call event handler.
nd i ck()
Finally
' Wndow mght be del eted in event handl er.
If Not (w ndowHandl e |'s Nothing) Then
' Paint button in nornmal state.
Pai nt Up()
End I f
End Try
End Sub
Protected Overridable Sub OnQick(e As QickEvent)
If Not (onQickHandler I's Nothing) Then
ond i ckHandl er (Me, €)
End |f
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End Sub
End dass
[
public class Button

{
Buttond i ckHandl er ond i ckHandl er;

protected voi d Dod i ck()

{
/] Paint button in indented state.
Pai nt Down() ;
try
{
/1 Call event handler.
aick();
}
finally
{
/1 Wndow nmight be deleted in event handler.
if (wndowandle !'= null)
/] Paint button in nornmal state.
Pai nt Up() ;
}
}
protected virtual void CnQick(dickEvent e)
{
if (onQickHandler != null)
ondickHandl er(this, e);
}

® Use or extend the System.ComponentModel.CancelEventArgs Class to allow the developer to control the events of an object. For example, the TreeView control
raises a BeforeLabelEdit when the user is about to edit a node label. The following code example illustrates how a developer can use this event to prevent a node
from being edited.

VB

Public dass Forni
Inherits Form
Private treeMiewl As New TreeVi ew()

Sub treeVi ewl_Bef orelLabel Edit (source As (hject, e As NodelLabel Edi t Event Ar gs)
e.Cancel Edit = True
End Sub
End d ass
[C4
public class Forml: Form

{

TreeM ew treeM ewl = new TreeView();

voi d treeVi ewl_Bef or eLabel Edit (obj ect source,
NodeLabel Edi t Event Args e)

{
e.Cancel Edit = true;

}

Note that in this case, no error is generated to the user. The label is read-only.

Cancel events are not appropriate in cases where the developer would cancel the operation and return an exception. In these cases, you should raise an exception
inside of the event handler in order to cancel. For example, the user might want to write validation logic in an edit control as shown.

e

Public dass Fornl
Inherits Form
Private editl As EditBox = New Edit Box()

Sub Text Changi ng(source As (bject, e As Event Args)
Throw New Runti meException("Invalid edit")
End Sub
End d ass
[
public class Fornil: Form

{
EditBox editl = new EditBox();

voi d Text Changi ng(obj ect source, EventArgs e)
{

throw new Runti meException("Invalid edit");

}

See Also
Design Guidelines for Class Library Developers | Event Naming Guidelines | Class Member Usage Guidelines
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Method Usage Guidelines

.NET Framework 1.1

The following rules outline the usage guidelines for methods:

® Choose a name for your event based on the recommended Method Naming Guidelines.

e Do not use Hungarian notation.

e By default, methods are nonvirtual. Maintain this default in situations where it is not necessary to provide virtual methods. For more information about implementing
inheritance, see Base Class Usage Guidelines.

Method Overloading Guidelines
Method overloading occurs when a class contains two methods with the same name, but different signatures. This section provides some guidelines for the use of
overloaded methods.

e Use method overloading to provide different methods that do semantically the same thing.
® Use method overloading instead of allowing default arguments. Default arguments do not version well and therefore are not allowed in the Common Language
Specification (CLS). The following code example illustrates an overloaded St ri ng. | ndexOf method.

| ve

Function String. | ndext(nane As String) As |nteger

Function String. | ndexCth(nanme As String, startindex As Integer) As |nteger
[

int String. | ndexdd (String nane);

int String. I ndexdd (String nane, int startlndex);

e Use default values correctly. In a family of overloaded methods, the complex method should use parameter names that indicate a change from the default state
assumed in the simple method. For example, in the following code, the first method assumes the search will not be case-sensitive. The second method uses the
name i gnor eCase rather than caseSensi ti ve to indicate how the default behavior is being changed.

VB |

' Method #1: ignoreCase = fal se.

Function Type. Get Met hod(nane As String) As Methodl nfo

' Method #2: Indicates how the default behavior of nethod #1
i's bei ng changed.

Function Type. Get Met hod(nane As String, ignoreCase As Bool ean) As Met hodl nfo

[&]

/1 Method #1: ignoreCase = fal se.

Met hodl nf o Type. Get Met hod( String nane);

/1 Method #2: |ndicates how the default behavior of nmethod #1 is being // changed.
Met hodl nf o Type. Get Met hod (String nane, Bool ean i gnoreCase);

e Use a consistent ordering and naming pattern for method parameters. It is common to provide a set of overloaded methods with an increasing number of
parameters to allow the developer to specify a desired level of information. The more parameters that you specify, the more detail the developer can specify. In the
following code example, the overloaded Execut e method has a consistent parameter order and naming pattern variation. Each of the Execut e method variations
uses the same semantics for the shared set of parameters.

VB

Public dass Sanpl ed ass
Private defaultForA As String = "default value for a"
Private defaul t ForB As Integer = "42"
Private defaul t ForC As Doubl e = "68. 90"

Qverl oads Public Sub Execute()
Execut e(def aul t For A, def aul t For B, def aul t For O
End Sub

Qverl oads Public Sub Execute(a As String)
Execute(a, defaul t ForB, defaultForQ
End Sub

Qverl oads Public Sub Execute(a As String, b As Integer)
Execute(a, b, defaul tForQ
End Sub

Qverl oads Public Sub Execute(a As String, b As Integer, c As Double)
Qonsol e. Wi t eLi ne(a)
Consol e. Wi t eLi ne(b)
Gonsol e. Wi t eLi ne(c)
Qonsol e. Wi teLi ne()
End Sub
End d ass
[
public class Sanpl ed ass
{
readonly string defaul tForA = "default value for a";
readonly int defaultForB = "42";
readonl y doubl e def aul t ForC = "68. 90";

public voi d Execute()
{

Execut e(def aul t For A, defaul t ForB, defaul tForQ;
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}

public void Execute (string a)

{
Execute(a, defaul t ForB, defaul tForQ;
}
public void Execute (string a, int b)
{
Execute (a, b, defaultForQ;
}
public void Execute (string a, int b, double c)
{
Qonsol e. WiteLine(a);
Qonsol e. Wi teLine(b);
Qonsol e. Wi teLine(c);
Qonsol e. Wi teLine();
}

Note that the only method in the group that should be virtual is the one that has the most parameters and only when you need extensibility.

e |f you must provide the ability to override a method, make only the most complete overload virtual and define the other operations in terms of it. The following
example illustrates this pattern.
VB

Public dass Sanpl ed ass
Private nyString As String

Public Sub New(str As String)
Me. nyString = str
End Sub

Overl oads Public Function Indexth(s As String) As |nteger
Return I ndexCr (s, 0)
End Function

Qverloads Public Function Indexd (s As String, startlndex As
Integer) As |nteger
Return I ndexdf (s, startlndex, nyString.Length - start!ndex)
End Function

Qverloads Public Overridabl e Function IndexC(s As String,
startindex As Integer, count As Integer) As |nteger
Return nyString. | ndex(df (s, startlndex, count)
End Function
End Q ass
[
public class Sanpl ed ass

{
private string nyString;

public M/Q ass(string str)
{

this.nyString = str;
}

public int Indexf(string s)
{

return I ndexd (s, 0);

}

public int Index((string s, int startlndex)

{

return Indexdf (s, startlndex, nyString.Length - startlndex );

}

public virtual int Index((string s, int startlndex, int count)

{

return nyString. I ndexth (s, startlndex, count);

}

Methods With Variable Numbers of Arguments
You might want to expose a method that takes a variable number of arguments. A classic example is the printf method in the C programming language. For managed
class libraries, use the params (ParamArray in Visual Basic) keyword for this construct. For example, use the following code instead of several overloaded methods.

Ve |

Sub Format (formatString As String, ParamArray args() As Cbject)
[GA
void Format(string formatString, parans object [] args)

You should not use the VarArgs or ellipsis (...) calling convention exclusively because the Common Language Specification does not support it.


http://msdn.microsoft.com/en-us/library/aa735713(v=vs.71).aspx

For extremely performance-sensitive code, you might want to provide special code paths for a small number of elements. You should only do this if you are going to
special case the entire code path (not just create an array and call the more general method). In such cases, the following pattern is recommended as a balance between
performance and the cost of specially cased code.

VB |

Sub Format (formatString As String, argl As (bject)
Sub Format (formatString As String, argl As (bject, arg2 As (bject)

Sub Format (formatString As String, ParamArray args() As Chject)
[

void Format (string formatString, object argl)

void Format (string formatString, object argl, object arg2)

void Format (string formatString, parans object [] args)

See Also
Design Guidelines for Class Library Developers | Method Naming Guidelines | Class Member Usage Guidelines | Base Class Usage Guidelines
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Constructor Usage Guidelines

.NET Framework 1.1

The following rules outline the usage guidelines for constructors:

e Provide a default private constructor if there are only static methods and properties on a class. In the following example, the private constructor prevents the class
from being created.
VB

Not I nheritabl e Public dass Environnent
' Private constructor prevents the class frombeing created.
Private Sub New()
' Code for the constructor goes here.
End Sub
End d ass
[
public seal ed class Environnent
{
/1 Private constructor prevents the class frombeing created.
private Environnent ()
{
/1 Code for the constructor goes here.

}

e Minimize the amount of work done in the constructor. Constructors should not do more than capture the constructor parameter or parameters. This delays the cost
of performing further operations until the user uses a specific feature of the instance.

e Provide a constructor for every class. If a type is not meant to be created, use a private constructor. If you do not specify a constructor, many programming
language (such as C#) implicitly add a default public constructor. If the class is abstract, it adds a protected constructor.
Be aware that if you add a nondefault constructor to a class in a later version release, the implicit default constructor will be removed which can break client code.
Therefore, the best practice is to always explicitly specify the constructor even if it is a public default constructor.

e Provide a protected (Protected in Visual Basic) constructor that can be used by types in a derived class.

e You should not provide constructor without parameters for a value type struct. Note that many compilers do not allow a struct to have a constructor without
parameters. If you do not supply a constructor, the runtime initializes all the fields of the struct to zero. This makes array and static field creation faster.

e Use parameters in constructors as shortcuts for setting properties. There should be no difference in semantics between using an empty constructor followed by
property set accessors, and using a constructor with multiple arguments. The following three code examples are equivalent:

VB

' Exanpl e #1.

D m Sanpl ed ass As New d ass()
Sanpl ed ass. A = "a"

Sanpl ed ass. B = "b"

' Exanpl e #2.
D m Sanpl ed ass As New d ass("a")
Sanpl ed ass. B = "b"

' Exanpl e #3.

D m Sanpl ed ass As New A ass("a", "b")
[

/] Exanpl e #1.

d ass Sanpl ed ass = new d ass();

Sanpl ed ass. A = "a";

Sanpl ed ass. B = "b";

/] Exanpl e #2.
d ass Sanpl ed ass = new A ass("a");
Sanpl ed ass. B = "b";

/1 Exanpl e #3.
Jdass Sanpledass = new dass ("a", "b");

e Use a consistent ordering and naming pattern for constructor parameters. A common pattern for constructor parameters is to provide an increasing number of
parameters to allow the developer to specify a desired level of information. The more parameters that you specify, the more detail the developer can specify. In the
following code example, there is a consistent order and naming of the parameters for all the Sanpl eCl ass constructors.

VB

Public dass Sanpl ed ass
Private Const defaultForA As String = "default value for a"
Private Const defaultForB As String = "default value for b"
Private Const defaultForC As String = "default value for c"

Public Sub New()
M/ ass. New( def aul t For A, def aul t For B, def aul t For O
Gonsol e. Wi teLine("New()")

End Sub

Public Sub New(a As String)
M/ ass. New(a, defaul t ForB, defaul t For C)
End Sub




Public Sub New(a As String, b As String)
M/ ass. New(a, b, defaul t ForQ

End Sub
Public Sub New(a As String, b As String, ¢ As String)
M.a =a
M.b=b
Me.c =c
End Sub
End d ass
[
public class Sanpl ed ass
{
private const string defaultForA = "default value for a“;
private const string defaultForB = "default value for b";
private const string defaultForC = "default value for c";
public M/Q ass():this(defaul t ForA defaultForB, defaultForQ {}
public MQass (string a) : this(a, defaultForB, defaultForQ {}
public M/Qass (string a, string b) : this(a, b, defaultForQ {}
public M/Qass (string a, string b, string c)
}

See Also
Design Guidelines for Class Library Developers | Class Member Usage Guidelines
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Field Usage Guidelines

.NET Framework 1.1

The following rules outline the usage guidelines for fields:

e Do not use instance fields that are public or protected (Public or Protected in Visual Basic). If you avoid exposing fields directly to the developer, classes can be
versioned more easily because a field cannot be changed to a property while maintaining binary compatibility. Consider providing get and set property accessors
for fields instead of making them public. The presence of executable code in get and set property accessors allows later improvements, such as creation of an
object on demand, upon usage of the property, or upon a property change notification. The following code example illustrates the correct use of private instance
fields with get and set property accessors.

VB

Public Structure Point
Private xVal ue As |nteger
Private yVal ue As |nteger

Public Sub New(x As Integer, y As Integer)
Me. xVal ue = x
Me. yValue =y

End Sub

Public Property X() As Integer
Get
Return xVal ue
End Get
Set
xVal ue = val ue
End Set
End Property
Public Property Y() As Integer
Get
Return yVal ue
End Get
Set
yVal ue = val ue
End Set
End Property
End Structure
[G4
public struct Point
{
private int xVal ue;
private int yval ue;

public Point(int x, int vy)

{
this.xVal ue = x;
this.yValue =y;
}
public int X
{
get
{
return xVal ue;
}
set
{
xVal ue = val ue;
}
}
public int Y
{
get
{
return yval ue;
}
set
{
yVal ue = val ue;
}
}

® Expose a field to a derived class by using a protected property that returns the value of the field. This is illustrated in the following code example.
VB

Public dass Control
I nherits Gonponent
Private handl e As Integer

Protected ReadOnly Property Handl e() As |nteger
Get




Return handl e
End Get
End Property

End A ass
[
public class Gontrol: Conponent
{

private int handl e;

protected int Handl e

{
get
{
return handl e;
}
}

e Use the const (Const in Visual Basic) keyword to declare constant fields that will not change. Language compilers save the values of const fields directly in calling
code.

e Use public static read-only fields for predefined object instances. If there are predefined instances of an object, declare them as public static read-only fields of the
object itself. Use Pascal case because the fields are public. The following code example illustrates the correct use of public static read-only fields.

VB

Public Structure Col or
Public Shared Red As New Col or (&HF)
Public Shared Geen As New Col or (&HF00)
Public Shared B ue As New Col or (&HF0000)
Public Shared Bl ack As New Col or (&HD)
Public Shared Wite As New Col or ( &HFFFFFF)

Public Sub New(rgb As Integer)
' Insert code here.
End Sub

Public Sub New(r As Byte, g As Byte, b As Byte)
' Insert code here.
End Sub

Public ReadOnly Property RedVal ue() As Byte
Get
Return Col or
End Get
End Property

Public ReadOnly Property Geenval ug() As Byte
Get
Return Col or
End Get
End Property

Public ReadOnly Property Bl ueVal ue() As Byte
Get
Return Col or
End Get
End Property
End Structure
[GH]
public struct Col or
{
public static readonly Col or Red = new Col or (O0x0000FF) ;
public static readonly Col or Geen = new Col or (0xO0FFOO) ;
public static readonly Col or Bl ue = new Col or (0xFF0000) ;
public static readonly Col or Bl ack = new Gol or (0x000000) ;
public static readonly Col or Wite = new Col or (OXFFFFFF) ;

public Color(int rgb)

{ /1 Insert code here.}

public Color(byte r, byte g, byte b)
{ // Insert code here.}

public byte RedVval ue

{
get
{
return ol or;
}
}
public byte @ eenVal ue
{
get
{
return Col or;
}
}
public byte Bl ueVal ue
{

get
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return ol or;

e Spell out all words used in a field name. Use abbreviations only if developers generally understand them. Do not use uppercase letters for field names. The
following is an example of correctly named fields.
VB

d ass Sanpl ed ass
Private url As String
Private destinationrl As String
End Q ass
[
cl ass Sanpl ed ass
{
string url;
string destinationUl;

e Do not use Hungarian notation for field names. Good names describe semantics, not type.
e Do not apply a prefix to field names or static field names. Specifically, do not apply a prefix to a field name to distinguish between static and nonstatic fields. For

example, applying a g_ or s_ prefix is incorrect.

See Also
Design Guidelines for Class Library Developers | Class Member Usage Guidelines | Static Field Naming Guidelines
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Parameter Usage Guidelines

.NET Framework 1.1

The following rules outline the usage guidelines for parameters:

® Check for valid parameter arguments. Perform argument validation for every public or protected method and property set accessor. Throw meaningful exceptions
to the developer for invalid parameter arguments. Use the System. ArgumentException Class, or a class derived from System.ArgumentException. The following
example checks for valid parameter arguments and throws meaningful exceptions.
VB

d ass Sanpl ed ass
Private countVal ue As I|nteger
Private naxVal ue As Integer = 100

Public Property Gount() As Integer
Get
Return count Val ue
End Get
Set
' Check for valid paraneter.
If value < 0 O value >= naxVal ue Then
Throw New Ar gunent Qut & RangeExcepti on("val ue", val ue,
"Value is invalid.")
End I f
count Val ue = val ue
End Set
End Property
Public Sub Selectlten{start As Integer, [end] As Integer)
' Check for valid paraneter.
If start < 0 Then
Throw New Ar gunent Qut Of RangeException("start"”, start, "Start
isinvalid.")
End |f
' Check for valid paraneter.
If [end] < start Then
Throw New Ar gunent Qut Of RangeException("end", [end], "End is
invalid.")
End |f
' Insert code to do other work here.
Gonsol e. WitelLine("Starting at {0}", start)
Qonsol e. WiteLine("Ending at {0}", [end])

End Sub
End d ass
[
cl ass Sanpl ed ass
{
public int Count
{
get
{
return count;
}
set
{
/1 Check for valid paraneter.
if (count <0 || count >= MaxVal ue)
t hrow newAr gunent Qut Cf RangeExcept i on(
Sys. Get String(
"I'nval i dArgurent ", "val ue", count. ToString()));
}
}
public void Select(int start, int end)
{
/1 Check for valid paraneter.
if (start <0)
t hrow new Ar gurent Except i on(
Sys. Get String("lnvali dArgunent”,"start", start. ToString()));
/1 Check for valid paraneter.
if (end < start)
t hrow new Ar gunent Except i on(
Sys. Get String("Invali dArgunent™, "end", end. ToString()));
}
}

Note that the actual checking does not necessarily have to happen in the public or protected method itself. It could happen at a lower level in private routines. The
main point is that the entire surface area that is exposed to the developer checks for valid arguments.

o Make sure you fully understand the implications of passing parameters by value or by reference. Passing a parameter by value copies the value being passed and
has no effect on the original value. The following method example passes parameters by value.

‘ public voi d Add(object val ue){}
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Passing a parameter by reference passes the storage location for the value. As a result, changes can be made to the value of the parameter. The following method
example passes a parameter by value.

[l

public static int Exchange(ref int location, int value){}

An output parameter represents the same storage location as the variable specifed as the argument in the method invocation. As a result, changes can be made
only to the output parameter. The following method example passes an out parameter.

|

[D1Inport("Kernel 32.dl1"]
public static extern bool QueryPerformanceCounter(out |ong val ue)

See Also
Design Guidelines for Class Library Developers | Parameter Naming Guidelines | Class Member Usage Guidelines
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Type Usage Guidelines

.NET Framework 1.1

Types are the units of encapsulation in the common language runtime. For a detailed description of the complete list of data types supported by the runtime, see the
Common Type System. This section provides usage guidelines for the basic kinds of types.

In This Section

Base Class Usage Guidelines
Describes how to implement base classes and when to use interfaces instead of classes.
Value Type Usage Guidelines
Describes how to use the Struct and Enum value types.
Delegate Usage Guidelines
Describes how to use delegates for event notifications and callback functions.
Attribute Usage Guidelines
Describes how to use attributes as declarative information to describe types.
Nested Type Usage Guidelines
Describes how to use types defined within the scope of another type.

Related Sections

Naming Guidelines
Describes the guidelines for naming types in class libraries.
Class Naming Guidelines
Describes the guidelines to follow when naming classes.
Attribute Naming Guidelines
Describes the correct way to name an attribute using the At t r i but e suffix.
Design Guidelines for Class Library Developers
Provides naming and usage guidelines for types in the .NET Framework as well as guidelines for implementing common design patterns.
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Base Class Usage Guidelines

.NET Framework 1.1

A class is the most common kind of type. A class can be abstract or sealed. An abstract class requires a derived class to provide an implementation. A sealed class does
not allow a derived class. It is recommended that you use classes over other types.

Base classes are a useful way to group objects that share a common set of functionality. Base classes can provide a default set of functionality, while allowing customization
though extension.

You should explicitly provide a constructor for a class. Compilers commonly add a public default constructor to classes that do not define a constructor. This can be
misleading to a user of the class, if your intention is for the class not to be creatable. Therefore, it is best practice to always define at least one constructor for a class. If
you do not want it to be creatable, make the constructor private.

You should add extensibility or polymorphism to your design only if you have a clear customer scenario for it. For example, providing an interface for data adapters is
difficult and serves no real benefit. Developers will still have to program against each adapter specifically, so there is only marginal benefit from providing an interface.
However, you do need to support consistency between all adapters. Although an interface or abstract class is not appropriate in this situation, providing a consistent
pattern is very important. You can provide consistent patterns for developers in base classes. Follow these guidelines for creating base classes.

Base Classes vs. Interfaces

An interface type is a specification of a protocol, potentially supported by many object types. Use base classes instead of interfaces whenever possible. From a versioning
perspective, classes are more flexible than interfaces. With a class, you can ship Version 1.0 and then in Version 2.0 add a new method to the class. As long as the method
is not abstract, any existing derived classes continue to function unchanged.

Because interfaces do not support implementation inheritance, the pattern that applies to classes does not apply to interfaces. Adding a method to an interface is
equivalent to adding an abstract method to a base class; any class that implements the interface will break because the class does not implement the new method.

Interfaces are appropriate in the following situations:

e Several unrelated classes want to support the protocol.
e These classes already have established base classes (for example, some are user interface (Ul) controls, and some are XML Web services).
® Aggregation is not appropriate or practical.

In all other situations, class inheritance is a better model.

Protected Methods and Constructors

Provide class customization through protected methods. The public interface of a base class should provide a rich set of functionality for the consumer of the class.
However, users of the class often want to implement the fewest number of methods possible to provide that rich set of functionality to the consumer. To meet this goal,
provide a set of nonvirtual or final public methods that call through to a single protected method that provides implementations for the methods. This method should be
marked with the | npl suffix. Using this pattern is also referred to as providing a Template method. The following code example demonstrates this process.

e

Public dass Sanpl ed ass

Private x As |nteger

Private y As |nteger

Private width As |nteger

Private height As Integer

Private specified As BoundsSpecified

Qverloads Public Sub SetBounds(x As Integer, y As Integer, width As
Integer, height As Integer)
Set Boundsl npl (X, y, width, height, Me.specified)
End Sub

Qverl oads Public Sub SetBounds(x As Integer, y As Integer, width As
Integer, height As Integer, specified As BoundsSpecifi ed)

Set Bounds! npl (X, y, width, height, specified)
End Sub

Protected Overridabl e Sub SetBoundslnpl (x As Integer, y As |nteger,
width As Integer, height As Integer,
speci fi ed As BoundsSpeci fi ed)
Insert code to performneaningful operations here.
M. X = X
My =y
Me.width = width
Me. hei ght = hei ght
Me. speci fied = specified
Gonsol e. WiteLine("x {0}, y {1}, width {2}, height {3}, bounds {4}",
Me. X, Me.y, Me.width, M. height, M. specified)
End Sub
End d ass
(G4
public class MQ ass

{

private int x;

private int vy;

private int wdth;

private int height;
BoundsSpeci fi ed speci fi ed;




public void SetBounds(int x, int y, int width, int height)

{
Set Bounds! npl (X, y, width, height, this.specified);

}

public void SetBounds(int x, int y, int width, int height,
BoundsSpeci fi ed speci fi ed)

{
Set Boundsl npl (X, y, width, height, specified);

}

nt

protected virtual void SetBoundslnpl (int x, int y, int wdth,
hei ght, BoundsSpeci fied speci fi ed)

{
/1 Add code to performneaningful opertions here.
this.x = x;
this.y =vy;
this.width = width;
this. hei ght = height;
this.specified = specified;
}

Many compilers, such as the C# compiler, insert a public or protected constructor if you do not. Therefore, for better documentation and readability of your source code,
you should explicitly define a protected constructor on all abstract classes.

Sealed Class Usage Guidelines
Use sealed classes if there are only static methods and properties on a class.

See Also
Design Guidelines for Class Library Developers | Type Usage Guidelines | Class Naming Guidelines
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Value Type Usage Guidelines

.NET Framework 1.1

A value type describes a value that is represented as a sequence of bits stored on the stack. For a description of all the .NET Framework's built-in data types, see Value
Types. This section provides guidelines for using the structure (struct) and enumeration (enum) value types.

Struct Usage Guidelines
It is recommended that you use a struct for types that meet any of the following criteria:

e Act like primitive types.

® Have an instance size under 16 bytes.
® Are immutable.

® Value semantics are desirable.

The following example shows a correctly defined structure.

VB

Public Structure Int32
I npl enent s | Fornattabl e
I npl enent s | Conpar abl e
Public Const MnValue As Integer = -2147483648
Public Const MaxVal ue As Integer = 2147483647

Private intVal ue As |nteger

Qverl oads Public Shared Function ToString(i As Integer) As String
' Insert code here.
End Function

Qverl oads Public Function ToString(ByVal format As String, ByVal
format Provider As |FormatProvider) As String | nplenents

| Format t abl e. ToString

Insert code here.

End Function

Qverl oads Public Overrides Function ToString() As String
' Insert code here.
End Function
Public Shared Function Parse(s As String) As |Integer
Insert code here.
Return O
End Function

Public Overrides Function Get HashCode() As Integer
' Insert code here.
Return O

End Function

Public Overrides Overloads Function Equal s(obj As Cbject) As Bool ean
' Insert code here.
Return Fal se

End Function

Publi ¢ Function ConpareTo(obj As Cbject) As Integer |nplenents
| Conpar abl e. Conpar eTo
Insert code here.
Return O
End Function
End Structure
[
public struct Int32: |Conparable, |Fornattable
{

public const int MnVal ue = -2147483648;
public const int MaxVal ue = 2147483647,

public static string ToString(int i)

{
/1 Insert code here.
}
public string ToString(string format, |FornatProvider fornatProvider)
{
/1 Insert code here.
}
public override string ToString()
{
/1 Insert code here.
}

public static int Parse(string s)

{

/1 Insert code here.
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return 0;

}
public override int GetHashCode()
{
/1 Insert code here.
return 0;
}

public override bool Equal s(object obj)
{

/1 Insert code here.

return fal se;

}
public int ConpareTo(object obj)
{
/1 Insert code here.
return 0;
}

e Do not provide a default constructor for a struct. Note that C# does not allow a struct to have a default constructor. The runtime inserts a constructor that initializes
all the values to a zero state. This allows arrays of structs to be created without running the constructor on each instance. Do not make a struct dependent on a
constructor being called for each instance. Instances of structs can be created with a zero value without running a constructor. You should also design a struct for a
state where all instance data is set to zero, false, or null (as appropriate) to be valid.

Enum Usage Guidelines
The following rules outline the usage guidelines for enumerations:

e Do not use an Enumsuffix on enum types.
e Use an enum to strongly type parameters, properties, and return types. Always define enumerated values using an enum if they are used in a parameter or
property. This allows development tools to know the possible values for a property or parameter. The following example shows how to define an enum type.

VB
Publ i ¢ Enum Fi | eMode
Append
Qeate
QO eat eNew
Qpen
QoenO O eate
Truncat e
End Enum
[G4
publ i c enum Fi | eMbde
{
Append,
Ceate,
O eat eNew,
Qpen,
penO O eat e,
Truncat e
}

The following example shows the constructor for a FileStream object that uses the FileMode enumeration.

Ve |

Public Sub New(ByVal path As String, ByVal node As FileMde);
[
public FileStrean(string path, FileMde node);

e Use an enum instead of static final constants.

Do not use an enum for open sets (such as the operating system version).

® Use the System.FlagsAttribute Class to create custom attribute for an enum only if a bitwise OR operation is to be performed on the numeric values. Use powers of
two for the enum values so that they can be easily combined. This attribute is applied in the following code example.

VB
<Fl ags() >
Publ i ¢ Enum Vét cher ChangeTypes
Qeated = 1
Deleted = 2
Changed = 4
Renaned = 8
Al = Oeated O Deleted O Changed O Renaned
End Enum
[G4
[Flags()]
publ i ¢ enum Wt cher ChangeTypes
{
CGeated = 1,
Del eted = 2,
Changed = 4,
Renaned = 8,
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Al = Qeated | Deleted | Changed | Renaned
1

Note An exception to this rule is when encapsulating a Win32 API. It is common to have internal definitions that come from a Win32 header. You can
leave these with the Win32 casing, which is usually all capital letters.

e Consider providing named constants for commonly used combinations of flags. Using the bitwise OR is an advanced concept and should not be required for simple
tasks. This is illustrated in the following example of an enumeration.

VB

<Flags()> _
Publ i ¢ Enum Fi | eAccess
Read = 1
Wite = 2
ReadWite = Read O Wite
End Enum
[G4
[Flags()]
publ i c enum Fi | eAccess
{
Read = 1,
Wite = 2,
ReadWite = Read | Wite,

e Use type Int32 as the underlying type of an enum unless either of the following is true:
o The enum represents flags and there are currently more than 32 flags, or the enum might grow to have many flags in the future.
e The type needs to be different from int for backward compatibility.
e Do not assume that enum arguments will be in the defined range. It is valid to cast any integer value into an enum even if the value is not defined in the enum.
Perform argument validation as illustrated in the following code example.

VB

Public Sub Set Gol or (newCol or As (ol or)
If Not [Enuni.!sDefined(Get Type(Color), newCol or) Then
Throw New Ar gunent Qut Of RangeExcept i on()

End If
End Sub
[G4
public void SetColor (Color color)
{
if (!EnumlsDefined (typeof(Color), color)
throw new Argunent Qut Of RangeException();
}

See Also
Design Guidelines for Class Library Developers | Enumeration Type Naming Guidelines | Value Types | Enumerations

© 2014 Microsoft



http://msdn.microsoft.com/en-us/library/czefa0ke(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/4x252001(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/aa735672(v=vs.71).aspx
http://msdn.microsoft.com/en-us/library/aa720043(v=vs.71).aspx

Delegate Usage Guidelines

.NET Framework 1.1

A delegate is a powerful tool that allows the managed code object model designer to encapsulate method calls. Delegates are useful for event notifications and callback
functions.

Event notifications
Use the appropriate event design pattern for events even if the event is not user interface-related. For more information on using events, see the Event Usage Guidelines.
Callback functions

Callback functions are passed to a method so that user code can be called multiple times during execution to provide customization. Passing a Compare callback function
to a sort routine is a classic example of using a callback function. These methods should use the callback function conventions described in Callback Function Usage.

Name end callback functions with the suffix Cal | back.

See Also
Design Guidelines for Class Library Developers | Callback Function Usage
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Attribute Usage Guidelines

.NET Framework 1.1

The .NET Framework enables developers to invent new kinds of declarative information, to specify declarative information for various program entities, and to retrieve
attribute information in a run-time environment. For example, a framework might define a HelpAttribute attribute that can be placed on program elements such as classes
and methods to provide a mapping from program elements to their documentation. New kinds of declarative information are defined through the declaration of attribute
classes, which might have positional and named parameters. For more information about attributes, see Writing Custom Attributes.

The following rules outline the usage guidelines for attribute classes:

e Add the At t ri but e suffix to custom attribute classes, as shown in the following example.
VB

Public dass Cbsol eteAttribute{}
[
public class Cbsol eteAttribute{}

® Specify AttributeUsage on your attributes to define their usage precisely, as shown in the following example.
VB

<Attributelsage(AttributeTargets. Al, Inherited := False, AlowMiltiple := True)>

Public A ass Cbsol eteAtribute
Inherits Attribute
' Insert code here.
End Qd ass
[GA
[AttributeUsage(AttributeTargets. Al, Inherited = false, AllowMiltiple = true)]
public class Cbsol eteAttribute: Attribute {}

e Seal attribute classes whenever possible, so that classes cannot be derived from them.

e Use positional arguments (constructor parameters) for required parameters. Provide a read-only property with the same name as each positional argument, but
change the case to differentiate between them. This allows access to the argument at runtime.

e Use named arguments (read/write properties) for optional parameters. Provide a read/write property with the same name as each named argument, but change the
case to differentiate between them.

e Do not define a parameter with both named and positional arguments. The following example illustrates this pattern.
VB

Public Oass NameAttribute
Inherits Attribute
' This is a positional argunent.

Public Sub New(usernane As String)
" Inpl enent code here.

End Sub

Public ReadOnly Property UserNane() As String
Get
Return User Narre
End Get
End Property

This is a naned argunent.
Public Property Age() As Integer

Get
Return Age
End Get
Set
Age = val ue
End Set
End Property
End dass
[
public class NaneAttribute: Attribute
{

/1 This is a positional argurent.
public NaneAttribute (string usernane)

{
/1 1nplenent code here.

}
public string User Nane
{

get

{

return User Nane;

}

}

/1 This is a named argunent.
public int Age
{

get
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return Age;
}
set
{

Age = val ue;
}

See Also

Design Guidelines for Class Library Developers | Attribute Naming Guidelines

© 2014 Microsoft
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Nested Type Usage Guidelines

.NET Framework 1.1

A nested type is a type defined within the scope of another type. Nested types are very useful for encapsulating implementation details of a type, such as an enumerator
over a collection, because they can have access to private state.

Public nested types should be used rarely. Use them only in situations where both of the following are true:

e The nested type (inner type) logically belongs to the containing type (outer type).

The following examples illustrates how to define types with and without nested types:

VB |

" Wth nested types.

Li st Box. Sel ect ed(hj ect Col | ecti on
' Wthout nested types.

Li st BoxSel ect edChj ect Gol | ecti on

" Wth nested types.

R chText Box. Scrol | Bars

' Wthout nested types.

R chText BoxScrol | Bars

[

/1 Wth nested types.

Li st Box. Sel ect edChj ect Col | ecti on
/1 Wthout nested types.

Li st BoxSel ect edChj ect Gol | ecti on

/1 Wth nested types.

R chText Box. Scrol | Bars
/1 Wthout nested types.
R chText BoxScrol | Bars

Do not use nested types if the following are true:

e The type must be instantiated by client code. If a type has a public constructor, it probably should not be nested. The rationale behind this guideline is that if a
nested type can be instantiated, it indicates that the type has a place in the library on its own. You can create it, use it, and destroy it without using the outer type.
Therefore, it should not be nested. An inner type should not be widely reused outside of the outer type without a relationship to the outer type.

e References to the type are commonly declared in client code.

See Also
Design Guidelines for Class Library Developers

© 2014 Microsoft
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Guidelines for Exposing Functionality to COM

.NET Framework 1.1

The common language runtime provides rich support for interoperating with COM components. A COM component can be used from within a managed type and a
managed instance can be used by a COM component. This support is the key to moving unmanaged code to managed code one piece at a time; however, it does present
some issues for class library designers. In order to fully expose a managed type to COM clients, the type must expose functionality in a way that is supported by COM and
abides by the COM versioning contract.

Mark managed class libraries with the ComVisibleAttribute attribute to indicate whether COM clients can use the library directly or whether they must use a wrapper that
shapes the functionality so that they can use it.

Types and interfaces that must be used directly by COM clients, such as to host in an unmanaged container, should be marked with the ComVisible(true) attribute. The
transitive closure of all types referenced by exposed types should be explicitly marked as ComVisible(true); if not, they will be exposed as IlUnknown.

Note Members of a type can also be marked as ComVisible(false); this reduces exposure to COM and therefore reduces the restrictions on what a
managed type can use.

Types marked with the ComVisible(true) attribute cannot expose functionality exclusively in a way that is not usable from COM. Specifically, COM does not support static
methods or parameterized constructors. Test the type's functionality from COM clients to ensure correct behavior. Make sure that you understand the registry impact for
making all types cocreateable.

Marshal By Reference
Marshal-by-reference objects are Remotable Objects. Object remoting applies to three kinds of types:

e Types whose instances are copied when they are marshaled across an AppDomain boundary (on the same computer or a different computer). These types must be
marked with the Serializable attribute.

e Types for which the runtime creates a transparent proxy when they are marshaled across an AppDomain boundary (on the same computer or a different computer).
These types must ultimately be derived from System.MarshalByRefObject Class.

e Types that are not marshaled across AppDomains at all. This is the default.

Follow these guidelines when using marshal by reference:

e By default, instances should be marshal-by-value objects. This means that their types should be marked as Serializable.

e Component types should be marshal-by-reference objects. This should already be the case for most components, because the common base class,
System.Component Class, is a marshal-by-reference class.

e |[f the type encapsulates an operating system resource, it should be a marshal-by-reference object. If the type implements the IDisposable Interface it will very likely
have to be marshaled by reference. System.|O.Stream derives from MarshalByRefObject. Most streams, such as FileStreams and NetworkStreams, encapsulate
external resources, so they should be marshal-by-reference objects.

® [nstances that simply hold state should be marshal-by-value objects (such as a DataSet).

e Special types that cannot be called across an AppDomain (such as a holder of static utility methods) should not be marked as Serializable.

See Also
Design Guidelines for Class Library Developers | System.MarshalByRefObject Class | Exposing .NET Framework Components to COM
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Error Raising and Handling Guidelines

.NET Framework 1.1

The following rules outline the guidelines for raising and handling errors:

e All code paths that result in an exception should provide a method to check for success without throwing an exception. For example, to avoid a
FileNotFoundException you can call File.Exists. This might not always be possible, but the goal is that under normal execution no exceptions should be thrown.
® End Exception class names with the Except i on suffix as in the following code example.

VB |

Public O ass FileNot FoundException
Inherits Exception
' Inplenentation code goes here.
End d ass
[
public class FileNotFoundException : Exception
{
/1 1nplermentation code goes here.

}

e Use the common constructors shown in the following code example when creating exception classes.
VB

Public A ass XxxException
Inherits Applicati onException

Public Sub New()
" Inplenentation code goes here.
End Sub

Public Sub New(nessage As String)
" I npl enentation code goes here.
End Sub

Public Sub New(nmessage As String, inner As Exception)
" Inplenentation code goes here.
End Sub

Public Sub New(info As Serializationlnfo, context As Stream ngContext)
" Inplenentation code goes here.

End Sub
End d ass
[GH]
public class XxxException : ApplicationException
{
public XxxException() {... }
publ i ¢ XxxException(string nessage) {... }
publ i ¢ XxxException(string message, Exception inner) {... }
publ i c XxxException(Serializationlnfo info, Stream ngContext context) {...}
}

e |n most cases, use the predefined exception types. Only define new exception types for programmatic scenarios, where you expect users of your class library to
catch exceptions of this new type and perform a programmatic action based on the exception type itself. This is in lieu of parsing the exception string, which would
negatively impact performance and maintenance.

For example, it makes sense to define a FileNotFoundException because the developer might decide to create the missing file. However, a FilelOException is not
something that would typically be handled specifically in code.

e Do not derive all new exceptions directly from the base class SystemException. Inherit from SystemException only when creating new exceptions in System
namespaces. Inherit from ApplicationException when creating new exceptions in other namespaces.

® Group new exceptions derived from SystemException or ApplicationException by namespace. For example, all System.|O exceptions are grouped under
I0Exception (derived from SystemException) and all Microsoft.Media exceptions could be grouped under MediaException (derived from ApplicationException).

® Use a localized description string in every exception. When the user sees an error message, it will be derived from the description string of the exception that was
thrown, and never from the exception class.

e Create grammatically correct error messages with punctuation. Each sentence in the description string of an exception should end in a period. Code that generically
displays an exception message to the user does not have to handle the case where a developer forgot the final period.

® Provide exception properties for programmatic access. Include extra information (other than the description string) in an exception only when there is a
programmatic scenario where that additional information is useful. You should rarely need to include additional information in an exception.

e Do not expose privileged information in exception messages. Information such as paths on the local file system is considered privileged information. Malicious code

could use this information to gather private user information from the computer.

e Do not use exceptions for normal or expected errors, or for normal flow of control.

e You should return null for extremely common error cases. For example, a File.Open command returns a null reference if the file is not found, but throws an
exception if the file is locked.

® Design classes so that in the normal course of use an exception will never be thrown. In the following code example, a FileStream class exposes another way of
determining if the end of the file has been reached to avoid the exception that will be thrown if the developer reads past the end of the file.
| ve

Q ass Fil eRead
Sub Qpen()
DmstreamAs FileStream= File. Qoen("nyfile.txt", FileMde.Qen)
Dmb As Byte

' ReadByte returns -1 at end of file.
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Wil e b = stream ReadByte() <> true
' Do sonet hi ng.
End Wile
End Sub
End d ass
[
class F | eRead
{
voi d Qoen()
{
FileStreamstream= File. Qoen("nyfile.txt", FileMde.Qen);
byte b;
/] ReadByte returns -1 at end of file.
vwhile ((b = stream ReadByte()) != true)
{
/1 Do sonet hing.
}
}
}

e Throw the InvalidOperationException exception if a call to a property set accessor or method is not appropriate given the object's current state.

Throw an ArgumentException or create an exception derived from this class if invalid parameters are passed or detected.

® Be aware that the stack trace starts at the point where an exception is thrown, not where it is created with the new operator. Consider this when deciding where to
throw an exception.

® Use the exception builder methods. It is common for a class to throw the same exception from different places in its implementation. To avoid repetitive code, use
helper methods that create the exception using the new operator and return it. The following code example shows how to implement a helper method.

C#
class File
{
string fil eName;
public byte[] Read(int bytes)
{
if (!ReadFile(handle, bytes))
throw NewFi | el CException();
}
Fi | eException NewFil el CException()
{
string description =
/] Build localized string, include fileNane.
return new Fi | eException(description);
}
}

Throw exceptions instead of returning an error code or HRESULT.

Throw the most specific exception possible.

Create meaningful message text for exceptions, targeted at the developer.

Set all fields on the exception you use.

Use Inner exceptions (chained exceptions). However, do not catch and re-throw exceptions unless you are adding additional information or changing the type of the

exception.

Do not create methods that throw NullReferenceException or IndexOutOfRangeException.

e Perform argument checking on protected (Family) and internal (Assembly) members. Clearly state in the documentation if the protected method does not do
argument checking. Unless otherwise stated, assume that argument checking is performed. There might, however, be performance gains in not performing
argument checking.

e Clean up any side effects when throwing an exception. Callers should be able to assume that there are no side effects when an exception is thrown from a function.

For example, if a Hashtable.Insert method throws an exception, the caller can assume that the specified item was not added to the Hashtable.

Standard Exception Types
The following table lists the standard exceptions provided by the runtime and the conditions for which you should create a derived class.

Exception type Base type Description Example
Exception Object Base class for all None (use a derived class of
exceptions. this exception).
SystemException Exception Base class for all runtime- None (use a derived class of
generated errors. this exception).
IndexOutOfRangeException SystemException Thrown by the runtime only | Indexing an array outside of
when an array is indexed its valid range:
improperly. arr[arr. Lengt h+1]
NullReferenceException SystemException Thrown by the runtime only | object o = null;
when a null object is 0. ToString();
referenced.
InvalidOperationException SystemException Thrown by methods when Calling
in an invalid state. Enuner at or . Get Next ()

after removing an | t emfrom
the underlying collection.

ArgumentException SystemException Base class for all argument | None (use a derived class of
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ArgumentNullException ArgumentException

ArgumentOutOfRangeException ArgumentException

ExternalException SystemException

COMEXxception ExternalException

SEHException ExternalException

Wrapping Exceptions

exceptions.

Thrown by methods that do
not allow an argument to
be null.

Thrown by methods that
verify that arguments are in
a given range.

Base class for exceptions
that occur or are targeted
at environments outside of
the runtime.

Exception encapsulating
COM Hresult information.

Exception encapsulating
Win32 structured Exception
Handling information.

this exception).

String s = null;
"Cal cul ate". | ndexOf
(s);

String s = "string";

s. Chars[9];

None (use a derived class of
this exception).

Used in COM interop.

Used in unmanaged code
Interop.

Errors that occur at the same layer as a component should throw an exception that is meaningful to target users. In the following code example, the error message is

targeted at users of the TextReader class, attempting to read from a stream.

VB |

Public O ass Text Reader
Public Function ReadLine() As String
Try
' Read a line fromthe stream
Catch e As Exception
Throw New | CException("Coul d not read fromstreant, e)
End Try
End Function
End d ass
(e
public class TextReader
{
public string ReadLine()
{
try

/!l Read a line fromthe stream

catch (Exception e)
{

throw new | CException ("Could not read fromstreant, e);

}

See Also
Design Guidelines for Class Library Developers | Handling and Throwing Exceptions

© 2014 Microsoft
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Array Usage Guidelines

.NET Framework 1.1

For a general description of arrays and array usage see Arrays, and System.Array Class.

Arrays vs. Collections

Class library designers might need to make difficult decisions about when to use an array and when to return a collection. Although these types have similar usage models,
they have different performance characteristics. In general, you should use a collection when Add, Remove, or other methods for manipulating the collection are
supported.

For more information on using collections, see Grouping Data in Collections.

Array Usage
Do not return an internal instance of an array. This allows calling code to change the array. The following example demonstrates how the array badChar s can be changed
by any code that accesses the Pat h property even though the property does not implement the set accessor.

VB]

Inports System
Inports System Col | ecti ons
Inports Mcrosoft. Vi sual Basi ¢

Public dass Exanpl ed ass
Not I nheritable Public dass Path
Private Sub New()
End Sub

Private Property Path
Get
End Get
Set
End Set
End Property

Private Shared badChars() As Char = {Chr(34),"<"c,">"c}

Public Shared Function GetlnvalidPathChars() As Char()
Return badChars
End Function

End A ass

Public Shared Sub Main()
' The follow ng code displays the el enents of the
array as expected.
Dmc As Char
For Each ¢ In Path. GetlnvalidPat hChars()
Consol e. Wite(c)
Next ¢
Gonsol e. Wi teLi ne()

The followi ng code sets all the values to A
Pat h. Get | nval i dPat hChars() (0) = "A'c
Pat h. Get | nval i dPat hChars() (1) = "A'c
Pat h. Get | nval i dPat hChars()(2) = "A'c
' The fol l owing code displays the elenents of the array to the
console. Note that the val ues have changed.
For Each ¢ In Path. Getlnval i dPat hChars()
Consol e. Wite(c)
Next ¢

End Sub
End d ass
[
using System
using System Col | ecti ons;

public class Exanpl ed ass

{

public seal ed class Path

{
private Path(){}
private static char[] badChars = {"\"", '<, '>'};
public static char[] GetlnvalidPathChars()
{

return badChars;

}

}

public static void Min()

{

/1 The follow ng code displays the el enents of the
/1 array as expected.
foreach(char ¢ in Path. GetlnvalidPathChars())
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{
Qonsol e. Wite(c);

}
Gonsol e. Wi teLine();

/1 The following code sets all the values to A
Pat h. Get I nval i dPat hChars()[0] = 'A;
Pat h. Get | nval i dPat hChar s() [ 1] A
Pat h. Get | nval i dPat hChar s() [ 2] A

/1 The followi ng code displays the elements of the array to the
/1 console. Note that the val ues have changed.
foreach(char ¢ in Path. GetlnvalidPathChars())
{
Consol e. Wite(c);
}

You can correct the problem in the preceding example by making the badChar s collection readonly (ReadOnly in Visual Basic). Alternately, you can clone the badChar s
collection before returning. The following example demonstrates how to modify the Get | nval i dPat hChar s method to return a clone of the badChar s collection.

VB

Public Shared Function GetlnvalidPathChars() As Char()
Return CType(badChars. d one(), Char())

End Function

[G4

public static char[] GetlnvalidPathChars()

{

}

return (char[])badChars. d one();

Do not use readonly (ReadOnly in Visual Basic) fields of arrays. If you do, the array is readonly and cannot be changed, but the elements in the array can be changed. The
following example demonstrates how the elements of the readonly array | nval i dPat hChar s can be changed.

c# |

public seal ed class Path
{
private Path(){}
public static readonly char[] InvalidPathChars = {"\"", "<, '> '|'}'

/1 The followi ng code can be used to change the values in the array.
Pat h. I nval i dPat hChars[0] = "'A';

Using Indexed Properties in Collections
You should use an indexed property only as a default member of a collection class or interface. Do not create families of functions in noncollection types. A pattern of
methods, such as Add, Item, and Count, signal that the type should be a collection.

Array Valued Properties
You should use collections to avoid code inefficiencies. In the following code example, each call to the myObj property creates a copy of the array. As a result, 2"+1 copies
of the array will be created in the following loop.

VB |
Dmi As Integer
For i =0 To obj.ny(h.Count - 1
DoSonet hi ng(obj . nyQj (i))
Next i
[

for (int i =0; i < obj.nyQhj.Count; i++)
DoSonet hi ng(obj . nyChj [i]);

For more information, see the Properties vs. Methods topic.
Returning Empty Arrays

String and Array properties should never return a null reference. Null can be difficult to understand in this context. For example, a user might assume that the following
code will work.

o

Publ i ¢ Sub DoSonet hi ng()
Dms As String = SoneQ her Func()
If s.Length > 0 Then
' Do sonething el se.
End If
End Sub
[
public void DoSonet hi ng()
{
string s = SomeQ her Func();
if (s.Length > 0)
{
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/1 Do sonething el se.

The general rule is that null, empty string ("), and empty (0 item) arrays should be treated the same way. Return an empty array instead of a null reference.

See Also
Design Guidelines for Class Library Developers | System.Array Class.

© 2014 Microsoft
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Ope

rator Overloading Usage Guidelines

.NET Framework 1.1

The following rules outline the guidelines for operator overloading:

Prov

Define operators on value types that are logical built-in language types, such as the System.Decimal Structure.

ide operator-overloading methods only in the class in which the methods are defined. The C# compiler enforces this guideline.

Use the names and signature conventions described in the Common Language Specification (CLS). The C# compiler does this for you automatically.
Use operator overloading in cases where it is immediately obvious what the result of the operation will be. For example, it makes sense to be able to subtract one

Time value from another Time value and get a TimeSpan. However, it is not appropriate to use the or operator to create the union of two database queries, or to
use shift to write to a stream.
® Overload operators in a symmetric manner. For example, if you overload the equality operator (==), you should also overload the not equal operator(!=).

® Provi
inclu

ide alternate signatures. Most languages do not support operator overloading. For this reason, it is a CLS requirement for all types that overload operators to
de a secondary method with an appropriate domain-specific name that provides the equivalent functionality. It is a Common Language Specification (CLS)

requirement to provide this secondary method. The following example is CLS-compliant.

| c#

public struct DateTine

{
public static TimeSpan operator -(DateTine t1, DateTime t2) { }
public static TineSpan Subtract(DateTine t1, DateTine t2) { }

The following table contains a list of operator symbols and the corresponding alternative methods and operator names.

C++ operator symbol Name of alternative method Name of operator

Not defined ToXxx or FromXxx op_lmplicit

Not defined ToXxx or FromXxx op_Explicit

+ (binary) Add op_Addition

- (binary) Subtract op_Subtraction

* (binary) Multiply op_Multiply

/ Divide op_Division

% Mod op_Modulus

n Xor op_ExclusiveOr

& (binary) BitwiseAnd op_BitwiseAnd

| BitwiseOr op_BitwiseOr

&& And op_LogicalAnd

I Oor op_LogicalOr

= Assign op_Assign

<< LeftShift op_LeftShift

>> RightShift op_RightShift

Not defined LeftShift op_SignedRightShift
Not defined RightShift op_UnsignedRightShift
== Equals op_Equality

> Compare op_GreaterThan

< Compare op_LessThan

1= Compare op_lnequality

>= Compare op_GreaterThanOrEqual
<= Compare op_LessThanOrEqual
*= Multiply op_MultiplicationAssignment

Subtract op_SubtractionAssignment
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N= Xor op_ExclusiveOrAssignment

<<= LeftShift op_LeftShiftAssignment

%= Mod op_ModulusAssignment

+= Add op_AdditionAssignment

&= BitwiseAnd op_BitwiseAndAssignment

= BitwiseOr op_BitwiseOrAssignment

, None assigned op_Comma

/= Divide op_DivisionAssignment

- Decrement op_Decrement

++ Increment op_Increment

- (unary) Negate op_UnaryNegation

+ (unary) Plus op_UnaryPlus

~ OnesComplement op_OnesComplement
See Also

Design Guidelines for Class Library Developers
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Guidelines for Casting Types

The following rules outline the usage guidelines for casts:

e Do not allow implicit casts that will result in a loss of precision. For example, there should not be an implicit cast from Double to Int32, but there might be one from
Int32 to Int64.

® Do not throw exceptions from implicit casts because it is very difficult for the developer to understand what is happening.

® Provide casts that operate on an entire object. The value that is cast should represent the entire object, not a member of an object. For example, it is not
appropriate for a Button to cast to a string by returning its caption.

e Do not generate a semantically different value. For example, it is appropriate to convert a DateTime or TimeSpan into an Int32. The Int32 still represents the time
or duration. It does not, however, make sense to convert a file name string such as "c:\mybitmap.gif" into a Bitmap object.

e Do not cast values from different domains. Casts operate within a particular domain of values. For example, numbers and strings are different domains. It makes
sense that an Int32 can cast to a Double. However, it does not make sense for an Int32 to cast to a String, because they are in different domains.

See Also
Design Guidelines for Class Library Developers
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Common Design Patterns

.NET Framework 1.1

This topic provides guidelines for implementing common design patterns in class libraries.
In This Section

Implementing Finalize and Dispose to Clean Up Unmanaged Resources

Describes the recommended design pattern to implement in class libraries to clean up unmanaged resources using the Finalize and Dispose methods.
Implementing the Equals Method

Describes the guidelines to follow to implement the Equals method in class libraries.
Callback Function Usage

Describes when to use delegates, events, and interfaces to provide callback functionality.
Timeout Usage

Describes the guidelines for using time-outs in base class libraries to specify the maximum time a caller is willing to wait for completion of a method call.

Related Sections
Design Guidelines for Class Library Developers
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Security in Class Libraries

.NET Framework 1.1

Class library designers must understand code access security in order to write secure class libraries. When writing a class library, be aware of two security principles: use
permissions to help protect objects, and write fully trusted code. The degree to which these principles apply will depend upon the class you are writing. Some classes, such
as the System.|O.FileStream Class, represent objects that need protection with permissions. The implementation of these classes is responsible for checking the permissions
of callers and allowing only authorized callers to perform operations for which they have permission. The System.Security Namespace contains classes that can help you
perform these checks in the class libraries that you write. Class library code often is fully trusted or at least highly trusted code. Because class library code often accesses
protected resources and unmanaged code, any flaws in the code represent a serious threat to the integrity of the entire security system. To help minimize security threats,
follow the guidelines described in this topic when writing class library code. For more information, see Writing Secure Class Libraries.

Protecting Objects with Permissions

Permissions are defined to help protect specific resources. A class library that performs operations on protected resources must be responsible for enforcing this
protection. Before acting on any request on a protected resource, such as deleting a file, class library code first must check that the caller (and usually all callers, by means
of a stack walk) has the appropriate delete permission for the resource. If the caller has the permission, the action should be allowed to complete. If the caller does not
have the permission, the action should not be allowed to complete and a security exception should be raised. Protection is typically implemented in code with either a
declarative or an imperative check of the appropriate permissions.

It is important that classes protect resources, not only from direct access, but from all possible kinds of exposure. For example, a cached file object is responsible for
checking for file read permissions, even if the actual data is retrieved from a cache in memory and no actual file operation occurs. This is because the effect of handing the
data to the caller is the same as if the caller had performed an actual read operation.

Fully Trusted Class Library Code

Many class libraries are implemented as fully trusted code that encapsulates platform-specific functionality as managed objects, such as COM or system APIs. Fully trusted
code can expose a weakness to the security of the entire system. However, if class libraries are written correctly with respect to security, placing a heavy security burden on
a relatively small set of class libraries and the core runtime security allows the larger body of managed code to acquire the security benefits of these core class libraries.

In a common class library security scenario, a fully trusted class exposes a resource that is protected by a permission; the resource is accessed by a native code API. A
typical example of this type of resource is a file. The File class uses a native API to perform file operations, such as a deletion. The following steps are taken to protect the
resource.

. A caller requests the deletion of file c: \ t est . t xt by calling the File.Delete Method.

. The Delete method creates a permission object representing the del ete c:\test.txt permission.

. The File class's code checks all callers on the stack to see if they have been granted the demanded permission; if not, a security exception is raised.
. The File class asserts FullTrust in order to call native code, because its callers might not have this permission.

. The File class uses a native API to perform the file delete operation.

. The File class returns to its caller, and the file delete request is completed successfully.

o hs wWNRE

Precautions for Highly Trusted Code

Code in a trusted class library is granted permissions that are not available to most application code. In addition, an assembly might contain classes that do not need
special permissions but are granted these permissions because the assembly contains other classes that do require them. These situations can expose a security weakness
to the system. Therefore, you must be take special care when writing highly or fully trusted code.

Design trusted code so that it can be called by any semi-trusted code on the system without exposing security holes. Resources are normally protected by a stack walk of
all callers. If a caller has insufficient permissions, attempted access is blocked. However, any time trusted code asserts a permission, the code takes responsibility for
checking for required permissions. Normally, an assert should follow a permission check of the caller as described earlier in this topic. In addition, the number of higher
permission asserts should be minimized to reduce the risk of unintended exposure.

Fully trusted code is implicitly granted all other permissions. In addition, it is allowed to violate rules of type safety and object usage. Independent of the protection of
resources, any aspect of the programmatic interface that might break type safety or allow access to data not normally available to the caller can lead to a security
problem.

Performance

Security checks involve checking the stack for the permissions of all callers. Depending upon the depth of the stack, these operations have the potential to be very
expensive. If one operation actually consists of a number of actions at a lower level that require security checks, it might greatly improve performance to check caller
permissions once and then assert the necessary permission before performing the actions. The assert will stop the stack walk from propagating further up the stack so that
the check will stop there and succeed. This technique typically results in a performance improvement if three or more permission checks can be covered at once.

Summary of Class Library Security Issues

Any class library that uses protected resources must ensure that it does so only within the permissions of its callers.

Assertion of permissions should be done only when necessary, and should be preceded by the necessary permission checks.

To improve performance, aggregate operations that will involve security checks and consider the use of assert to limit stack walks without compromising security.
Be aware of how a semi-trusted malicious caller might potentially use a class to bypass security.

Do not assume that code will be called only by callers with certain permissions.

Do not define non-type-safe interfaces that might be used to bypass security elsewhere.

Do not expose functionality in a class that allows a semi-trusted caller to take advantage of the higher trust of the class.

See Also
Design Guidelines for Class Library Developers | Writing Secure Class Libraries | Code Access Security | Security and Culture-Aware String Operations
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Threading Design Guidelines

.NET Framework 1.1

The following rules outline the design guidelines for implementing threading:

e Avoid providing static methods that alter static state. In common server scenarios, static state is shared across requests, which means multiple threads can execute
that code at the same time. This opens up the possibility for threading bugs. Consider using a design pattern that encapsulates data into instances that are not
shared across requests.

® Static state must be thread safe.

e [nstance state does not need to be thread safe. By default, class libraries should not be thread safe. Adding locks to create thread-safe code decreases
performance, increases lock contention, and creates the possibility for deadlock bugs to occur. In common application models, only one thread at a time executes
user code, which minimizes the need for thread safety. For this reason, the .NET Framework class libraries are not thread safe by default. In cases where you want to
provide a thread-safe version, provide a static Synchronized method that returns a thread-safe instance of a type. For an example, see the
System.Collections.ArrayList.Synchronized Method and the System.Collections.ArrayList.IsSynchronized Method.

e Design your library with consideration for the stress of running in a server scenario. Avoid taking locks whenever possible.

e Be aware of method calls in locked sections. Deadlocks can result when a static method in class A calls static methods in class B and vice versa. If A and B both
synchronize their static methods, this will cause a deadlock. You might discover this deadlock only under heavy threading stress.

e Performance issues can result when a static method in class A calls a static method in class A. If these methods are not factored correctly, performance will suffer
because there will be a large amount of redundant synchronization. Excessive use of fine-grained synchronization might negatively impact performance. In addition,
it might have a significant negative impact on scalability.

e Be aware of issues with the lock statement (SyncLock in Visual Basic). It is tempting to use the lock statement to solve all threading problems. However, the
System.Threading.Interlocked Class is superior for updates that must be atomic. It executes a single lock prefix if there is no contention. In a code review, you should
watch out for instances like the one shown in the following example.

VB

SyncLock Me
nyField += 1
End SyncLock
[
I ock(t his)
{
nyFi el d++;
}

If you replace the previous example with the following one, you will improve performance.

VB |

Syst em Threadi ng. | nt er| ocked. | ncrenent (nyFi el d)
[
Syst em Thr eadi ng. I nt er | ocked. | ncrenent (nyFi el d) ;

Another example is to update an object type variable only if it is null (Nothing in Visual Basic). You can use the following code to update the variable and make the
code thread safe.

VB
If x I's Nothing Then
SyncLock Me
If x I's Nothing Then
X =y
End If
End SynclLock
End I f
[
if (x ==null)
{
lock (this)
{
if (x =null)
{
X =Yy
}
}
}

You can improve the performance of the previous sample by replacing it with the following code.

VB

Syst em Thr eadi ng. | nt er| ocked. Conpar eExchange(x, y, Nothi ng)
[
Syst em Thr eadi ng. I nt er | ocked. Conpar eExchange(ref x, y, null);

e Avoid the need for synchronization if possible. For high traffic pathways, it is best to avoid synchronization. Sometimes the algorithm can be adjusted to tolerate
race conditions rather than eliminate them.

See Also
Design Guidelines for Class Library Developers | Visual Basic Language Changes | System.Threading Namespace
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Guidelines for Asynchronous Programming

.NET Framework 1.1

Asynchronous programming is a feature supported by many areas of the common language runtime, such as Remoting, ASP.NET, and Windows Forms. Asynchronous
programming is a core concept in the .NET Framework. This topic introduces the design pattern for asynchronous programming.

The philosophy behind these guidelines is as follows:

o The client should decide whether a particular call should be asynchronous.

e |t is not necessary for a server to do additional programming in order to support its clients' asynchronous behavior. The runtime should be able to manage the
difference between the client and server views. As a result, the situation where the server has to implement IDispatch and do a large amount of work to support
dynamic invocation by clients is avoided.

e The server can choose to explicitly support asynchronous behavior either because it can implement asynchronous behavior more efficiently than a general
architecture, or because it wants to support only asynchronous behavior by its clients. It is recommended that such servers follow the design pattern outlined in this
document for exposing asynchronous operations.

e Type safety must be enforced.

e The runtime provides the necessary services to support the asynchronous programming model. These services include the following:

e Synchronization primitives, such as critical sections and ReaderWriterLock instances.

e Synchronization constructs such as containers that support the WaitForMultipleObjects method.
e Thread pools.

e Exposure to the underlying infrastructure, such as Message and ThreadPool objects.

See Also
Design Guidelines for Class Library Developers | Asynchronous Programming Design Pattern
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Asynchronous Programming Design Pattern

.NET Framework 1.1

The following code example demonstrates a server class that factorizes a number.

VB

Public dass PrineFactorizer
Publ i c Function Factorize(factorizabl eNum As Long, ByRef prinefactorl
As Long, ByRef primefactor2 As Long) As Bool ean
prinefactorl = 1
primefactor2 = factorizabl eNum

Factorize using a | owtech approach.
Omi As |nteger
For i = 2 To factorizabl eNum- 1
If 0 = factorizabl eN\um Md i Then
primefactorl =i
prinefactor2 = factorizabl eNum/ i
Exit For
End If
Next i
If 1 = primefactorl Then
Return Fal se
B se
Return True
End If
End Function
End dass
[
public class PrineFactorizer
{
public bool Factorize(long factorizabl eNum
ref long prinefactori,
ref long prinefactor?2)

{
primefactorl = 1;
prinefactor2 = factorizabl eNum
/1 Factorize using a | owtech approach.
for (int i=2;i<factorizabl eNumi++)
if (0 == (factorizabl eNum%i))
{
prinefactorl =i;
prinefactor2 = factorizabl eNum/ i;
br eak;
}
}
if (1 ==primefactorl)
return fal se;
el se
return true ;
}

The following code example shows a client defining a pattern for asynchronously invoking the Fact or i ze method from the Pri meFact ori zer class in the previous
example.

VB

Define the del egate.

Del egat e Function Factori zi ngAsyncDel egat e( f act ori zabl eNum As Long, ByRef
prinefactorl As Long, ByRef prinefactor2 As Long)

End Sub

' Oeate an instance of the Factorizer.

D mpf As New PrineFactorizer()

' Oeate a delegate on the Factorize nethod on the Factorizer.

Dmfd As New Factori zi ngDel egat e( pf . Fact ori ze)

[

/1 Define the del egate.

publ i c del egate bool Factori zi ngAsyncDel egat e(l ong fact ori zabl eNum
ref long prinefactorl,
ref long prinefactor2);

/1 Create an instance of the Factorizer.
PrinmeFactorizer pf = new PrineFactorizer();

I/l Create a del egate on the Factorize nethod on the Factori zer.
Fact ori zi ngDel egate fd = new Factori zi ngDel egat e( pf . Factori ze);




The compiler will emit the following FactorizingAsyncDelegate class after parsing its definition in the first line of the previous example. It will generate the Begininvoke
and EndInvoke methods.

VB |

Public dass Factorizi ngAsyncDel egat e
Inherits Del egate

Publi ¢ Function | nvoke(factorizableNumAs Long, ByRef prinefactorl As
Long, ByRef prinefactor2 As Long) As Bool ean

End Function

' Supplied by the conpiler.

Publi ¢ Function Begi nl nvoke(factorizabl eNum As Long, ByRef primefactorl
As Long, ByRef primefactor2 As Long, cb As AsyncCal | back,
AsyncState As (bject) As
l asyncResul t

End Function

Suppl i ed by the conpiler.
Publi ¢ Function Endl nvoke(ByRef prinefactorl As Long, ByRef
prinefactor2 As Long, ar As | AsyncResult) As Bool ean

End Function
[
public class Factorizi ngAsyncDel egate : Del egate
{
public bool Invoke(ulong factorizabl eNum
ref ulong primefactorl, ref ulong prinefactor2);
/1 Supplied by the conpiler.
public | AsyncResul t Begi nl nvoke(ul ong fact ori zabl eNum
ref unsigned | ong prinefactorl,
ref unsigned long prinefactor2, AsyncCallback cb,
(bj ect AsyncState);
/1 Supplied by the conpiler.
public bool Endl nvoke(ref ulong prinefactorl,
ref ulong primefactor2, |AsyncResult ar);
}

The interface used as the delegate parameter in the following code example is defined in the .NET Framework Class Library. For more information, see IAsyncResult
Interface.

VB

Del egate Function AsyncCal | back(ar As | AsyncResul t)
' Returns true if the asynchronous operation has been conpl et ed.
Public Interface |asyncResult
' Handl e to block on for the results.
ReadOnly Property |sConpl eted() As Bool ean
' Get accessor inplenentation goes here.
End Property
" Caller can use this to wait until operation is conplete.
ReadOnly Property AsyncVéitHandl e() As Wit Handl e
' Get accessor inplenentation goes here.
End Property
' The del egate object for which the async call was invoked.
ReadOnly Property AsyncQbject() As [ (bj ect]
' Get accessor inplenentation goes here.
End Property
' The state object passed in through Begi nl nvoke.
ReadOnly Property AsyncState() As [ (j ect]
' Cet accessor inplenentation goes here.
End Property

Returns true if the call conpleted synchronously.
ReadOnly Property Conpl et edSynchr onousl y() As Bool ean
' Get accessor inplenentation goes here.
End Property
End Interface
[
publ i c del egate AsyncCal | back (1 AsyncResult ar);

public interface | AsyncResult
{

/1 Returns true if the asynchronous operation has conpl et ed.
bool IsConpleted { get; }

/] Caller can use this to wait until operation is conplete.
Wi t Handl e AsyncWéi t Handl e { get; }

/1 The del egate object for which the async call was invoked.
(bj ect AsyncChj ect { get; }
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/1 The state object passed in through Begi nl nvoke.
(bj ect AsyncState { get; }

/1 Returns true if the call conpleted synchronously.
bool Conpl et edSynchronously { get; }

Note that the object that implements the IAsyncResult Interface must be a waitable object and its underlying synchronization primitive should be signaled after the call is
canceled or completed. This enables the client to wait for the call to complete instead of polling. The runtime supplies a number of waitable objects that mirror Win32
synchronization primitives, such as ManualResetEvent, AutoResetEvent and Mutex. It also supplies methods that support waiting for such synchronization objects to
become signaled with "any" or "all" semantics. Such methods are context-aware to avoid deadlocks.

The Cancel method is a request to cancel processing of the method after the desired time-out period has expired. Note that it is only a request by the client and the
server is recommended to honor it. Further, the client should not assume that the server has stopped processing the request completely after receiving notification that the
method has been canceled. In other words, the client is recommended to not destroy resources such as file objects, as the server might be actively using them. The
IsCanceled property will be set to true if the call was canceled and the IsCompleted property will be set to true after the server has completed processing of the call.
After the server sets the IsCompleted property to true, the server cannot use any client-supplied resources outside of the agreed-upon sharing semantics. Thus, it is safe
for the client to destroy the resources after the IsCompleted property returns true.

The Server property returns the server object that provided the IAsyncResult.

The following code example demonstrates the client-side programming model for invoking the Fact or i ze method asynchronously.

C#

public class ProcessFactori zeNunber

{
private |ong _ul Nunber;
publ i ¢ ProcessFact ori zeNunber (1 ong nunber)
{
_ul Nunber = nunber;
}
[OneVéyAttribute()]
public void FactorizedResul ts(l AsyncResult ar)
{
long factor1=0, factor2=0;
/] Extract the delegate fromthe AsynchResult.
Fact ori zi ngAsyncDel egate fd =
(Fact ori zi ngAsyncDel egate) ((AsyncResult)ar).AsyncDel egat e;
/] otain the result.
fd. Endl nvoke(ref factorl, ref factor2, ar);
/] Qutput the results.
Gonsol e. Witeline("On Cal | Back: Factors of {0} : {1} {2}",
_ul Nunber, factorl, factor2);
}
}

/1l Async Variation 1.
/1 The ProcessFact ori zeNunber. Fact ori zedResul ts cal | back function
/1 is called when the call conpletes.
public void FactorizeNunber 1()
{
/1 dient code.
PrineFactori zer pf = new PrineFactorizer();
Fact ori zi ngAsyncDel egate fd = new Factori zi ngAsyncDel egate (pf. Factorize);

long factorizabl eNum = 1000589023, tenp=0;

/!l Oreate an instance of the class that
/1 will be called when the call conpletes.
ProcessFact ori zedNunber fc =
new ProcessFact ori zedNunber (f act ori zabl eNun) ;
/1 Define the AsyncCal | back del egate.
AsyncCal | backDel egate cb = new AsyncCal | back(fc. Factori zedResul ts);
/1 Any object can be the state object.
(pj ect state = new (hj ect();

/1 Asynchronously invoke the Factorize nethod on pf.

/1 Note: If you have pure out paraneters, you do not need the

/1 tenp variable.

| AsyncResult ar = fd. Begi nl nvoke(factorizabl eNum ref tenp, ref tenp,
ch, state);

/1 Proceed to do other useful work.

/1l Async Variation 2.

/1 Waits for the result.

/1 Asynchronously invoke the Factorize nethod on pf.

/1 Note: If you have pure out paraneters, you do not need
/1 the tenp variable.

public voi d FactorizeNunber 2()

{
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/1 Qient code.
PrimeFactorizer pf = new PrineFactorizer();
Fact ori zi ngAsyncDel egate fd = new Factori zi ngAsyncDel egate (pf. Factorize);

long factorizabl eNum = 1000589023, t enp=0;
/I Create an instance of the class
/1 to be called when the call conpletes.
ProcessFact ori zedNunber fc =
new ProcessFact ori zedNunber (fact ori zabl eNun) ;

/1 Define the AsyncCal | back del egate.
AsyncCal | back cb = new AsyncCal | back(fc. Factori zedResul ts);

/1 Any object can be the state object.
(pj ect state = new (hj ect();

/1 Asynchronously invoke the Factorize nethod on pf.
| AsyncResult ar = fd. Begi nl nvoke(factorizabl eNum ref tenp, ref tenp,
null, null);

ar . AsyncWi t Handl e. Vi t One( 10000, fal se);

if(ar.1sConpl et ed)

{
int factor1=0, factor2=0;
/] Cbtain the result.
fd. Endl nvoke(ref factorl, ref factor2, ar);
/1 Qutput the results.
Gonsol e. Witeline("Sequential : Factors of {0} : {1} {2}",
factorizableNum factorl, factor2);
}

Note that if Fact ori zeCal | back is a context-bound class that requires synchronized or thread-affinity context, the callback function is dispatched through the context
dispatcher infrastructure. In other words, the callback function itself might execute asynchronously with respect to its caller for such contexts. These are the semantics of the
one-way qualifier on method signatures. Any such method call might execute synchronously or asynchronously with respect to caller, and the caller cannot make any
assumptions about completion of such a call when execution control returns to it.

Also, calling Endinvoke before the asynchronous operation is complete will block the caller. Calling it a second time with the same AsyncResult is undefined.

Summary of Asynchronous Programming Design Pattern

The server splits an asynchronous operation into its two logical parts: the part that takes input from the client and starts the asynchronous operation, and the part that
supplies the results of the asynchronous operation to the client. In addition to the input needed for the asynchronous operation, the first part also takes an
AsyncCallbackDelegate object to be called when the asynchronous operation is completed. The first part returns a waitable object that implements the IAsyncResult
interface used by the client to determine the status of the asynchronous operation. The server typically also uses the waitable object it returned to the client to maintain any
state associated with asynchronous operation. The client uses the second part to obtain the results of the asynchronous operation by supplying the waitable object.

When initiating asynchronous operations, the client can either supply the callback function delegate or not supply it.
The following options are available to the client for completing asynchronous operations:

Poll the returned IAsyncResult object for completion.

Attempt to complete the operation prematurely, thereby blocking until the operation completes.

L]
L]
® Wait on the 1AsyncResult object. The difference between this and the previous option is that the client can use time-outs to periodically take back control.
o Complete the operation inside the callback function routine.

One scenario in which both synchronous and asynchronous read and write methods are desirable is the use of file input/output. The following example illustrates the
design pattern by showing how the File object implements read and write operations.

VB |

Public Aass File
' Qher nethods for this class go here.
' Synchronous read nethod.
Function Read(buffer() As [Byte], NunToRead As Long) As Long
' Asynchronous read net hod.
Function Begi nRead(buffer() As [Byte], NunToRead As Long, cb As
AsyncCal | backDel egate) As | AsyncResul t
Function EndRead(ar As | AsyncResult) As Long
' Synchronous wite nethod.
Function Wite(buffer() As [Byte], NunToWite As Long) As Long
' Asynchrnous wite nethod.
Function Begi nWite(buffer() As [Byte], NunToWite As Long, cb As
AsyncCal | backDel egate) As | AsyncResul t
Function EndWite(ar As | AsyncResult) As Long
End A ass
[
public class File
{

/1 QGher nethods for this class go here.
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/1 Synchronous read net hod.
I ong Read(Byte[] buffer, |ong NunToRead);

/1 Asynchronous read net hod.

| AsyncResul t Begi nRead(Byte[] buffer, |ong NunToRead,
AsyncCal | backDel egat e cb);

| ong EndRead(| AsyncResult ar);

/1 Synchronous write nethod.
long Wite(Byte[] buffer, |ong NunToWite);

/1 Asynchrnous write nethod.
| AsyncResul t Begi nWite(Byte[] buffer, |ong NunToWite,
AsyncCal | backDel egat e cb);

long EndWite(l AsyncResult ar);

The client cannot easily associate state with a given asynchronous operation without defining a new callback function delegate for each operation. This can be fixed by
making Begi n methods, such as Begi nW it e, take an extra object parameter that represents the state and which is captured in the IAsyncResult.

See Also
Design Guidelines for Class Library Developers | Asynchronous Execution | IAsyncResult Interface
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Framework Design Guidelines

.NET Framework 4.5

This section provides guidelines for designing libraries that extend and interact with the .NET Framework. The goal is to help library designers ensure API consistency and
ease of use by providing a unified programming model that is independent of the programming language used for development. We recommend that you follow these
design guidelines when developing classes and components that extend the .NET Framework. Inconsistent library design adversely affects developer productivity and
discourages adoption.

The guidelines are organized as simple recommendations prefixed with the terms Do, Consider, Avoid, and Do not. These guidelines are intended to help class library
designers understand the trade-offs between different solutions. There might be situations where good library design requires that you violate these design guidelines.
Such cases should be rare, and it is important that you have a clear and compelling reason for your decision.

These guidelines are excerpted from the book Framework Design Guidelines: Conventions, Idioms, and Patterns for Reusable .NET Libraries, 2nd Edition, by Krzysztof Cwalina
and Brad Abrams.

4|n This Section

Naming Guidelines
Provides guidelines for naming assemblies, namespaces, types, and members in class libraries.

Type Design Guidelines
Provides guidelines for using static and abstract classes, interfaces, enumerations, structures, and other types.

Member Design Guidelines
Provides guidelines for designing and using properties, methods, constructors, fields, events, operators, and parameters.

Designing for Extensibility
Discusses extensibility mechanisms such as subclassing, using events, virtual members, and callbacks, and explains how to choose the mechanisms that best meet
your framework's requirements.

Design Guidelines for Exceptions
Describes design guidelines for designing, throwing, and catching exceptions.

Usage Guidelines
Describes guidelines for using common types such as arrays, attributes, and collections, supporting serialization, and overloading equality operators.

Common Design Patterns
Provides guidelines for choosing and implementing dependency properties and the dispose pattern.
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Naming Guidelines

.NET Framework 4.5

Following a consistent set of naming conventions in the development of a framework can be a major contribution to the framework’s usability. It allows the framework to
be used by many developers on widely separated projects. Beyond consistency of form, names of framework elements must be easily understood and must convey the
function of each element.

The goal of this chapter is to provide a consistent set of naming conventions that results in names that make immediate sense to developers.

Although adopting these naming conventions as general code development guidelines would result in more consistent naming throughout your code, you are required
only to apply them to APIs that are publicly exposed (public or protected types and members, and explicitly implemented interfaces).

4|n This Section

Capitalization Conventions

General Naming Conventions

Names of Assemblies and DLLs

Names of Namespaces

Names of Classes, Structs, and Interfaces
Names of Type Members

Naming Parameters

Naming Resources
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Capitalization Conventions

.NET Framework 4.5

The guidelines in this chapter lay out a simple method for using case that, when applied consistently, make identifiers for types, members, and parameters easy to read.

4 Capitalization Rules for Identifiers

To differentiate words in an identifier, capitalize the first letter of each word in the identifier. Do not use underscores to differentiate words, or for that matter, anywhere
in identifiers. There are two appropriate ways to capitalize identifiers, depending on the use of the identifier:

® PascalCasing

o camelCasing

The PascalCasing convention, used for all identifiers except parameter names, capitalizes the first character of each word (including acronyms over two letters in length),
as shown in the following examples:

Pr opert yDescri pt or
H nm Tag

A special case is made for two-letter acronyms in which both letters are capitalized, as shown in the following identifier:
| C8tream

The camelCasing convention, used only for parameter names, capitalizes the first character of each word except the first word, as shown in the following examples. As
the example also shows, two-letter acronyms that begin a camel-cased identifier are both lowercase.

propert yDescri pt or
i 0Stream
ht m Tag

Vv DO use PascalCasing for all public member, type, and namespace names consisting of multiple words.
v DO use camelCasing for parameter names.

The following table describes the capitalization rules for different types of identifiers.

Identifier Casing Example
Namespace Pascal nanespace System Security { ... }
Type Pascal public class StreanReader { ... }
Interface Pascal public interface | Enunerable { ... }
Method Pascal public class (hject {
public virtual string ToString();
}
Property Pascal public class String {
public int Length { get; }
}
Event Pascal public class Process {
public event EventHandl er Exited;
}
Field Pascal public class MessageQueue {

public static readonly Ti meSpan
I'nfiniteTi meout ;

}

public struct Unt32 {

public const Mn = 0;

}

Enum value Pascal public enum Fi | eMbde {
Append,

Parameter Camel public class Convert {

public static int Tolnt32(string val ue);

}



4 Capitalizing Compound Words and Common Terms

Most compound terms are treated as single words for purposes of capitalization.
X DO NOT capitalize each word in so-called closed-form compound words.

These are compound words written as a single word, such as endpoint. For the purpose of casing guidelines, treat a closed-form compound word as a single word. Use
a current dictionary to determine if a compound word is written in closed form.

Pascal Camel Not

B tH ag bitF ag Bitflag
Cal | back cal | back Cal | Back
Cancel ed cancel ed Cancel | ed
DoNot doNot Don' t

Enai | enai | EMai |
Endpoi nt endpoi nt EndPoi nt

Fi | eNare fil eNane Fi | enane
Qidline gridine Qi dLine
Hasht abl e hasht abl e HashTabl e
Id id ID

| ndexes i ndexes I ndi ces
LogCr f | ogCx f LogQut
LogOn | ogOn Logl n

Met adat a net adat a Met aDat a, et aDat a
Mil ti panel mul ti panel Mul ti Panel
Mil tiview mul tiview Ml ti Vi ew
Nanespace namespace NaneSpace
K ok X

] pi P

Pl acehol der pl acehol der P acetbl der
Signln signin S gnh

S gnQut si gnQut S gnOf
User Nane user Nane User name
Wi t eSpace whi t eSpace Wi t espace
Witabl e witabl e Wi teabl e

4 Case Sensitivity

Languages that can run on the CLR are not required to support case-sensitivity, although some do. Even if your language supports it, other languages that might access
your framework do not. Any APIs that are externally accessible, therefore, cannot rely on case alone to distinguish between two names in the same context.

X DO NOT assume that all programming languages are case sensitive. They are not. Names cannot differ by case alone.
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General Naming Conventions

.NET Framework 4.5

This section describes general naming conventions that relate to word choice, guidelines on using abbreviations and acronyms, and recommendations on how to avoid
using language-specific names.

4a\Word Choice

Vv DO choose easily readable identifier names.

For example, a property named Hori zont al Al i gnnent is more English-readable than Al i gnment Hor i zont al .

Vv DO favor readability over brevity.

The property name CanScrol | Hori zont al | 'y is better than Scrol | abl eX (an obscure reference to the X-axis).

X DO NOT use underscores, hyphens, or any other nonalphanumeric characters.

X DO NOT use Hungarian notation.

X AVOID using identifiers that conflict with keywords of widely used programming languages.

According to Rule 4 of the Common Language Specification (CLS), all compliant languages must provide a mechanism that allows access to named items that use a

keyword of that language as an identifier. C#, for example, uses the @ sign as an escape mechanism in this case. However, it is still a good idea to avoid common
keywords because it is much more difficult to use a method with the escape sequence than one without it.

4 Using Abbreviations and Acronyms

X DO NOT use abbreviations or contractions as part of identifier names.
For example, use Get W ndow rather than Get Wn.

X DO NOT use any acronyms that are not widely accepted, and even if they are, only when necessary.

4 Avoiding Language-Specific Names
Vv DO use semantically interesting names rather than language-specific keywords for type names.
For example, Get Lengt h is a better name than Get I nt .
Vv DO use a generic CLR type name, rather than a language-specific name, in the rare cases when an identifier has no semantic meaning beyond its type.

For example, a method converting to Int64 should be named Tol nt 64, not ToLong (because Int64 is a CLR name for the C#-specific alias long). The following table
presents several base data types using the CLR type names (as well as the corresponding type names for C#, Visual Basic, and C++).

C# Visual Basic C++ CLR
shyte SByte char SByte
byte Byte unsigned char Byte
short Short short Int16
ushort uUint16 unsigned short uint16
int Integer int Int32
uint Uint32 unsigned int uint32
long Long _int64 Int64
ulong uUint64 unsigned __int64 uint64
float Single float Single
double Double double Double
bool Boolean bool Boolean
char Char wchar_t Char

string String String String


http://msdn.microsoft.com/en-us/library/system.int64(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.int64(v=vs.110).aspx

object Object Object Object

Vv DO use a common name, such as value or item, rather than repeating the type name, in the rare cases when an identifier has no semantic meaning and the type of the
parameter is not important.

4Naming New Versions of Existing APIs

Vv DO use a name similar to the old APl when creating new versions of an existing API.
This helps to highlight the relationship between the APIs.
Vv DO prefer adding a suffix rather than a prefix to indicate a new version of an existing API.

This will assist discovery when browsing documentation, or using Intellisense. The old version of the APl will be organized close to the new APIs, because most browsers
and Intellisense show identifiers in alphabetical order.

Vv CONSIDER using a brand new, but meaningful identifier, instead of adding a suffix or a prefix.

v DO use a numeric suffix to indicate a new version of an existing API, particularly if the existing name of the APl is the only name that makes sense (i.e., if it is an industry
standard) and if adding any meaningful suffix (or changing the name) is not an appropriate option.

X DO NOT use the "Ex" (or a similar) suffix for an identifier to distinguish it from an earlier version of the same API.

Vv DO use the "64" suffix when introducing versions of APIs that operate on a 64-bit integer (a long integer) instead of a 32-bit integer. You only need to take this
approach when the existing 32-bit API exists; don't do it for brand new APIs with only a 64-bit version.
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Names of Assemblies and DLLS

.NET Framework 4.5

An assembly is the unit of deployment and identity for managed code programs. Although assemblies can span one or more files, typically an assembly maps one-to-one
with a DLL. Therefore, this section describes only DLL naming conventions, which then can be mapped to assembly naming conventions.

Vv DO choose names for your assembly DLLs that suggest large chunks of functionality, such as System.Data.

Assembly and DLL names don't have to correspond to namespace names, but it is reasonable to follow the namespace name when naming assemblies. A good rule of
thumb is to name the DLL based on the common prefix of the assemblies contained in the assembly. For example, an assembly with two namespaces,

M/Conpany. M/Technol ogy. Fi r st Feat ur e and M/Conpany. M/Technol ogy. SecondFeat ur e, could be called MyConpany. M/Technol ogy. dI | .

Vv CONSIDER naming DLLs according to the following pattern:

<Conpany>. <Conponent >. dI |

where <Conponent > contains one or more dot-separated clauses. For example:

Litware. Control s.dl I .
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Names of Namespaces

.NET Framework 4.5

As with other naming guidelines, the goal when naming namespaces is creating sufficient clarity for the programmer using the framework to immediately know what the
content of the namespace is likely to be. The following template specifies the general rule for naming namespaces:

<Conpany>. ( <Pr oduct >| <Technol ogy>) [ . <Feat ur e>] [ . <Subnanespace>]
The following are examples:

Fabri kam Mat h
Litware. Security

Vv DO prefix namespace names with a company name to prevent namespaces from different companies from having the same name.
v DO use a stable, version-independent product name at the second level of a namespace name.

X DO NOT use organizational hierarchies as the basis for names in namespace hierarchies, because group names within corporations tend to be short-lived. Organize the
hierarchy of namespaces around groups of related technologies.

Vv DO use PascalCasing, and separate namespace components with periods (e.g., M crosof t . f f i ce. Power Poi nt ). If your brand employs nontraditional casing, you
should follow the casing defined by your brand, even if it deviates from normal namespace casing.

Vv CONSIDER using plural namespace names where appropriate.

For example, use Syst em ol | ecti ons instead of Syst em Col | ecti on. Brand names and acronyms are exceptions to this rule, however. For example, use System | O
instead of System | Gs.

X DO NOT use the same name for a namespace and a type in that namespace.

For example, do not use Debug as a namespace name and then also provide a class named Debug in the same namespace. Several compilers require such types to be fully
qualified.

4 Namespaces and Type Name Conflicts

X DO NOT introduce generic type names such as B enent, Node, Log, and Message.

There is a very high probability that doing so will lead to type name conflicts in common scenarios. You should qualify the generic type names (For nEl enent , Xm Node,
Event Log, SoapMessage).

There are specific guidelines for avoiding type name conflicts for different categories of namespaces.

e Application model namespaces
Namespaces belonging to a single application model are very often used together, but they are almost never used with namespaces of other application models.
For example, the System.Windows.Forms namespace is very rarely used together with the System.Web.Ul namespace. The following is a list of well-known

application model namespace groups:

Syst em W ndows*
System V¢b. U *

X DO NOT give the same name to types in namespaces within a single application model.

For example, do not add a type named Page to the System.Web.Ul.Adapters namespace, because the System.Web.Ul namespace already contains a type named
Page.

e Infrastructure namespaces

This group contains namespaces that are rarely imported during development of common applications. For example, . Desi gn namespaces are mainly used when
developing programming tools. Avoiding conflicts with types in these namespaces is not critical.

® Core namespaces

Core namespaces include all Syst emnamespaces, excluding namespaces of the application models and the Infrastructure namespaces. Core namespaces include,
among others, System System | Q System X, and Syst em Net .

X DO NOT give types names that would conflict with any type in the Core namespaces.
For example, never use St reamas a type name. It would conflict with System.|O.Stream, a very commonly used type.
® Technology namespace groups

This category includes all namespaces with the same first two namespace nodes ( <Conpany>. <Technol ogy>*), such as M crosoft. Buil d. Wilities and
M crosof t. Bui | d. Tasks. It is important that types belonging to a single technology do not conflict with each other.

X DO NOT assign type names that would conflict with other types within a single technology.

X DO NOT introduce type name conflicts between types in technology namespaces and an application model namespace (unless the technology is not intended
to be used with the application model).


http://msdn.microsoft.com/en-us/library/system.windows.forms(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.web.ui(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.web.ui.adapters(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.web.ui(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.io.stream(v=vs.110).aspx
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Names of Classes, Structs, and Interfaces

.NET Framework 4.5

The naming guidelines that follow apply to general type naming.

v DO name classes and structs with nouns or noun phrases, using PascalCasing.

This distinguishes type names from methods, which are named with verb phrases.

Vv DO name interfaces with adjective phrases, or occasionally with nouns or noun phrases.

Nouns and noun phrases should be used rarely and they might indicate that the type should be an abstract class, and not an interface.
X DO NOT give class names a prefix (e.g., "C").

Vv CONSIDER ending the name of derived classes with the name of the base class.

This is very readable and explains the relationship clearly. Some examples of this in code are: Ar gunent Qut Of RangeExcept i on, which is a kind of Except i on, and
Serializabl eAttribute, whichis akind of Attribut e. However, it is important to use reasonable judgment in applying this guideline; for example, the Butt on class is a
kind of Control event, although Control doesn't appear in its name.

Vv DO prefix interface names with the letter |, to indicate that the type is an interface.

For example, | Conponent (descriptive noun), | Qust ont t ri but eProvi der (noun phrase), and | Per si st abl e (adjective) are appropriate interface names. As with other
type names, avoid abbreviations.

Vv DO ensure that the names differ only by the "I"
the interface.

prefix on the interface name when you are defining a class-interface pair where the class is a standard implementation of

4Names of Generic Type Parameters

Generics were added to .NET Framework 2.0. The feature introduced a new kind of identifier called type parameter.
v DO name generic type parameters with descriptive names unless a single-letter name is completely self-explanatory and a descriptive name would not add value.

Vv CONSIDER using T as the type parameter name for types with one single-letter type parameter.

public int |Conparer<T>{ ... }
public del egate bool Predicate<T>(T iten);
public struct Nullabl e<T> where T:struct { ... }

Vv DO prefix descriptive type parameter names with T.

public interface | Sessi onChannel <TSessi on> where TSession : | Session{
TSession Session { get; }
}

Vv CONSIDER indicating constraints placed on a type parameter in the name of the parameter.

For example, a parameter constrained to | Sessi on might be called TSessi on.

4Names of Common Types

v DO follow the guidelines described in the following table when naming types derived from or implementing certain .NET Framework types.

Base Type Derived/Implementing Type Guideline
System Attribute Vv DO add the suffix "Attribute” to names of custom attribute classes. add the suffix "Attribute” to names of custom attribute classes.
System Del egat e v DO add the suffix "EventHandler" to names of delegates that are used in events.

v DO add the suffix "Callback" to names of delegates other than those used as event handlers.

X DO NOT add the suffix "Delegate"” to a delegate.
Syst em Event Ar gs v DO add the suffix "EventArgs.”

Syst em Enum X DO NOT derive from this class; use the keyword supported by your language instead; for example, in C#, use the enum keyword.

X DO NOT add the suffix "Enum" or “Flag.”

Syst em Except i on v DO add the suffix "Exception.”



IDctionary v DO add the suffix "Dictionary.” Note that | D cti onary is a specific type of collection, but this guideline takes precedence over the
I D ctionary<TKey, TVal ue> | more general collections guideline that follows.

| Enuner abl e v DO add the suffix "Collection.”
| Gol I ection
I Li st

| Enuner abl e<T>
1 Gl | ecti on<T>

I Li st<T>

System 1 Q Stream v DO add the suffix "Stream.”
CodeAccessPer m ssi on v DO add the suffix "Permission.”
| Per i ssi on

4Naming Enumerations

Names of enumeration types (also called enums) in general should follow the standard type-naming rules (PascalCasing, etc.). However, there are additional guidelines
that apply specifically to enums.

Vv DO use a singular type name for an enumeration unless its values are bit fields.

v DO use a plural type name for an enumeration with bit fields as values, also called flags enum.
X DO NOT use an "Enum" suffix in enum type names.

X DO NOT use "Flag" or “Flags" suffixes in enum type names.

X DO NOT use a prefix on enumeration value names (e.g., "ad" for ADO enums, "rtf" for rich text enums, etc.).
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Names of Type Members

.NET Framework 4.5

Types are made of members: methods, properties, events, constructors, and fields. The following sections describe guidelines for naming type members.

4Names of Methods

Because methods are the means of taking action, the design guidelines require that method names be verbs or verb phrases. Following this guideline also serves to
distinguish method names from property and type names, which are noun or adjective phrases.

Vv DO give methods names that are verbs or verb phrases.

[ ]

public class String {
public int ConpareTo(...);
public string[] Split(...);
public string Tring);

4Names of Properties

Unlike other members, properties should be given noun phrase or adjective names. That is because a property refers to data, and the name of the property reflects
that. PascalCasing is always used for property names.

v DO name properties using a noun, noun phrase, or adjective.
X DO NOT have properties that match the name of "Get" methods as in the following example:

public string TextWiter { get {...} set {...} }
public string GetTextWiter(int value) { ... }

This pattern typically indicates that the property should really be a method.
Vv DO name collection properties with a plural phrase describing the items in the collection instead of using a singular phrase followed by "List" or "Collection."

Vv DO name Boolean properties with an affirmative phrase (CanSeek instead of Cant Seek). Optionally, you can also prefix Boolean properties with "Is,"” "Can," or "Has,"
but only where it adds value.

Vv CONSIDER giving a property the same name as its type.

For example, the following property correctly gets and sets an enum value named Col or, so the property is named Col or:

[

public enumColor {...}
public class Control {

public Color Golor { get {...} set {...} }
}

4 Names of Events

Events always refer to some action, either one that is happening or one that has occurred. Therefore, as with methods, events are named with verbs, and verb tense is
used to indicate the time when the event is raised.

v DO name events with a verb or a verb phrase.

Examples include A i cked, Pai nti ng, Dr oppedDown, and so on.

Vv DO give events names with a concept of before and after, using the present and past tenses.

For example, a close event that is raised before a window is closed would be called A osi ng, and one that is raised after the window is closed would be called d osed.
X DO NOT use "Before" or "After" prefixes or postfixes to indicate pre- and post-events. Use present and past tenses as just described.

v DO name event handlers (delegates used as types of events) with the "EventHandler" suffix, as shown in the following example:

public del egate void dickedEvent Handl er (obj ect sender, dickedEventArgs e);

Vv DO use two parameters named sender and e in event handlers.

The sender parameter represents the object that raised the event. The sender parameter is typically of type obj ect, even if it is possible to employ a more specific type.

Vv DO name event argument classes with the "EventArgs" suffix.



4 Names of Fields

The field-naming guidelines apply to static public and protected fields. Internal and private fields are not covered by guidelines, and public or protected instance fields
are not allowed by the member design guidelines.

Vv DO use PascalCasing in field names.
v DO name fields using a noun, noun phrase, or adjective.
X DO NOT use a prefix for field names.

For example, do not use "g_" or "s_" to indicate static fields.
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Naming Parameters

.NET Framework 4.5

Beyond the obvious reason of readability, it is important to follow the guidelines for parameter names because parameters are displayed in documentation and in the
designer when visual design tools provide Intellisense and class browsing functionality.

Vv DO use camelCasing in parameter names.

Vv DO use descriptive parameter names.

Vv CONSIDER using names based on a parameter’'s meaning rather than the parameter’s type.

4 Naming Operator Overload Parameters

Vv DO use left and right for binary operator overload parameter names if there is no meaning to the parameters.
v DO use value for unary operator overload parameter names if there is no meaning to the parameters.
v CONSIDER meaningful names for operator overload parameters if doing so adds significant value.

X DO NOT use abbreviations or numeric indices for operator overload parameter names.
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Naming Resources

.NET Framework 4.5

Because localizable resources can be referenced via certain objects as if they were properties, the naming guidelines for resources are similar to property guidelines.
v DO use PascalCasing in resource keys.

Vv DO provide descriptive rather than short identifiers.

X DO NOT use language-specific keywords of the main CLR languages.

Vv DO use only alphanumeric characters and underscores in naming resources.

v DO use the following naming convention for exception message resources.

The resource identifier should be the exception type name plus a short identifier of the exception:

Argunent Exceptionl | | egal Characters
Ar gunent Except i onl nval i dNane
Ar gunent Except i onFi | eNarrel sMal f or ned
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Type Design Guidelines

.NET Framework 4.5

From the CLR perspective, there are only two categories of types—reference types and value types—but for the purpose of a discussion about framework design, we
divide types into more logical groups, each with its own specific design rules.

Classes are the general case of reference types. They make up the bulk of types in the majority of frameworks. Classes owe their popularity to the rich set of object-
oriented features they support and to their general applicability. Base classes and abstract classes are special logical groups related to extensibility.

Interfaces are types that can be implemented by both reference types and value types. They can thus serve as roots of polymorphic hierarchies of reference types and
value types. In addition, interfaces can be used to simulate multiple inheritance, which is not natively supported by the CLR.

Structs are the general case of value types and should be reserved for small, simple types, similar to language primitives.
Enums are a special case of value types used to define short sets of values, such as days of the week, console colors, and so on.
Static classes are types intended to be containers for static members. They are commonly used to provide shortcuts to other operations.

Delegates, exceptions, attributes, arrays, and collections are all special cases of reference types intended for specific uses, and guidelines for their design and usage are
discussed elsewhere in this book.

Vv DO ensure that each type is a well-defined set of related members, not just a random collection of unrelated functionality.

4|n This Section

Choosing Between Class and Struct
Abstract Class Design

Static Class Design

Interface Design

Struct Design

Enum Design

Nested Types
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Choosing Between Class and Struct

.NET Framework 4.5

One of the basic design decisions every framework designer faces is whether to design a type as a class (a reference type) or as a struct (a value type). Good
understanding of the differences in the behavior of reference types and value types is crucial in making this choice.

The first difference between reference types and value types we will consider is that reference types are allocated on the heap and garbage-collected, whereas value types
are allocated either on the stack or inline in containing types and deallocated when the stack unwinds or when their containing type gets deallocated. Therefore, allocations
and deallocations of value types are in general cheaper than allocations and deallocations of reference types.

Next, arrays of reference types are allocated out-of-line, meaning the array elements are just references to instances of the reference type residing on the heap. Value type
arrays are allocated inline, meaning that the array elements are the actual instances of the value type. Therefore, allocations and deallocations of value type arrays are
much cheaper than allocations and deallocations of reference type arrays. In addition, in a majority of cases value type arrays exhibit much better locality of reference.

The next difference is related to memory usage. Value types get boxed when cast to a reference type or one of the interfaces they implement. They get unboxed when cast
back to the value type. Because boxes are objects that are allocated on the heap and are garbage-collected, too much boxing and unboxing can have a negative impact
on the heap, the garbage collector, and ultimately the performance of the application. In contrast, no such boxing occurs as reference types are cast.

Next, reference type assignments copy the reference, whereas value type assignments copy the entire value. Therefore, assignments of large reference types are cheaper
than assignments of large value types.

Finally, reference types are passed by reference, whereas value types are passed by value. Changes to an instance of a reference type affect all references pointing to the
instance. Value type instances are copied when they are passed by value. When an instance of a value type is changed, it of course does not affect any of its copies.
Because the copies are not created explicitly by the user but are implicitly created when arguments are passed or return values are returned, value types that can be
changed can be confusing to many users. Therefore, value types should be immutable.

As a rule of thumb, the majority of types in a framework should be classes. There are, however, some situations in which the characteristics of a value type make it more
appropriate to use structs.

Vv CONSIDER defining a struct instead of a class if instances of the type are small and commonly short-lived or are commonly embedded in other objects.

X AVOID defining a struct unless the type has all of the following characteristics:

e |t logically represents a single value, similar to primitive types (int, double, etc.).
e [t has an instance size under 16 bytes.
® [tisimmutable.

e [t will not have to be boxed frequently.
In all other cases, you should define your types as classes.
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Abstract Class Design

.NET Framework 4.5

X DO NOT define public or protected internal constructors in abstract types.

Constructors should be public only if users will need to create instances of the type. Because you cannot create instances of an abstract type, an abstract type with a public
constructor is incorrectly designed and misleading to the users.

Vv DO define a protected or an internal constructor in abstract classes.

A protected constructor is more common and simply allows the base class to do its own initialization when subtypes are created.
An internal constructor can be used to limit concrete implementations of the abstract class to the assembly defining the class.

Vv DO provide at least one concrete type that inherits from each abstract class that you ship.

Doing this helps to validate the design of the abstract class. For example, System.|O.FileStream is an implementation of the System.|O.Stream abstract class.
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Static Class Design

.NET Framework 4.5

A static class is defined as a class that contains only static members (of course besides the instance members inherited from System.Object and possibly a private
constructor). Some languages provide built-in support for static classes. In C# 2.0 and later, when a class is declared to be static, it is sealed, abstract, and no instance
members can be overridden or declared.

Static classes are a compromise between pure object-oriented design and simplicity. They are commonly used to provide shortcuts to other operations (such as
System.|O.File), holders of extension methods, or functionality for which a full object-oriented wrapper is unwarranted (such as System.Environment).

Vv DO use static classes sparingly.

Static classes should be used only as supporting classes for the object-oriented core of the framework.
X DO NOT treat static classes as a miscellaneous bucket.

X DO NOT declare or override instance members in static classes.

Vv DO declare static classes as sealed, abstract, and add a private instance constructor if your programming language does not have built-in support for static classes.
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Interface Design

.NET Framework 4.5

Although most APIs are best modeled using classes and structs, there are cases in which interfaces are more appropriate or are the only option.
The CLR does not support multiple inheritance (i.e., CLR classes cannot inherit from more than one base class), but it does allow types to implement one or more interfaces
in addition to inheriting from a base class. Therefore, interfaces are often used to achieve the effect of multiple inheritance. For example, IDisposable is an interface that

allows types to support disposability independent of any other inheritance hierarchy in which they want to participate.

The other situation in which defining an interface is appropriate is in creating a common interface that can be supported by several types, including some value types.
Value types cannot inherit from types other than ValueType, but they can implement interfaces, so using an interface is the only option in order to provide a common base
type.

Vv DO define an interface if you need some common API to be supported by a set of types that includes value types.

Vv CONSIDER defining an interface if you need to support its functionality on types that already inherit from some other type.

X AVOID using marker interfaces (interfaces with no members).

If you need to mark a class as having a specific characteristic (marker), in general, use a custom attribute rather than an interface.

Vv DO provide at least one type that is an implementation of an interface.

Doing this helps to validate the design of the interface. For example, List<T> is an implementation of the IList<T> interface.

Vv DO provide at least one API that consumes each interface you define (a method taking the interface as a parameter or a property typed as the interface).
Doing this helps to validate the interface design. For example, List<T>.Sort consumes the System.Collections.Generic.IComparer<T> interface.

X DO NOT add members to an interface that has previously shipped.

Doing so would break implementations of the interface. You should create a new interface in order to avoid versioning problems.

Except for the situations described in these guidelines, you should, in general, choose classes rather than interfaces in designing managed code reusable libraries.
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Struct Design

.NET Framework 4.5

The general-purpose value type is most often referred to as a struct, its C# keyword. This section provides guidelines for general struct design.
X DO NOT provide a default constructor for a struct.

Following this guideline allows arrays of structs to be created without having to run the constructor on each item of the array. Notice that C# does not allow structs to have
default constructors.

X DO NOT define mutable value types.

Mutable value types have several problems. For example, when a property getter returns a value type, the caller receives a copy. Because the copy is created implicitly,
developers might not be aware that they are mutating the copy, and not the original value. Also, some languages (dynamic languages, in particular) have problems using
mutable value types because even local variables, when dereferenced, cause a copy to be made.

Vv DO ensure that a state where all instance data is set to zero, false, or null (as appropriate) is valid.
This prevents accidental creation of invalid instances when an array of the structs is created.
Vv DO implement IEquatable<T> on value types.

The Object.Equals method on value types causes boxing, and its default implementation is not very efficient, because it uses reflection. Equals can have much better
performance and can be implemented so that it will not cause boxing.

X DO NOT explicitly extend ValueType. In fact, most languages prevent this.

In general, structs can be very useful but should only be used for small, single, immutable values that will not be boxed frequently.
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Enum Design

.NET Framework 4.5

Enums are a special kind of value type. There are two kinds of enums: simple enums and flag enums.

Simple enums represent small closed sets of choices. A common example of the simple enum is a set of colors.

Flag enums are designed to support bitwise operations on the enum values. A common example of the flags enum is a list of options.
Vv DO use an enum to strongly type parameters, properties, and return values that represent sets of values.

Vv DO favor using an enum instead of static constants.

X DO NOT use an enum for open sets (such as the operating system version, names of your friends, etc.).

X DO NOT provide reserved enum values that are intended for future use.

You can always simply add values to the existing enum at a later stage. See Adding Values to Enums for more details on adding values to enums. Reserved values just
pollute the set of real values and tend to lead to user errors.

X AVOID publicly exposing enums with only one value.

A common practice for ensuring future extensibility of C APIs is to add reserved parameters to method signatures. Such reserved parameters can be expressed as enums
with a single default value. This should not be done in managed APIs. Method overloading allows adding parameters in future releases.

X DO NOT include sentinel values in enums.

Although they are sometimes helpful to framework developers, sentinel values are confusing to users of the framework. They are used to track the state of the enum rather
than being one of the values from the set represented by the enum.

v DO provide a value of zero on simple enums.

Consider calling the value something like "None." If such a value is not appropriate for this particular enum, the most common default value for the enum should be
assigned the underlying value of zero.

Vv CONSIDER using Int32 (the default in most programming languages) as the underlying type of an enum unless any of the following is true:

® The enum is a flags enum and you have more than 32 flags, or expect to have more in the future.
e The underlying type needs to be different than Int32 for easier interoperability with unmanaged code expecting different-size enums.

e A smaller underlying type would result in substantial savings in space. If you expect the enum to be used mainly as an argument for flow of control, the size makes
little difference. The size savings might be significant if:

@ You expect the enum to be used as a field in a very frequently instantiated structure or class.
@ You expect users to create large arrays or collections of the enum instances.
o You expect a large number of instances of the enum to be serialized.
For in-memory usage, be aware that managed objects are always DWORD-aligned, so you effectively need multiple enums or other small structures in an instance to pack
a smaller enum with in order to make a difference, because the total instance size is always going to be rounded up to a DWORD.
v DO name flag enums with plural nouns or noun phrases and simple enums with singular nouns or noun phrases.
X DO NOT extend System.Enum directly.

System.Enum is a special type used by the CLR to create user-defined enumerations. Most programming languages provide a programming element that gives you access
to this functionality. For example, in C# the enum keyword is used to define an enumeration.

4 Designing Flag Enums

Vv DO apply the System.FlagsAttribute to flag enums. Do not apply this attribute to simple enums.

Vv DO use powers of two for the flag enum values so they can be freely combined using the bitwise OR operation.

v CONSIDER providing special enum values for commonly used combinations of flags.

Bitwise operations are an advanced concept and should not be required for simple tasks. ReadWrite is an example of such a special value.

X AVOID creating flag enums where certain combinations of values are invalid.

X AVOID using flag enum values of zero unless the value represents “all flags are cleared" and is named appropriately, as prescribed by the next guideline.

v DO name the zero value of flag enums None. For a flag enum, the value must always mean “all flags are cleared."

4 Adding Value to Enums

It is very common to discover that you need to add values to an enum after you have already shipped it. There is a potential application compatibility problem when the
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newly added value is returned from an existing API, because poorly written applications might not handle the new value correctly.

Vv CONSIDER adding values to enums, despite a small compatibility risk.

If you have real data about application incompatibilities caused by additions to an enum, consider adding a new API that returns the new and old values, and deprecate
the old API, which should continue returning just the old values. This will ensure that your existing applications remain compatible.
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Nested Types

.NET Framework 4.5

A nested type is a type defined within the scope of another type, which is called the enclosing type. A nested type has access to all members of its enclosing type. For
example, it has access to private fields defined in the enclosing type and to protected fields defined in all ascendants of the enclosing type.

In general, nested types should be used sparingly. There are several reasons for this. Some developers are not fully familiar with the concept. These developers might, for
example, have problems with the syntax of declaring variables of nested types. Nested types are also very tightly coupled with their enclosing types, and as such are not
suited to be general-purpose types.

Nested types are best suited for modeling implementation details of their enclosing types. The end user should rarely have to declare variables of a nested type and
almost never should have to explicitly instantiate nested types. For example, the enumerator of a collection can be a nested type of that collection. Enumerators are usually
instantiated by their enclosing type, and because many languages support the foreach statement, enumerator variables rarely have to be declared by the end user.

Vv DO use nested types when the relationship between the nested type and its outer type is such that member-accessibility semantics are desirable.

X DO NOT use public nested types as a logical grouping construct; use namespaces for this.

X AVOID publicly exposed nested types. The only exception to this is if variables of the nested type need to be declared only in rare scenarios such as subclassing or
other advanced customization scenarios.

X DO NOT use nested types if the type is likely to be referenced outside of the containing type.
For example, an enum passed to a method defined on a class should not be defined as a nested type in the class.
X DO NOT use nested types if they need to be instantiated by client code. If a type has a public constructor, it should probably not be nested.

If a type can be instantiated, that seems to indicate the type has a place in the framework on its own (you can create it, work with it, and destroy it without ever using the
outer type), and thus should not be nested. Inner types should not be widely reused outside of the outer type without any relationship whatsoever to the outer type.

X DO NOT define a nested type as a member of an interface. Many languages do not support such a construct.
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Member Design Guidelines

.NET Framework 4.5

Methods, properties, events, constructors, and fields are collectively referred to as members. Members are ultimately the means by which framework functionality is
exposed to the end users of a framework.

Members can be virtual or nonvirtual, concrete or abstract, static or instance, and can have several different scopes of accessibility. All this variety provides incredible
expressiveness but at the same time requires care on the part of the framework designer.

This chapter offers basic guidelines that should be followed when designing members of any type.

4|n This Section

Member Overloading
Property Design
Constructor Design
Event Design

Field Design
Extension Methods
Operator Overloads
Parameter Design
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Member Overloading

.NET Framework 4.5

Member overloading means creating two or more members on the same type that differ only in the number or type of parameters but have the same name. For example,
in the following, the Wi t eLi ne method is overloaded:

|

public static class Consol e {
public void WiteLine();
public void WiteLine(string val ue);
public void Wi teLine(bool val ue);

Because only methods, constructors, and indexed properties can have parameters, only those members can be overloaded.

Overloading is one of the most important techniques for improving usability, productivity, and readability of reusable libraries. Overloading on the number of parameters
makes it possible to provide simpler versions of constructors and methods. Overloading on the parameter type makes it possible to use the same member name for
members performing identical operations on a selected set of different types.

Vv DO try to use descriptive parameter names to indicate the default used by shorter overloads.

X AVOID arbitrarily varying parameter names in overloads. If a parameter in one overload represents the same input as a parameter in another overload, the parameters
should have the same name.

X AVOID being inconsistent in the ordering of parameters in overloaded members. Parameters with the same name should appear in the same position in all overloads.
Vv DO make only the longest overload virtual (if extensibility is required). Shorter overloads should simply call through to a longer overload.
X DO NOT use ref or out modifiers to overload members.

Some languages cannot resolve calls to overloads like this. In addition, such overloads usually have completely different semantics and probably should not be overloads
but two separate methods instead.

X DO NOT have overloads with parameters at the same position and similar types yet with different semantics.
v DO allow null to be passed for optional arguments.
v DO use member overloading rather than defining members with default arguments.

Default arguments are not CLS compliant.
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Property Design

.NET Framework 4.5

Although properties are technically very similar to methods, they are quite different in terms of their usage scenarios. They should be seen as smart fields. They have the
calling syntax of fields, and the flexibility of methods.

Vv DO create get-only properties if the caller should not be able to change the value of the property.

Keep in mind that if the type of the property is a mutable reference type, the property value can be changed even if the property is get-only.
X DO NOT provide set-only properties or properties with the setter having broader accessibility than the getter.

For example, do not use properties with a public setter and a protected getter.

If the property getter cannot be provided, implement the functionality as a method instead. Consider starting the method name with Set and follow with what you would
have named the property. For example, AppDomain has a method called Set CachePat h instead of having a set-only property called CachePat h.

v DO provide sensible default values for all properties, ensuring that the defaults do not result in a security hole or terribly inefficient code.
Vv DO allow properties to be set in any order even if this results in a temporary invalid state of the object.

It is common for two or more properties to be interrelated to a point where some values of one property might be invalid given the values of other properties on the
same object. In such cases, exceptions resulting from the invalid state should be postponed until the interrelated properties are actually used together by the object.

v DO preserve the previous value if a property setter throws an exception.
X AVOID throwing exceptions from property getters.

Property getters should be simple operations and should not have any preconditions. If a getter can throw an exception, it should probably be redesigned to be a
method. Notice that this rule does not apply to indexers, where we do expect exceptions as a result of validating the arguments.

4Indexed Property Design

An indexed property is a special property that can have parameters and can be called with special syntax similar to array indexing.

Indexed properties are commonly referred to as indexers. Indexers should be used only in APIs that provide access to items in a logical collection. For example, a string
is a collection of characters, and the indexer on System.String was added to access its characters.

Vv CONSIDER using indexers to provide access to data stored in an internal array.
Vv CONSIDER providing indexers on types representing collections of items.
X AVOID using indexed properties with more than one parameter.

If the design requires multiple parameters, reconsider whether the property really represents an accessor to a logical collection. If it does not, use methods instead.
Consider starting the method name with Get or Set.

X AVOID indexers with parameter types other than System.Int32, System.Int64, System.String, System.Object, or an enum.

If the design requires other types of parameters, strongly reevaluate whether the API really represents an accessor to a logical collection. If it does not, use a method.
Consider starting the method name with Get or Set.

Vv DO use the name | t emfor indexed properties unless there is an obviously better name (e.g., see the Chars property on System Stri ng).
In C#, indexers are by default named Item. The IndexerNameAttribute can be used to customize this name.

X DO NOT provide both an indexer and methods that are semantically equivalent.

X DO NOT provide more than one family of overloaded indexers in one type.

This is enforced by the C# compiler.

X DO NOT use nondefault indexed properties.

This is enforced by the C# compiler.

4 Property Change Notification Events

Sometimes it is useful to provide an event notifying the user of changes in a property value. For example, Syst em Wndows. For ns. Cont r ol raises a Text Changed event
after the value of its Text property has changed.

Vv CONSIDER raising change notification events when property values in high-level APIs (usually designer components) are modified.
If there is a good scenario for a user to know when a property of an object is changing, the object should raise a change notification event for the property.

However, it is unlikely to be worth the overhead to raise such events for low-level APIs such as base types or collections. For example, List<T> would not raise such
events when a new item is added to the list and the Count property changes.

Vv CONSIDER raising change notification events when the value of a property changes via external forces.


http://msdn.microsoft.com/en-us/library/system.appdomain(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.string(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.int32(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.int64(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.string(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.object(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.string.chars(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.runtime.compilerservices.indexernameattribute(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/6sh2ey19(v=vs.110).aspx

If a property value changes via some external force (in a way other than by calling methods on the object), raise events indicate to the developer that the value is
changing and has changed. A good example is the Text property of a text box control. When the user types text in a Text Box, the property value automatically changes.
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Constructor Design

.NET Framework 4.5

There are two kinds of constructors: type constructors and instance constructors.
Type constructors are static and are run by the CLR before the type is used. Instance constructors run when an instance of a type is created.
Type constructors cannot take any parameters. Instance constructors can. Instance constructors that don't take any parameters are often called default constructors.

Constructors are the most natural way to create instances of a type. Most developers will search and try to use a constructor before they consider alternative ways of
creating instances (such as factory methods).

Vv CONSIDER providing simple, ideally default, constructors.
A simple constructor has a very small number of parameters, and all parameters are primitives or enums. Such simple constructors increase usability of the framework.

Vv CONSIDER using a static factory method instead of a constructor if the semantics of the desired operation do not map directly to the construction of a new instance, or
if following the constructor design guidelines feels unnatural.

v DO use constructor parameters as shortcuts for setting main properties.

There should be no difference in semantics between using the empty constructor followed by some property sets and using a constructor with multiple arguments.
Vv DO use the same name for constructor parameters and a property if the constructor parameters are used to simply set the property.

The only difference between such parameters and the properties should be casing.

Vv DO minimal work in the constructor.

Constructors should not do much work other than capture the constructor parameters. The cost of any other processing should be delayed until required.

Vv DO throw exceptions from instance constructors, if appropriate.

Vv DO explicitly declare the public default constructor in classes, if such a constructor is required.

If you don't explicitly declare any constructors on a type, many languages (such as C#) will automatically add a public default constructor. (Abstract classes get a protected
constructor.)

Adding a parameterized constructor to a class prevents the compiler from adding the default constructor. This often causes accidental breaking changes.
X AVOID explicitly defining default constructors on structs.

This makes array creation faster, because if the default constructor is not defined, it does not have to be run on every slot in the array. Note that many compilers, including
C#, don't allow structs to have parameterless constructors for this reason.

X AVOID calling virtual members on an object inside its constructor.

Calling a virtual member will cause the most derived override to be called, even if the constructor of the most derived type has not been fully run yet.

4 Type Constructor Guidelines

Vv DO make static constructors private.

A static constructor, also called a class constructor, is used to initialize a type. The CLR calls the static constructor before the first instance of the type is created or any
static members on that type are called. The user has no control over when the static constructor is called. If a static constructor is not private, it can be called by code
other than the CLR. Depending on the operations performed in the constructor, this can cause unexpected behavior. The C# compiler forces static constructors to be
private.

X DO NOT throw exceptions from static constructors.

If an exception is thrown from a type constructor, the type is not usable in the current application domain.

Vv CONSIDER initializing static fields inline rather than explicitly using static constructors, because the runtime is able to optimize the performance of types that don't
have an explicitly defined static constructor.
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Event Design

.NET Framework 4.5

Events are the most commonly used form of callbacks (constructs that allow the framework to call into user code). Other callback mechanisms include members taking
delegates, virtual members, and interface-based plug-ins. Data from usability studies indicate that the majority of developers are more comfortable using events than they
are using the other callback mechanisms. Events are nicely integrated with Visual Studio and many languages.

It is important to note that there are two groups of events: events raised before a state of the system changes, called pre-events, and events raised after a state changes,
called post-events. An example of a pre-event would be For m d osi ng, which is raised before a form is closed. An example of a post-event would be For m d osed, which
is raised after a form is closed.

Vv DO use the term "raise" for events rather than "fire" or "trigger.”
Vv DO use System.EventHandler<TEventArgs> instead of manually creating new delegates to be used as event handlers.

Vv CONSIDER using a subclass of EventArgs as the event argument, unless you are absolutely sure the event will never need to carry any data to the event handling method,
in which case you can use the Event Ar gs type directly.

If you ship an API using Event Ar gs directly, you will never be able to add any data to be carried with the event without breaking compatibility. If you use a subclass, even if
initially completely empty, you will be able to add properties to the subclass when needed.

Vv DO use a protected virtual method to raise each event. This is only applicable to nonstatic events on unsealed classes, not to structs, sealed classes, or static events.

The purpose of the method is to provide a way for a derived class to handle the event using an override. Overriding is a more flexible, faster, and more natural way to
handle base class events in derived classes. By convention, the name of the method should start with "On" and be followed with the name of the event.

The derived class can choose not to call the base implementation of the method in its override. Be prepared for this by not including any processing in the method that is
required for the base class to work correctly.

Vv DO take one parameter to the protected method that raises an event.

The parameter should be named e and should be typed as the event argument class.

X DO NOT pass null as the sender when raising a nonstatic event.

Vv DO pass null as the sender when raising a static event.

X DO NOT pass null as the event data parameter when raising an event.

You should pass Event Ar gs. Enpt y if you don’t want to pass any data to the event handling method. Developers expect this parameter not to be null.
Vv CONSIDER raising events that the end user can cancel. This only applies to pre-events.

Use System.ComponentModel.CancelEventArgs or its subclass as the event argument to allow the end user to cancel events.

4 Custom Event Handler Design

There are cases in which Event Handl er <T> cannot be used, such as when the framework needs to work with earlier versions of the CLR, which did not support Generics.
In such cases, you might need to design and develop a custom event handler delegate.

Vv DO use a return type of void for event handlers.

An event handler can invoke multiple event handling methods, possibly on multiple objects. If event handling methods were allowed to return a value, there would be
multiple return values for each event invocation.

Vv DO use obj ect as the type of the first parameter of the event handler, and call it sender .
Vv DO use System.EventArgs or its subclass as the type of the second parameter of the event handler, and call it e.

X DO NOT have more than two parameters on event handlers.
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Field Design

.NET Framework 4.5

The principle of encapsulation is one of the most important notions in object-oriented design. This principle states that data stored inside an object should be accessible
only to that object.

A useful way to interpret the principle is to say that a type should be designed so that changes to fields of that type (name or type changes) can be made without breaking
code other than for members of the type. This interpretation immediately implies that all fields must be private.

We exclude constant and static read-only fields from this strict restriction, because such fields, almost by definition, are never required to change.

X DO NOT provide instance fields that are public or protected.

You should provide properties for accessing fields instead of making them public or protected.

Vv DO use constant fields for constants that will never change.

The compiler burns the values of const fields directly into calling code. Therefore, const values can never be changed without the risk of breaking compatibility.
v DO use public static r eadonl y fields for predefined object instances.

If there are predefined instances of the type, declare them as public read-only static fields of the type itself.

X DO NOT assign instances of mutable types to r eadonl y fields.

A mutable type is a type with instances that can be modified after they are instantiated. For example, arrays, most collections, and streams are mutable types, but
System.Int32, System.Uri, and System.String are all immutable. The read-only modifier on a reference type field prevents the instance stored in the field from being
replaced, but it does not prevent the field's instance data from being modified by calling members changing the instance.
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Extension Methods

.NET Framework 4.5

Extension methods are a language feature that allows static methods to be called using instance method call syntax. These methods must take at least one parameter,
which represents the instance the method is to operate on.

The class that defines such extension methods is referred to as the "sponsor" class, and it must be declared as static. To use extension methods, one must import the
namespace defining the sponsor class.

X AVOID frivolously defining extension methods, especially on types you don’t own.

If you do own source code of a type, consider using regular instance methods instead. If you don't own, and you want to add a method, be very careful. Liberal use of
extension methods has the potential of cluttering APIs of types that were not designed to have these methods.

Vv CONSIDER using extension methods in any of the following scenarios:
e To provide helper functionality relevant to every implementation of an interface, if said functionality can be written in terms of the core interface. This is because

concrete implementations cannot otherwise be assigned to interfaces. For example, the LI NQ t o Chj ect s operators are implemented as extension methods for all
IEnumerable<T> types. Thus, any | Enuner abl e<> implementation is automatically LINQ-enabled.

® When an instance method would introduce a dependency on some type, but such a dependency would break dependency management rules. For example, a
dependency from String to System.Uri is probably not desirable, and so String. Tolri () instance method returning Syst em Uri would be the wrong design from a
dependency management perspective. A static extension method Ui . Tolri (this string str) returning System Ui would be a much better design.

X AVOID defining extension methods on System.Object.

VB users will not be able to call such methods on object references using the extension method syntax. VB does not support calling such methods because, in VB, declaring
a reference as Object forces all method invocations on it to be late bound (actual member called is determined at runtime), while bindings to extension methods are
determined at compile-time (early bound).

Note that the guideline applies to other languages where the same binding behavior is present, or where extension methods are not supported.

X DO NOT put extension methods in the same namespace as the extended type unless it is for adding methods to interfaces or for dependency management.

X AVOID defining two or more extension methods with the same signature, even if they reside in different namespaces.

Vv CONSIDER defining extension methods in the same namespace as the extended type if the type is an interface and if the extension methods are meant to be used in
most or all cases.

X DO NOT define extension methods implementing a feature in namespaces normally associated with other features. Instead, define them in the namespace associated
with the feature they belong to.

X AVOID generic naming of namespaces dedicated to extension methods (e.g., "Extensions"). Use a descriptive name (e.g., "Routing") instead.
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Operator Overloads

.NET Framework 4.5

Operator overloads allow framework types to appear as if they were built-in language primitives.

Although allowed and useful in some situations, operator overloads should be used cautiously. There are many cases in which operator overloading has been abused,
such as when framework designers started to use operators for operations that should be simple methods. The following guidelines should help you decide when and how
to use operator overloading.

X AVOID defining operator overloads, except in types that should feel like primitive (built-in) types.
Vv CONSIDER defining operator overloads in a type that should feel like a primitive type.

For example, System.String has oper at or == and oper at or ! = defined.

Vv DO define operator overloads in structs that represent numbers (such as System.Decimal).

X DO NOT be cute when defining operator overloads.

Operator overloading is useful in cases in which it is immediately obvious what the result of the operation will be. For example, it makes sense to be able to subtract one
DateTime from another Dat eTi e and get a TimeSpan. However, it is not appropriate to use the logical union operator to union two database queries, or to use the shift
operator to write to a stream.

X DO NOT provide operator overloads unless at least one of the operands is of the type defining the overload.
Vv DO overload operators in a symmetric fashion.

For example, if you overload the oper at or ==, you should also overload the oper at or ! =. Similarly, if you overload the oper at or <, you should also overload the oper at or >,
and so on.

Vv CONSIDER providing methods with friendly names that correspond to each overloaded operator.

Many languages do not support operator overloading. For this reason, it is recommended that types that overload operators include a secondary method with an
appropriate domain-specific name that provides equivalent functionality.

The following table contains a list of operators and the corresponding friendly method names.

C# Operator Symbol Metadata Name Friendly Name

N A op_lnplicit To<TypeNane>/ Fr onxTypeNane>
N A op_Explicit To<TypeNane>/ Fr onxTypeNanme>
+ (bi nary) op_Addi tion Add

- (binary) op_Subtraction Subt r act

* (bi nary) op_Mil tiply Ml tiply

/ op_D vi si on D vi de

% op_Mdul us Mbd or Renai nder

n op_Excl usi veQr Xor

& (bi nary) op_Bi tw seAnd Bi twi seAnd

| op_Bi twi seQr Bitwi seQ

&& op_Logi cal And And

I op_Logi cal O a

= op_Assi gn Assign

<< op_Left Shift Left Shift

>> op_R ght Shift R ght Shi ft

N A op_Si gnedR ght Shi ft S gnedR ght Shi ft

N A op_Unhsi gnedR ght Shi ft Unsi gnedR ght Shi ft

= op_Equal ity Equal s

1= op_l nequal ity Equal s


http://msdn.microsoft.com/en-us/library/system.string(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.decimal(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.datetime(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.timespan(v=vs.110).aspx

> op_Q eat er Than Conpar eTo

< op_LessThan Conpar eTo
>= op_Q@ eat er ThanQ Equal Conpar eTo
<= op_LessThanQ Equal Conpar eTo
*= op_Mul tiplicationAssi gnnent Ml tiply
-= op_Subt ract i onAssi gnnent Subt r act
A= op_Excl usi veQr Assi gnnent Xor

<<= op_Lef t Shi ft Assi gnnent Lef t Shift
% op_Mdul usAssi gnnent Mod

+= op_Addi ti onAssi gnnent Add

&= op_Bi t wi seAndAssi gnnent Bi twi seAnd
| = op_Bi twi seQ Assi gnnent Bitw seCr

s op_Comma Conma

/= op_D vi si onAssi gnrent D vi de

-- op_Decr enent Decr enent
++ op_| ncrerent I ncr enent

- (unary) op_Unhar yNegat i on Negat e

+ (unary) op_UnaryPl us P us

~ op_nhesConpl enent nesConpl enent

4 Qverloading Operator ==

Overloading oper at or == is quite complicated. The semantics of the operator need to be compatible with several other members, such as Object.Equals.

4 Conversion Operators

Conversion operators are unary operators that allow conversion from one type to another. The operators must be defined as static members on either the operand or
the return type. There are two types of conversion operators: implicit and explicit.

X DO NOT provide a conversion operator if such conversion is not clearly expected by the end users.
X DO NOT define conversion operators outside of a type's domain.

For example, Int32, Double, and Decimal are all numeric types, whereas DateTime is not. Therefore, there should be no conversion operator to convert a Doubl e(| ong)
to a Dat eTi ne. A constructor is preferred in such a case.

X DO NOT provide an implicit conversion operator if the conversion is potentially lossy.

For example, there should not be an implicit conversion from Doubl e to | nt 32 because Doubl e has a wider range than | nt 32. An explicit conversion operator can be
provided even if the conversion is potentially lossy.

X DO NOT throw exceptions from implicit casts.
It is very difficult for end users to understand what is happening, because they might not be aware that a conversion is taking place.

Vv DO throw System.InvalidCastException if a call to a cast operator results in a lossy conversion and the contract of the operator does not allow lossy conversions.
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Parameter Design

.NET Framework 4.5

This section provides broad guidelines on parameter design, including sections with guidelines for checking arguments. In addition, you should refer to the guidelines
described in Naming Parameters.

Vv DO use the least derived parameter type that provides the functionality required by the member.

For example, suppose you want to design a method that enumerates a collection and prints each item to the console. Such a method should take [Enumerable as the
parameter, not ArrayList or IList, for example.

X DO NOT use reserved parameters.

If more input to a member is needed in some future version, a new overload can be added.

X DO NOT have publicly exposed methods that take pointers, arrays of pointers, or multidimensional arrays as parameters.

Pointers and multidimensional arrays are relatively difficult to use properly. In almost all cases, APIs can be redesigned to avoid taking these types as parameters.

Vv DO place all out parameters following all of the by-value and ref parameters (excluding parameter arrays), even if it results in an inconsistency in parameter ordering
between overloads (see Member Overloading).

The out parameters can be seen as extra return values, and grouping them together makes the method signature easier to understand.
v DO be consistent in naming parameters when overriding members or implementing interface members.

This better communicates the relationship between the methods.

4 Choosing Between Enum and Boolean Parameters

v DO use enums if a member would otherwise have two or more Boolean parameters.
X DO NOT use Booleans unless you are absolutely sure there will never be a need for more than two values.

Enums give you some room for future addition of values, but you should be aware of all the implications of adding values to enums, which are described in Enum
Design.

Vv CONSIDER using Booleans for constructor parameters that are truly two-state values and are simply used to initialize Boolean properties.

4Validating Arguments

Vv DO validate arguments passed to public, protected, or explicitly implemented members. Throw System.ArgumentException, or one of its subclasses, if the validation
fails.

Note that the actual validation does not necessarily have to happen in the public or protected member itself. It could happen at a lower level in some private or internal
routine. The main point is that the entire surface area that is exposed to the end users checks the arguments.

v DO throw ArgumentNullException if a null argument is passed and the member does not support null arguments.
Vv DO validate enum parameters.

Do not assume enum arguments will be in the range defined by the enum. The CLR allows casting any integer value into an enum value even if the value is not defined in
the enum.

X DO NOT use Enum.IsDefined for enum range checks.
Vv DO be aware that mutable arguments might have changed after they were validated.

If the member is security sensitive, you are encouraged to make a copy and then validate and process the argument.

4 Parameter Passing

From the perspective of a framework designer, there are three main groups of parameters: by-value parameters, ref parameters, and out parameters.

When an argument is passed through a by-value parameter, the member receives a copy of the actual argument passed in. If the argument is a value type, a copy of the
argument is put on the stack. If the argument is a reference type, a copy of the reference is put on the stack. Most popular CLR languages, such as C#, VB.NET, and C++,
default to passing parameters by value.

When an argument is passed through a ref parameter, the member receives a reference to the actual argument passed in. If the argument is a value type, a reference
to the argument is put on the stack. If the argument is a reference type, a reference to the reference is put on the stack. Ref parameters can be used to allow the
member to modify arguments passed by the caller.

Qut parameters are similar to ref parameters, with some small differences. The parameter is initially considered unassigned and cannot be read in the member body
before it is assigned some value. Also, the parameter has to be assigned some value before the member returns.

X AVOID using out or ref parameters.
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Using out or ref parameters requires experience with pointers, understanding how value types and reference types differ, and handling methods with multiple return
values. Also, the difference between out and ref parameters is not widely understood. Framework architects designing for a general audience should not expect users
to master working with out or ref parameters.

X DO NOT pass reference types by reference.

There are some limited exceptions to the rule, such as a method that can be used to swap references.

Members with Variable Number of Parameters

Members that can take a variable number of arguments are expressed by providing an array parameter. For example, String provides the following method:

[

public class String {
public static string Format(string fornmat, object[] paraneters);

}

A user can then call the String.Format method, as follows:
String. Format ("File {0} not found in {1}", new object[]{filenane, directory});

Adding the C# params keyword to an array parameter changes the parameter to a so-called params array parameter and provides a shortcut to creating a temporary
array.

[

public class String {
public static string Format(string fornmat, parans object[] paraneters);

}

Doing this allows the user to call the method by passing the array elements directly in the argument list.
String. Format ("File {0} not found in {1}",filename, directory);
Note that the params keyword can be added only to the last parameter in the parameter list.

Vv CONSIDER adding the params keyword to array parameters if you expect the end users to pass arrays with a small number of elements. If it's expected that lots of
elements will be passed in common scenarios, users will probably not pass these elements inline anyway, and so the params keyword is not necessary.

X AVOID using params arrays if the caller would almost always have the input already in an array.

For example, members with byte array parameters would almost never be called by passing individual bytes. For this reason, byte array parameters in the .NET
Framework do not use the params keyword.

X DO NOT use params arrays if the array is modified by the member taking the params array parameter.

Because of the fact that many compilers turn the arguments to the member into a temporary array at the call site, the array might be a temporary object, and therefore
any modifications to the array will be lost.

Vv CONSIDER using the params keyword in a simple overload, even if a more complex overload could not use it.

Ask yourself if users would value having the params array in one overload even if it wasn't in all overloads.

Vv DO try to order parameters to make it possible to use the params keyword.

Vv CONSIDER providing special overloads and code paths for calls with a small number of arguments in extremely performance-sensitive APIs.

This makes it possible to avoid creating array objects when the APl is called with a small number of arguments. Form the names of the parameters by taking a singular
form of the array parameter and adding a numeric suffix.

You should only do this if you are going to special-case the entire code path, not just create an array and call the more general method.
Vv DO be aware that null could be passed as a params array argument.

You should validate that the array is not null before processing.

X DO NOT use the var ar gs methods, otherwise known as the ellipsis.

Some CLR languages, such as C++, support an alternative convention for passing variable parameter lists called var ar gs methods. The convention should not be used
in frameworks, because it is not CLS compliant.

Pointer Parameters

In general, pointers should not appear in the public surface area of a well-designed managed code framework. Most of the time, pointers should be encapsulated.
However, in some cases pointers are required for interoperability reasons, and using pointers in such cases is appropriate.

Vv DO provide an alternative for any member that takes a pointer argument, because pointers are not CLS-compliant.
X AVOID doing expensive argument checking of pointer arguments.

v DO follow common pointer-related conventions when designing members with pointers.


http://msdn.microsoft.com/en-us/library/system.string(v=vs.110).aspx
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For example, there is no need to pass the start index, because simple pointer arithmetic can be used to accomplish the same result.
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Designing for Extensibility

.NET Framework 4.5

One important aspect of designing a framework is making sure the extensibility of the framework has been carefully considered. This requires that you understand the
costs and benefits associated with various extensibility mechanisms. This chapter helps you decide which of the extensibility mechanisms—subclassing, events, virtual
members, callbacks, and so on—can best meet the requirements of your framework.

There are many ways to allow extensibility in frameworks. They range from less powerful but less costly to very powerful but expensive. For any given extensibility
requirement, you should choose the least costly extensibility mechanism that meets the requirements. Keep in mind that it's usually possible to add more extensibility later,
but you can never take it away without introducing breaking changes.

4|n This Section

Unsealed Classes

Protected Members

Events and Callbacks

Virtual Members

Abstractions (Abstract Types and Interfaces)
Base Classes for Implementing Abstractions
Sealing
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Unsealed Classes

.NET Framework 4.5

Sealed classes cannot be inherited from, and they prevent extensibility. In contrast, classes that can be inherited from are called unsealed classes.
Vv CONSIDER using unsealed classes with no added virtual or protected members as a great way to provide inexpensive yet much appreciated extensibility to a framework.

Developers often want to inherit from unsealed classes so as to add convenience members such as custom constructors, new methods, or method overloads. For example,
Syst em Messagi ng. MessageQueue is unsealed and thus allows users to create custom queues that default to a particular queue path or to add custom methods that
simplify the API for specific scenarios.

Classes are unsealed by default in most programming languages, and this is also the recommended default for most classes in frameworks. The extensibility afforded by
unsealed types is much appreciated by framework users and quite inexpensive to provide because of relatively low test costs associated with unsealed types.
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Protected Members

.NET Framework 4.5

Protected members by themselves do not provide any extensibility, but they can make extensibility through subclassing more powerful. They can be used to expose
advanced customization options without unnecessarily complicating the main public interface.

Framework designers need to be careful with protected members because the name "protected"” can give a false sense of security. Anyone is able to subclass an unsealed
class and access protected members, and so all the same defensive coding practices used for public members apply to protected members.

Vv CONSIDER using protected members for advanced customization.
Vv DO treat protected members in unsealed classes as public for the purpose of security, documentation, and compatibility analysis.

Anyone can inherit from a class and access the protected members.
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Events and Callbacks

.NET Framework 4.5

Callbacks are extensibility points that allow a framework to call back into user code through a delegate. These delegates are usually passed to the framework through a
parameter of a method.

Events are a special case of callbacks that supports convenient and consistent syntax for supplying the delegate (an event handler). In addition, Visual Studio’s statement
completion and designers provide help in using event-based APIs. (See Event Design.)

Vv CONSIDER using callbacks to allow users to provide custom code to be executed by the framework.

Vv CONSIDER using events to allow users to customize the behavior of a framework without the need for understanding object-oriented design.

Vv DO prefer events over plain callbacks, because they are more familiar to a broader range of developers and are integrated with Visual Studio statement completion.
X AVOID using callbacks in performance-sensitive APIs,

v DO use the new Func<...>, Action<...>, or Expression<... > types instead of custom delegates, when defining APIs with callbacks.

Func<...>and Action<...>represent generic delegates. Expressi on<. . . > represents function definitions that can be compiled and subsequently invoked at runtime but
can also be serialized and passed to remote processes.

v DO measure and understand performance implications of using Expr essi on<. . . >, instead of using Func<. .. >and Acti on<. .. > delegates.

Expressi on<. .. >types are in most cases logically equivalent to Func<. .. >and Acti on<...> delegates. The main difference between them is that the delegates are
intended to be used in local process scenarios; expressions are intended for cases where it's beneficial and possible to evaluate the expression in a remote process or
machine.

Vv DO understand that by calling a delegate, you are executing arbitrary code and that could have security, correctness, and compatibility repercussions.
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Virtual Members

.NET Framework 4.5

Virtual members can be overridden, thus changing the behavior of the subclass. They are quite similar to callbacks in terms of the extensibility they provide, but they are
better in terms of execution performance and memory consumption. Also, virtual members feel more natural in scenarios that require creating a special kind of an existing
type (specialization).

Virtual members perform better than callbacks and events, but do not perform better than non-virtual methods.

The main disadvantage of virtual members is that the behavior of a virtual member can only be modified at the time of compilation. The behavior of a callback can be
modified at runtime.

Virtual members, like callbacks (and maybe more than callbacks), are costly to design, test, and maintain because any call to a virtual member can be overridden in
unpredictable ways and can execute arbitrary code. Also, much more effort is usually required to clearly define the contract of virtual members, so the cost of designing

and documenting them is higher.

X DO NOT make members virtual unless you have a good reason to do so and you are aware of all the costs related to designing, testing, and maintaining virtual
members.

Virtual members are less forgiving in terms of changes that can be made to them without breaking compatibility. Also, they are slower than non-virtual members, mostly
because calls to virtual members are not inlined.

Vv CONSIDER limiting extensibility to only what is absolutely necessary.

Vv DO prefer protected accessibility over public accessibility for virtual members. Public members should provide extensibility (if required) by calling into a protected virtual
member.

The public members of a class should provide the right set of functionality for direct consumers of that class. Virtual members are designed to be overridden in
subclasses, and protected accessibility is a great way to scope all virtual extensibility points to where they can be used.
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Abstractions (Abstract Types and Interfaces)

.NET Framework 4.5

An abstraction is a type that describes a contract but does not provide a full implementation of the contract. Abstractions are usually implemented as abstract classes or
interfaces, and they come with a well-defined set of reference documentation describing the required semantics of the types implementing the contract. Some of the most
important abstractions in the .NET Framework include Stream, |[Enumerable<T>, and Object.

You can extend frameworks by implementing a concrete type that supports the contract of an abstraction and using this concrete type with framework APIs consuming
(operating on) the abstraction.

A meaningful and useful abstraction that is able to withstand the test of time is very difficult to design. The main difficulty is getting the right set of members, no more and
no fewer. If an abstraction has too many members, it becomes difficult or even impossible to implement. If it has too few members for the promised functionality, it
becomes useless in many interesting scenarios.

Too many abstractions in a framework also negatively affect usability of the framework. It is often quite difficult to understand an abstraction without understanding how it
fits into the larger picture of the concrete implementations and the APIs operating on the abstraction. Also, names of abstractions and their members are necessarily
abstract, which often makes them cryptic and unapproachable without first understanding the broader context of their usage.

However, abstractions provide extremely powerful extensibility that the other extensibility mechanisms cannot often match. They are at the core of many architectural
patterns, such as plug-ins, inversion of control (IoC), pipelines, and so on. They are also extremely important for testability of frameworks. Good abstractions make it
possible to stub out heavy dependencies for the purpose of unit testing. In summary, abstractions are responsible for the sought-after richness of the modern object-
oriented frameworks.

X DO NOT provide abstractions unless they are tested by developing several concrete implementations and APIs consuming the abstractions.

Vv DO choose carefully between an abstract class and an interface when designing an abstraction.

Vv CONSIDER providing reference tests for concrete implementations of abstractions. Such tests should allow users to test whether their implementations correctly
implement the contract.
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Base Classes for Implementing Abstractions

.NET Framework 4.5

Strictly speaking, a class becomes a base class when another class is derived from it. For the purpose of this section, however, a base class is a class designed mainly to
provide a common abstraction or for other classes to reuse some default implementation though inheritance. Base classes usually sit in the middle of inheritance
hierarchies, between an abstraction at the root of a hierarchy and several custom implementations at the bottom.

They serve as implementation helpers for implementing abstractions. For example, one of the Framework's abstractions for ordered collections of items is the IList<T>
interface. Implementing IList<T> is not trivial, and therefore the Framework provides several base classes, such as Collection<T> and KeyedCollection<TKey, TIitem>, which
serve as helpers for implementing custom collections.

Base classes are usually not suited to serve as abstractions by themselves, because they tend to contain too much implementation. For example, the Col | ect i on<T> base
class contains lots of implementation related to the fact that it implements the nongeneric | Li st interface (to integrate better with nongeneric collections) and to the fact
that it is a collection of items stored in memory in one of its fields.

As previously discussed, base classes can provide invaluable help for users who need to implement abstractions, but at the same time they can be a significant liability.
They add surface area and increase the depth of inheritance hierarchies and so conceptually complicate the framework. Therefore, base classes should be used only if they
provide significant value to the users of the framework. They should be avoided if they provide value only to the implementers of the framework, in which case delegation
to an internal implementation instead of inheritance from a base class should be strongly considered.

Vv CONSIDER making base classes abstract even if they don’t contain any abstract members. This clearly communicates to the users that the class is designed solely to be
inherited from.

Vv CONSIDER placing base classes in a separate namespace from the mainline scenario types. By definition, base classes are intended for advanced extensibility scenarios
and therefore are not interesting to the majority of users.

X AVOID naming base classes with a "Base" suffix if the class is intended for use in public APIs.
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Sealing

.NET Framework 4.5

One of the features of object-oriented frameworks is that developers can extend and customize them in ways unanticipated by the framework designers. This is both the
power and danger of extensible design. When you design your framework, it is, therefore, very important to carefully design for extensibility when it is desired, and to limit
extensibility when it is dangerous.

A powerful mechanism that prevents extensibility is sealing. You can seal either the class or individual members. Sealing a class prevents users from inheriting from the
class. Sealing a member prevents users from overriding a particular member.

X DO NOT seal classes without having a good reason to do so.

Sealing a class because you cannot think of an extensibility scenario is not a good reason. Framework users like to inherit from classes for various nonobvious reasons, like
adding convenience members. See Unsealed Classes for examples of nonobvious reasons users want to inherit from a type.

Good reasons for sealing a class include the following:

e The class is a static class. See Static Class Design.
® The class stores security-sensitive secrets in inherited protected members.
e The class inherits many virtual members and the cost of sealing them individually would outweigh the benefits of leaving the class unsealed.

e The class is an attribute that requires very fast runtime look-up. Sealed attributes have slightly higher performance levels than unsealed ones. See Attributes.

X DO NOT declare protected or virtual members on sealed types.

By definition, sealed types cannot be inherited from. This means that protected members on sealed types cannot be called, and virtual methods on sealed types cannot be
overridden.

Vv CONSIDER sealing members that you override.

Problems that can result from introducing virtual members (discussed in Virtual Members) apply to overrides as well, although to a slightly lesser degree. Sealing an
override shields you from these problems starting from that point in the inheritance hierarchy.
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Design Guidelines for Exceptions

.NET Framework 4.5

Exception handling has many advantages over return-value-based error reporting. Good framework design helps the application developer realize the benefits of
exceptions. This section discusses the benefits of exceptions and presents guidelines for using them effectively.

4|n This Section

Exception Throwing
Using Standard Exception Types
Exceptions and Performance
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Exception Throwing

.NET Framework 4.5

Exception-throwing guidelines described in this section require a good definition of the meaning of execution failure. Execution failure occurs whenever a member cannot
do what it was designed to do (what the member name implies). For example, if the QpenFi | e method cannot return an opened file handle to the caller, it would be
considered an execution failure.

Most developers have become comfortable with using exceptions for usage errors such as division by zero or null references. In the Framework, exceptions are used for
all error conditions, including execution errors.

X DO NOT return error codes.
Exceptions are the primary means of reporting errors in frameworks.
Vv DO report execution failures by throwing exceptions.

Vv CONSIDER terminating the process by calling Syst em Envi r onnent . Fai | Fast (NET Framework 2.0 feature) instead of throwing an exception if your code encounters a
situation where it is unsafe for further execution.

X DO NOT use exceptions for the normal flow of control, if possible.

Except for system failures and operations with potential race conditions, framework designers should design APIs so users can write code that does not throw exceptions.
For example, you can provide a way to check preconditions before calling a member so users can write code that does not throw exceptions.

The member used to check preconditions of another member is often referred to as a tester, and the member that actually does the work is called a doer.

There are cases when the Tester-Doer Pattern can have an unacceptable performance overhead. In such cases, the so-called Try-Parse Pattern should be considered (see
Exceptions and Performance for more information).

Vv CONSIDER the performance implications of throwing exceptions. Throw rates above 100 per second are likely to noticeably impact the performance of most
applications.

Vv DO document all exceptions thrown by publicly callable members because of a violation of the member contract (rather than a system failure) and treat them as part of
your contract.

Exceptions that are a part of the contract should not change from one version to the next (i.e., exception type should not change, and new exceptions should not be
added).

X DO NOT have public members that can either throw or not based on some option.

X DO NOT have public members that return exceptions as the return value or an out parameter.

Returning exceptions from public APIs instead of throwing them defeats many of the benefits of exception-based error reporting.

Vv CONSIDER using exception builder methods.

It is common to throw the same exception from different places. To avoid code bloat, use helper methods that create exceptions and initialize their properties.
Also, members that throw exceptions are not getting inlined. Moving the throw statement inside the builder might allow the member to be inlined.

X DO NOT throw exceptions from exception filter blocks.

When an exception filter raises an exception, the exception is caught by the CLR, and the filter returns false. This behavior is indistinguishable from the filter executing and
returning false explicitly and is therefore very difficult to debug.

X AVOID explicitly throwing exceptions from finally blocks. Implicitly thrown exceptions resulting from calling methods that throw are acceptable.
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Using Standard Exception Types

.NET Framework 4.5

This section describes the standard exceptions provided by the Framework and the details of their usage. The list is by no means exhaustive. Please refer to the .NET
Framework reference documentation for usage of other Framework exception types.

4 Exception and SystemException

X DO NOT throw System.Exception or System.SystemException.
X DO NOT catch Syst em Excepti on or Syst em Syst enExcept i on in framework code, unless you intend to rethrow.

X AVOID catching Syst em Excepti on or Syst em Syst enExcept i on, except in top-level exception handlers.

4 ApplicationException

X DO NOT throw or derive from ApplicationException.

4|nvalidOperationException

Vv DO throw an InvalidOperationException if the object is in an inappropriate state.

4 ArgumentException, ArgumentNullException, and ArgumentOutOfRangeException

v DO throw ArgumentException or one of its subtypes if bad arguments are passed to a member. Prefer the most derived exception type, if applicable.
Vv DO set the Par ani\ane property when throwing one of the subclasses of Ar gunent Except i on.
This property represents the name of the parameter that caused the exception to be thrown. Note that the property can be set using one of the constructor overloads.

Vv DO use val ue for the name of the implicit value parameter of property setters.

4 NullReferenceException, IndexOutOfRangeException, and AccessViolationException

X DO NOT allow publicly callable APIs to explicitly or implicitly throw NullReferenceException, AccessViolationException, or IndexOutOfRangeException. These exceptions
are reserved and thrown by the execution engine and in most cases indicate a bug.

Do argument checking to avoid throwing these exceptions. Throwing these exceptions exposes implementation details of your method that might change over time.

4 StackOverflowException

X DO NOT explicitly throw StackOverflowException. The exception should be explicitly thrown only by the CLR.
X DO NOT catch St ackOver f | onExcepti on.

It is almost impossible to write managed code that remains consistent in the presence of arbitrary stack overflows. The unmanaged parts of the CLR remain consistent
by using probes to move stack overflows to well-defined places rather than by backing out from arbitrary stack overflows.

4 QutOfMemoryException

X DO NOT explicitly throw OutOfMemoryException. This exception is to be thrown only by the CLR infrastructure.

4 ComException, SEHException, and ExecutionEngineException

X DO NOT explicitly throw COMException, ExecutionEngineException, and SEHException. These exceptions are to be thrown only by the CLR infrastructure.
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Exceptions and Performance

.NET Framework 4.5

One common concern related to exceptions is that if exceptions are used for code that routinely fails, the performance of the implementation will be unacceptable. This is a
valid concern. When a member throws an exception, its performance can be orders of magnitude slower. However, it is possible to achieve good performance while
strictly adhering to the exception guidelines that disallow using error codes. Two patterns described in this section suggest ways to do this.

X DO NOT use error codes because of concerns that exceptions might affect performance negatively.

To improve performance, it is possible to use either the Tester-Doer Pattern or the Try-Parse Pattern, described in the next two sections.

a Tester-Doer Pattern

Sometimes performance of an exception-throwing member can be improved by breaking the member into two. Let's look at the Add method of the ICollection<T>
interface.

| Col | ection<i nt> nunbers = ...
nunbers. Add(1);

The method Add throws if the collection is read-only. This can be a performance problem in scenarios where the method call is expected to fail often. One of the ways to
mitigate the problem is to test whether the collection is writable before trying to add a value.

||

1 Gl | ection<int> nunbers = ...

i f (! nunbers. | sReadOnl y) {
nunbers. Add(1);

}

The member used to test a condition, which in our example is the property | sReadOnl y, is referred to as the tester. The member used to perform a potentially throwing
operation, the Add method in our example, is referred to as the doer.

Vv CONSIDER the Tester-Doer Pattern for members that might throw exceptions in common scenarios to avoid performance problems related to exceptions.

4 Try-Parse Pattern

For extremely performance-sensitive APIs, an even faster pattern than the Tester-Doer Pattern described in the previous section should be used. The pattern calls for
adjusting the member name to make a well-defined test case a part of the member semantics. For example, DateTime defines a Parse method that throws an exception
if parsing of a string fails. It also defines a corresponding TryParse method that attempts to parse, but returns false if parsing is unsuccessful and returns the result of a
successful parsing using an out parameter.

public struct DateTine {
public static DateTine Parse(string dateTine){

}
public static bool TryParse(string dateTine, out DateTine result){

}

When using this pattern, it is important to define the try functionality in strict terms. If the member fails for any reason other than the well-defined try, the member must
still throw a corresponding exception.

Vv CONSIDER the Try-Parse Pattern for members that might throw exceptions in common scenarios to avoid performance problems related to exceptions.
Vv DO use the prefix "Try" and Boolean return type for methods implementing this pattern.

v DO provide an exception-throwing member for each member using the Try-Parse Pattern.

Portions © 2005, 2009 Microsoft Corporation. All rights reserved.

Reprinted by permission of Pearson Education, Inc. from Framework Design Guidelines: Conventions, Idioms, and Patterns for Reusable .NET Libraries, 2nd Edition by Krzysztof
Cwalina and Brad Abrams, published Oct 22, 2008 by Addison-Wesley Professional as part of the Microsoft Windows Development Series.

4 See Also

Other Resources
Framework Design Guidelines



http://msdn.microsoft.com/en-us/library/63ywd54z(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/92t2ye13(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.datetime(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.datetime.parse(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.datetime.tryparse(v=vs.110).aspx
http://www.informit.com/store/framework-design-guidelines-conventions-idioms-and-9780321545619
http://msdn.microsoft.com/en-us/library/ms229042(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/ms229014(v=vs.110).aspx

Design Guidelines for Exceptions

© 2014 Microsoft


http://msdn.microsoft.com/en-us/library/ms229014(v=vs.110).aspx

Usage Guidelines

.NET Framework 4.5

This section contains guidelines for using common types in publicly accessible APIs. It deals with direct usage of built-in Framework types (e.g., serialization attributes) and
overloading common operators.

The System.IDisposable interface is not covered in this section, but is discussed in the Dispose Pattern section.

£ Note
For guidelines and additional information about about other common, built-in .NET Framework types, see the reference topics for the following: System.DateTime,

System.DateTimeOffset, System.ICloneable, System.IComparable<T>, System.|IEquatable<T>, System.Nullable<T>, System.Object, System.Uri.

4|n This Section

Arrays

Attributes
Collections
Serialization
System.Xml Usage
Equality Operators
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Arrays

.NET Framework 4.5

Vv DO prefer using collections over arrays in public APIs. The Guidelines for Collections section provides details about how to choose between collections and arrays.

X DO NOT use read-only array fields. The field itself is read-only and can't be changed, but elements in the array can be changed.

Vv CONSIDER using jagged arrays instead of multidimensional arrays.

A jagged array is an array with elements that are also arrays. The arrays that make up the elements can be of different sizes, leading to less wasted space for some sets of
data (e.g., sparse matrix) compared to multidimensional arrays. Furthermore, the CLR optimizes index operations on jagged arrays, so they might exhibit better runtime
performance in some scenarios.
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Attributes

.NET Framework 4.5

System.Attribute is a base class used to define custom attributes.

Attributes are annotations that can be added to programming elements such as assemblies, types, members, and parameters. They are stored in the metadata of the
assembly and can be accessed at runtime using the reflection APIs. For example, the Framework defines the ObsoleteAttribute, which can be applied to a type or a member
to indicate that the type or member has been deprecated.

Attributes can have one or more properties that carry additional data related to the attribute. For example, bsol et eAt t ri but e could carry additional information about
the release in which a type or a member got deprecated and the description of the new APIs replacing the obsolete API.

Some properties of an attribute must be specified when the attribute is applied. These are referred to as the required properties or required arguments, because they are
represented as positional constructor parameters. For example, the ConditionString property of the ConditionalAttribute is a required property.

Properties that do not necessarily have to be specified when the attribute is applied are called optional properties (or optional arguments). They are represented by
settable properties. Compilers provide special syntax to set these properties when an attribute is applied. For example, the AttributeUsageAttribute.Inherited property
represents an optional argument.

Vv DO name custom attribute classes with the suffix "Attribute.”

Vv DO apply the AttributeUsageAttribute to custom attributes.

Vv DO provide settable properties for optional arguments.

v DO provide get-only properties for required arguments.

v DO provide constructor parameters to initialize properties corresponding to required arguments. Each parameter should have the same name (although with different
casing) as the corresponding property.

X AVOID providing constructor parameters to initialize properties corresponding to the optional arguments.

In other words, do not have properties that can be set with both a constructor and a setter. This guideline makes very explicit which arguments are optional and which are
required, and avoids having two ways of doing the same thing.

X AVOID overloading custom attribute constructors.
Having only one constructor clearly communicates to the user which arguments are required and which are optional.

Vv DO seal custom attribute classes, if possible. This makes the look-up for the attribute faster.
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Guidelines for Collections

.NET Framework 4.5

Any type designed specifically to manipulate a group of objects having some common characteristic can be considered a collection. It is almost always appropriate for
such types to implement I[Enumerable or IEnumerable<T>, so in this section we only consider types implementing one or both of those interfaces to be collections.

X DO NOT use weakly typed collections in public APIs.

The type of all return values and parameters representing collection items should be the exact item type, not any of its base types (this applies only to public members of
the collection).

X DO NOT use ArrayList or List<T> in public APIs.

These types are data structures designed to be used in internal implementation, not in public APIs. Li st <T> is optimized for performance and power at the cost of
cleanness of the APIs and flexibility. For example, if you return Li st <T>, you will not ever be able to receive notifications when client code modifies the collection. Also,
Li st <T> exposes many members, such as BinarySearch, that are not useful or applicable in many scenarios. The following two sections describe types (abstractions)
designed specifically for use in public APIs.

X DO NOT use Hasht abl e or D cti onar y<TKey, TVal ue> in public APIs.

These types are data structures designed to be used in internal implementation. Public APIs should use IDictionary, | D ctionary <TKey, TVal ue>, or a custom type
implementing one or both of the interfaces.

X DO NOT use IEnumerator<T>, [Enumerator, or any other type that implements either of these interfaces, except as the return type of a Get Enuner at or method.
Types returning enumerators from methods other than Get Enurrer at or cannot be used with the f or each statement.

X DO NOT implement both | Enuner at or <T> and | Enuner abl e<T> on the same type. The same applies to the nongeneric interfaces | Enuner at or and | Enuner abl e.

4 Collection Parameters

Vv DO use the least-specialized type possible as a parameter type. Most members taking collections as parameters use the | Enuner abl e<T> interface.
X AVOID using ICollection<T> or ICollection as a parameter just to access the Count property.

Instead, consider using | Enurrer abl e<T> or | Enuner abl e and dynamically checking whether the object implements | Col | ecti on<T> or | ol | ecti on.

4 Collection Properties and Return Values

X DO NOT provide settable collection properties.

Users can replace the contents of the collection by clearing the collection first and then adding the new contents. If replacing the whole collection is a common scenario,
consider providing the AddRange method on the collection.

Vv DO use (ol | ecti on<T> or a subclass of Col | ecti on<T> for properties or return values representing read/write collections.

If Gol | ect i on<T> does not meet some requirement (e.g., the collection must not implement IList), use a custom collection by implementing | Enuner abl e<T>,
| Qol | ecti on<T>, or IList<T>.

Vv DO use ReadOnlyCollection<T>, a subclass of Readnl yCol | ect i on<T>, or in rare cases | Enuner abl e<T> for properties or return values representing read-only
collections.

In general, prefer ReadOnl yCol | ect i on<T>. If it does not meet some requirement (e.g., the collection must not implement | Li st ), use a custom collection by
implementing | Enuner abl e<T>, | Col | ecti on<T>, or | Li st <T>. If you do implement a custom read-only collection, implement | Col | ect i on<T>. Readnl y to return
false.

In cases where you are sure that the only scenario you will ever want to support is forward-only iteration, you can simply use | Enuner abl e<T>.

Vv CONSIDER using subclasses of generic base collections instead of using the collections directly.

This allows for a better name and for adding helper members that are not present on the base collection types. This is especially applicable to high-level APIs.
Vv CONSIDER returning a subclass of Col | ecti on<T> or ReadOnl yCol | ect i on<T> from very commonly used methods and properties.

This will make it possible for you to add helper methods or change the collection implementation in the future.

Vv CONSIDER using a keyed collection if the items stored in the collection have unique keys (names, IDs, etc.). Keyed collections are collections that can be indexed by
both an integer and a key and are usually implemented by inheriting from KeyedCol | ecti on<TKey, Tl t en».

Keyed collections usually have larger memory footprints and should not be used if the memory overhead outweighs the benefits of having the keys.
X DO NOT return null values from collection properties or from methods returning collections. Return an empty collection or an empty array instead.

The general rule is that null and empty (0 item) collections or arrays should be treated the same.

4 Snapshots Versus Live Collections

Collections representing a state at some point in time are called snapshot collections. For example, a collection containing rows returned from a database query
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would be a snapshot. Collections that always represent the current state are called live collections. For example, a collection of ConboBox items is a live collection.
X DO NOT return snapshot collections from properties. Properties should return live collections.
Property getters should be very lightweight operations. Returning a snapshot requires creating a copy of an internal collection in an O(n) operation.

v DO use either a snapshot collection or a live | Enuner abl e<T> (or its subtype) to represent collections that are volatile (i.e., that can change without explicitly
modifying the collection).

In general, all collections representing a shared resource (e.g., files in a directory) are volatile. Such collections are very difficult or impossible to implement as live
collections unless the implementation is simply a forward-only enumerator.

4 Choosing Between Arrays and Collections

Vv DO prefer collections over arrays.

Collections provide more control over contents, can evolve over time, and are more usable. In addition, using arrays for read-only scenarios is discouraged because the
cost of cloning the array is prohibitive. Usability studies have shown that some developers feel more comfortable using collection-based APIs.

However, if you are developing low-level APIs, it might be better to use arrays for read-write scenarios. Arrays have a smaller memory footprint, which helps reduce the
working set, and access to elements in an array is faster because it is optimized by the runtime.

Vv CONSIDER using arrays in low-level APIs to minimize memory consumption and maximize performance.
Vv DO use byte arrays instead of collections of bytes.

X DO NOT use arrays for properties if the property would have to return a new array (e.g., a copy of an internal array) every time the property getter is called.

4Implementing Custom Collections

v CONSIDER inheriting from ol | ect i on<T>, ReadOnl yCol | ecti on<T>, or KeyedQol | ect i on<TKey, Tl t en» when designing new collections.
Vv DO implement | Enuner abl e<T> when designing new collections. Consider implementing | Gol | ecti on<T> or even | Li st <T>where it makes sense.

When implementing such custom collection, follow the API pattern established by Col | ect i on<T> and Readnl yQol | ecti on<T> as closely as possible. That is,
implement the same members explicitly, name the parameters like these two collections name them, and so on.

Vv CONSIDER implementing nongeneric collection interfaces (I Li st and | Col | ecti on) if the collection will often be passed to APIs taking these interfaces as input.
X AVOID implementing collection interfaces on types with complex APIs unrelated to the concept of a collection.

X DO NOT inherit from nongeneric base collections such as ol | ect i onBase. Use Col | ecti on<T>, Readnl yQol | ect i on<T>, and KeyedCol | ecti on<TKey, Tl t en»
instead.

4Naming Custom Collections

Collections (types that implement | Enuner abl e) are created mainly for two reasons: (1) to create a new data structure with structure-specific operations and often
different performance characteristics than existing data structures (e.g., List<T>, LinkedList<T>, Stack<T>), and (2) to create a specialized collection for holding a
specific set of items (e.g., StringCollection). Data structures are most often used in the internal implementation of applications and libraries. Specialized collections are
mainly to be exposed in APIs (as property and parameter types).

Vv DO use the "Dictionary” suffix in names of abstractions implementing | D cti onary or | D cti onar y<TKey, TVal ue>.

Vv DO use the "Collection” suffix in names of types implementing | Enuner abl e (or any of its descendants) and representing a list of items.
Vv DO use the appropriate data structure name for custom data structures.

X AVOID using any suffixes implying particular implementation, such as "LinkedList" or "Hashtable," in names of collection abstractions.

Vv CONSIDER prefixing collection names with the name of the item type. For example, a collection storing items of type Addr ess (implementing
| Enuner abl e<Addr ess>) should be named Addr essCol | ecti on. If the item type is an interface, the "I" prefix of the item type can be omitted. Thus, a collection of
IDisposable items can be called D sposabl eCol | ecti on.

Vv CONSIDER using the "ReadOnly" prefix in names of read-only collections if a corresponding writeable collection might be added or already exists in the framework.

For example, a read-only collection of strings should be called ReadOnl yStri ngCol | ecti on.
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Serialization

.NET Framework 4.5

Serialization is the process of converting an object into a format that can be readily persisted or transported. For example, you can serialize an object, transport it over the
Internet using HTTP, and deserialized it at the destination machine.

The .NET Framework offers three main serialization technologies optimized for various serialization scenarios. The following table lists these technologies and the main
Framework types related to these technologies.

Technology Name Main Types Scenarios

Data Contract Serialization DataContractAttribute General persistence
DataMemberAttribute Web Services
DataContractSerializer JSON

NetDataContractSerializer
DataContractlsonSerializer
ISerializable

XML Serialization XmiSerializer XML format with full control over the shape of the XML

Runtime Serialization (Binary and SOAP) SerializableAttribute .NET Remoting
ISerializable
BinaryFormatter
SoapFormatter

Vv DO think about serialization when you design new types.

4 Choosing the Right Serialization Technology to Support

Vv CONSIDER supporting Data Contract Serialization if instances of your type might need to be persisted or used in Web Services.

Vv CONSIDER supporting the XML Serialization instead of or in addition to Data Contract Serialization if you need more control over the XML format that is produced
when the type is serialized.

This may be necessary in some interoperability scenarios where you need to use an XML construct that is not supported by Data Contract Serialization, for example, to
produce XML attributes.

Vv CONSIDER supporting the Runtime Serialization if instances of your type need to travel across .NET Remoting boundaries.

X AVOID supporting Runtime Serialization or XML Serialization just for general persistence reasons. Prefer Data Contract Serialization instead.

4 Supporting Data Contract Serialization

Types can support Data Contract Serialization by applying the DataContractAttribute to the type and the DataMemberAttribute to the members (fields and properties) of
the type.

Vv CONSIDER marking data members of your type public if the type can be used in partial trust.

In full trust, Data Contract serializers can serialize and deserialize nonpublic types and members, but only public members can be serialized and deserialized in partial
trust.

Vv DO implement a getter and setter on all properties that have DataMemberAttribute. Data Contract serializers require both the getter and the setter for the type to be
considered serializable. (In .NET Framework 3.5 SP1, some collection properties can be get-only.) If the type won't be used in partial trust, one or both of the property
accessors can be nonpublic.

Vv CONSIDER using the serialization callbacks for initialization of deserialized instances.

Constructors are not called when objects are deserialized. (There are exceptions to the rule. Constructors of collections marked with CollectionDataContractAttribute are
called during deserialization.) Therefore, any logic that executes during normal construction needs to be implemented as one of the serialization callbacks.

(nDeseri al i zedAt tri but e is the most commonly used callback attribute. The other attributes in the family are OnDeserializingAttribute, OnSerializingAttribute, and
OnSerializedAttribute. They can be used to mark callbacks that get executed before deserialization, before serialization, and finally, after serialization, respectively.

Vv CONSIDER using the KnownTypeAttribute to indicate concrete types that should be used when deserializing a complex object graph.
v DO consider backward and forward compatibility when creating or changing serializable types.
Keep in mind that serialized streams of future versions of your type can be deserialized into the current version of the type, and vice versa.

Make sure you understand that data members, even private and internal, cannot change their names, types, or even their order in future versions of the type unless
special care is taken to preserve the contract using explicit parameters to the data contract attributes.

Test compatibility of serialization when making changes to serializable types. Try deserializing the new version into an old version, and vice versa.
v CONSIDER implementing IExtensibleDataObject to allow round-tripping between different versions of the type.

The interface allows the serializer to ensure that no data is lost during round-tripping. The IExtensibleDataObject.ExtensionData property is used to store any data from
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the future version of the type that is unknown to the current version, and so it cannot store it in its data members. When the current version is subsequently serialized
and deserialized into a future version, the additional data will be available in the serialized stream.

4 Supporting XML Serialization

Data Contract Serialization is the main (default) serialization technology in the .NET Framework, but there are serialization scenarios that Data Contract Serialization does
not support. For example, it does not give you full control over the shape of XML produced or consumed by the serializer. If such fine control is required, XML
Serialization has to be used, and you need to design your types to support this serialization technology.

X AVOID designing your types specifically for XML Serialization, unless you have a very strong reason to control the shape of the XML produced. This serialization
technology has been superseded by the Data Contract Serialization discussed in the previous section.

Vv CONSIDER implementing the IXmlSerializable interface if you want even more control over the shape of the serialized XML than what's offered by applying the XML
Serialization attributes. Two methods of the interface, ReadXml and WriteXml, allow you to fully control the serialized XML stream. You can also control the XML schema
that gets generated for the type by applying the Xm SchenaPr ovi der At tri but e.

4 Supporting Runtime Serialization

Runtime Serialization is a technology used by .NET Remoting. If you think your types will be transported using .NET Remoting, you need to make sure they support
Runtime Serialization.

The basic support for Runtime Serialization can be provided by applying the SerializableAttribute, and more advanced scenarios involve implementing a simple Runtime
Serializable Pattern (implement ISerializable and provide serialization constructor).

Vv CONSIDER supporting Runtime Serialization if your types will be used with .NET Remoting. For example, the System.AddIn namespace uses .NET Remoting, and so all
types exchanged between Syst em Addl n add-ins need to support Runtime Serialization.

v CONSIDER implementing the Runtime Serializable Pattern if you want complete control over the serialization process. For example, if you want to transform data as it
gets serialized or deserialized.

The pattern is very simple. All you need to do is implement the ISerializable interface and provide a special constructor that is used when the object is deserialized.

Vv DO make the serialization constructor protected and provide two parameters typed and named exactly as shown in the sample here.

[Serializabl €]
public class Person : |Serializable {
protected Person(Serializationlnfo info, Streani ngContext context) {

}

Vv DO implement the | Seri al i zabl e members explicitly.

Vv DO apply a link demand to ISerializable.GetObjectData implementation. This ensures that only fully trusted core and the Runtime Serializer have access to the member.
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System.Xml Usage

.NET Framework 4.5

This section talks about usage of several types residing in System.Xml namespaces that can be used to represent XML data.

X DO NOT use XmINode or XmIDocument to represent XML data. Favor using instances of IXPathNavigable, XmIReader, XmIWriter, or subtypes of XNode instead.
Xm Node and X Docunent are not designed for exposing in public APIs.

v DO use Xm Reader, | XPat hNavi gabl e, or subtypes of XNode as input or output of members that accept or return XML.

Use these abstractions instead of Xni Docunent , Xn Node, or XPathDocument, because this decouples the methods from specific implementations of an in-memory XML
document and allows them to work with virtual XML data sources that expose XNode, Xm Reader, or XPathNavigator.

X DO NOT subclass Xn Docunent if you want to create a type representing an XML view of an underlying object model or data source.
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Equality Operators

.NET Framework 4.5

This section discusses overloading equality operators and refers to oper at or == and oper at or ! = as equality operators.

X DO NOT overload one of the equality operators and not the other.

Vv DO ensure that Object.Equals and the equality operators have exactly the same semantics and similar performance characteristics.
This often means that Chj ect . Equal s needs to be overridden when the equality operators are overloaded.

X AVOID throwing exceptions from equality operators.

For example, return false if one of the arguments is null instead of throwing Nul | Ref er enceExcept i on.

4 Equality Operators on Value Types

Vv DO overload the equality operators on value types, if equality is meaningful.

In most programming languages, there is no default implementation of oper at or == for value types.

4 Equality Operators on Reference Types

X AVOID overloading equality operators on mutable reference types.

Many languages have built-in equality operators for reference types. The built-in operators usually implement the reference equality, and many developers are surprised
when the default behavior is changed to the value equality.

This problem is mitigated for immutable reference types because immutability makes it much harder to notice the difference between reference equality and value
equality.

X AVOID overloading equality operators on reference types if the implementation would be significantly slower than that of reference equality.
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Common Design Patterns

.NET Framework 4.5

There are numerous books on software patterns, pattern languages, and antipatterns that address the very broad subject of patterns. Thus, this chapter provides
guidelines and discussion related to a very limited set of patterns that are used frequently in the design of the .NET Framework APIs.

4|n This Section

Dependency Properties
Dispose Pattern
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Dependency Properties

.NET Framework 4.5

A dependency property (DP) is a regular property that stores its value in a property store instead of storing it in a type variable (field), for example.

An attached dependency property is a kind of dependency property modeled as static Get and Set methods representing "properties” describing relationships between
objects and their containers (e.g., the position of a But t on object on a Panel container).

v DO provide the dependency properties, if you need the properties to support WPF features such as styling, triggers, data binding, animations, dynamic resources, and
inheritance.

4 Dependency Property Design

v DO inherit from DependencyObject, or one of its subtypes, when implementing dependency properties. The type provides a very efficient implementation of a
property store and automatically supports WPF data binding.

Vv DO provide a regular CLR property and public static read-only field storing an instance of System.Windows.DependencyProperty for each dependency property.
Vv DO implement dependency properties by calling instance methods DependencyObject.GetValue and DependencyObject.SetValue.

v DO name the dependency property static field by suffixing the name of the property with "Property.”

X DO NOT set default values of dependency properties explicitly in code; set them in metadata instead.

If you set a property default explicitly, you might prevent that property from being set by some implicit means, such as a styling.

X DO NOT put code in the property accessors other than the standard code to access the static field.

That code won't execute if the property is set by implicit means, such as a styling, because styling uses the static field directly.

X DO NOT use dependency properties to store secure data. Even private dependency properties can be accessed publicly.

4 Attached Dependency Property Design

Dependency properties described in the preceding section represent intrinsic properties of the declaring type; for example, the Text property is a property of
Text But t on, which declares it. A special kind of dependency property is the attached dependency property.

A classic example of an attached property is the Grid.Column property. The property represents Button’s (not Grid’s) column position, but it is only relevant if the Button
is contained in a Grid, and so it's "attached" to Buttons by Grids.

<@id>
<@ i d. Col umnDef i ni ti ons>
<Col umnDefinition />
<Qol umnDefinition />
</ @i d. Col umDefi ni ti ons>

<Button @id. Col um="0">0 i ck</Button>
<Button @i d. Gol unmn="1">0 ack</ But t on>
</@id>

The definition of an attached property looks mostly like that of a regular dependency property, except that the accessors are represented by static Get and Set methods:

public class @id {

public static int GetCol unmn(DependencyChj ect obj) {
return (int)obj. GetVal ue(Col unmProperty);
}

public static void Set Col unn( DependencyChj ect obj, int value) {
obj . Set Val ue( Col ummPr operty, val ue);
}

public static readonly DependencyProperty Col unnProperty =
DependencyPr operty. Regi st er At t ached(
" Col umm",
typeof (int),
typeof (@i d)

4 Dependency Property Validation
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Properties often implement what is called validation. Validation logic executes when an attempt is made to change the value of a property.

Unfortunately dependency property accessors cannot contain arbitrary validation code. Instead, dependency property validation logic needs to be specified during
property registration.

X DO NOT put dependency property validation logic in the property’s accessors. Instead, pass a validation callback to DependencyPr operty. Regi st er method.

4 Dependency Property Change Notifications

X DO NOT implement change notification logic in dependency property accessors. Dependency properties have a built-in change notifications feature that must be used
by supplying a change notification callback to the PropertyMetadata.

4 Dependency Property Value Coercion

Property coercion takes place when the value given to a property setter is modified by the setter before the property store is actually modified.
X DO NOT implement coercion logic in dependency property accessors.

Dependency properties have a built-in coercion feature, and it can be used by supplying a coercion callback to the Propert yMet adat a.
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Dispose Pattern

.NET Framework 4.5

All programs acquire one or more system resources, such as memory, system handles, or database connections, during the course of their execution. Developers have to
be careful when using such system resources, because they must be released after they have been acquired and used.

The CLR provides support for automatic memory management. Managed memory (memory allocated using the C# operator new) does not need to be explicitly released.
It is released automatically by the garbage collector (GC). This frees developers from the tedious and difficult task of releasing memory and has been one of the main
reasons for the unprecedented productivity afforded by the .NET Framework.

Unfortunately, managed memory is just one of many types of system resources. Resources other than managed memory still need to be released explicitly and are
referred to as unmanaged resources. The GC was specifically not designed to manage such unmanaged resources, which means that the responsibility for managing
unmanaged resources lies in the hands of the developers.

The CLR provides some help in releasing unmanaged resources. System.Object declares a virtual method Finalize (also called the finalizer) that is called by the GC before
the object’s memory is reclaimed by the GC and can be overridden to release unmanaged resources. Types that override the finalizer are referred to as finalizable types.

Although finalizers are effective in some cleanup scenarios, they have two significant drawbacks:
e The finalizer is called when the GC detects that an object is eligible for collection. This happens at some undetermined period of time after the resource is not
needed anymore. The delay between when the developer could or would like to release the resource and the time when the resource is actually released by the

finalizer might be unacceptable in programs that acquire many scarce resources (resources that can be easily exhausted) or in cases in which resources are costly to
keep in use (e.g., large unmanaged memory buffers).

® When the CLR needs to call a finalizer, it must postpone collection of the object’'s memory until the next round of garbage collection (the finalizers run between
collections). This means that the object’'s memory (and all objects it refers to) will not be released for a longer period of time.
Therefore, relying exclusively on finalizers might not be appropriate in many scenarios when it is important to reclaim unmanaged resources as quickly as possible, when

dealing with scarce resources, or in highly performant scenarios in which the added GC overhead of finalization is unacceptable.

The Framework provides the System.|Disposable interface that should be implemented to provide the developer a manual way to release unmanaged resources as soon as
they are not needed. It also provides the GC.SuppressFinalize method that can tell the GC that an object was manually disposed of and does not need to be finalized
anymore, in which case the object’'s memory can be reclaimed earlier. Types that implement the | b sposabl e interface are referred to as disposable types.

The Dispose Pattern is intended to standardize the usage and implementation of finalizers and the | D sposabl e interface.

The main motivation for the pattern is to reduce the complexity of the implementation of the Finalize and the Dispose methods. The complexity stems from the fact that the
methods share some but not all code paths (the differences are described later in the chapter). In addition, there are historical reasons for some elements of the pattern
related to the evolution of language support for deterministic resource management.

Vv DO implement the Basic Dispose Pattern on types containing instances of disposable types. See the Basic Dispose Pattern section for details on the basic pattern.

If a type is responsible for the lifetime of other disposable objects, developers need a way to dispose of them, too. Using the container’s D spose method is a convenient
way to make this possible.

Vv DO implement the Basic Dispose Pattern and provide a finalizer on types holding resources that need to be freed explicitly and that do not have finalizers.

For example, the pattern should be implemented on types storing unmanaged memory buffers. The Finalizable Types section discusses guidelines related to implementing
finalizers.

Vv CONSIDER implementing the Basic Dispose Pattern on classes that themselves don't hold unmanaged resources or disposable objects but are likely to have subtypes
that do.

A great example of this is the System.|O.Stream class. Although it is an abstract base class that doesn’t hold any resources, most of its subclasses do and because of this, it

implements this pattern.

4Basic Dispose Pattern

The basic implementation of the pattern involves implementing the Syst em | D sposabl e interface and declaring the D spose( bool ) method that implements all
resource cleanup logic to be shared between the D spose method and the optional finalizer.

The following example shows a simple implementation of the basic pattern:

public class D sposabl eResour cetbl der : | D sposabl e {
private SafeHandl e resource; // handle to a resource

publ i ¢ D sposabl eResour ceHol der () {
this.resource = ... // allocates the resource

}

public void D spose(){

D spose(true);

QGC. Suppr essFinal i ze(this);
}

protected virtual void D spose(bool disposing){
if (disposing){
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if (resource!= null) resource. D spose();

The Boolean parameter disposing indicates whether the method was invoked from the | D sposabl e. D spose implementation or from the finalizer. The Di spose(bool )
implementation should check the parameter before accessing other reference objects (e.g., the resource field in the preceding sample). Such objects should only be
accessed when the method is called from the | D sposabl e. D spose implementation (when the disposing parameter is equal to true). If the method is invoked from the
finalizer (disposing is false), other objects should not be accessed. The reason is that objects are finalized in an unpredictable order and so they, or any of their
dependencies, might already have been finalized.

Also, this section applies to classes with a base that does not already implement the Dispose Pattern. If you are inheriting from a class that already implements the
pattern, simply override the D spose(bool ) method to provide additional resource cleanup logic.

Vv DO declare a protected virtual void D spose(bool di sposi ng) method to centralize all logic related to releasing unmanaged resources.

All resource cleanup should occur in this method. The method is called from both the finalizer and the | D sposabl e. D spose method. The parameter will be false if
being invoked from inside a finalizer. It should be used to ensure any code running during finalization is not accessing other finalizable objects. Details of implementing
finalizers are described in the next section.

[

protected virtual void D spose(bool disposing){
if (disposing){
if (resource!= null) resource. D spose();

}

v DO implement the | D sposabl e interface by simply calling D spose(true) followed by GC. Suppr essFi nal i ze(this).

The call to Suppr essFi nal i ze should only occur if D spose(true) executes successfully.

[

public void D spose(){
D spose(true);
QC. Suppr essFinal i ze(this);

X DO NOT make the parameterless D spose method virtual.

The D spose(bool ) method is the one that should be overridden by subclasses.

/1 bad design

public class D sposabl eResour cetbl der : | D sposabl e {
public virtual void Dispose(){ ... }
protected virtual void D spose(bool disposing){ ... }

}

/1 good design

public class D sposabl eResour ceHol der : | Di sposabl e {
public void Dspose(){ ... }
protected virtual void D spose(bool disposing){ ... }

X DO NOT declare any overloads of the O spose method other than Di spose() and Di spose(bool ).

D spose should be considered a reserved word to help codify this pattern and prevent confusion among implementers, users, and compilers. Some languages might
choose to automatically implement this pattern on certain types.

Vv DO allow the D spose(bool ) method to be called more than once. The method might choose to do nothing after the first call.

public class D sposabl eResour cetbl der : | D sposabl e {
bool disposed = fal se;
protected virtual void D spose(bool disposing){
i f (di sposed) return;

/1 cl eanup

di sposed = true;

X AVOID throwing an exception from within D spose(bool ) except under critical situations where the containing process has been corrupted (leaks, inconsistent shared
state, etc.).

Users expect that a call to b spose will not raise an exception.



If D spose could raise an exception, further finally-block cleanup logic will not execute. To work around this, the user would need to wrap every call to O spose (within
the finally block!) in a try block, which leads to very complex cleanup handlers. If executing a Di spose(bool di sposi ng) method, never throw an exception if disposing
is false. Doing so will terminate the process if executing inside a finalizer context.

Vv DO throw an ObjectDisposedException from any member that cannot be used after the object has been disposed of.

public class D sposabl eResour ceHol der : | Disposabl e {
bool disposed = fal se;
Saf eHandl e resource; // handle to a resource

public void DoSonet hi ng(){
i f (di sposed) throw new Cbj ect D sposedException(...);
/1 now call some native nethods using the resource

}

protected virtual void D spose(bool disposing){
i f (di sposed) return;
/1 cl eanup

di sposed = true;

v CONSIDER providing method A ose(), in addition to the D spose(), if close is standard terminology in the area.

When doing so, it is important that you make the d ose implementation identical to D spose and consider implementing the | D sposabl e. D spose method explicitly.

public class Stream: |D sposable {
| D sposabl e. D spose() {
dose();
}
public void O ose(){
D spose(true);
QC. SuppressFinal i ze(this);

4Finalizable Types

Finalizable types are types that extend the Basic Dispose Pattern by overriding the finalizer and providing finalization code path in the O spose(bool ) method.

Finalizers are notoriously difficult to implement correctly, primarily because you cannot make certain (normally valid) assumptions about the state of the system during
their execution. The following guidelines should be taken into careful consideration.

Note that some of the guidelines apply not just to the Fi nal i ze method, but to any code called from a finalizer. In the case of the Basic Dispose Pattern previously
defined, this means logic that executes inside D spose(bool di sposi ng) when the disposing parameter is false.

If the base class already is finalizable and implements the Basic Dispose Pattern, you should not override Fi nal i ze again. You should instead just override the
D spose(bool ) method to provide additional resource cleanup logic.

The following code shows an example of a finalizable type:

public class Conpl exResour ceHol der : | D sposabl e {

private IntPtr buffer; // unmanaged nenory buffer
private SafeHandl e resource; // disposable handle to a resource

publ i ¢ Conpl exResour ceHol der () {
this.buffer = ... // allocates nenory
this.resource = ... // allocates the resource

}

protected virtual void D spose(bool disposing){
Rel easeBuf fer (buffer); // rel ease unmanaged nenory
if (disposing){ // release other disposable objects
if (resource!= null) resource. D spose();
}
}

~ Conpl exResour ceHol der () {
D spose(fal se);

}

public void D spose(){
D spose(true);
QC. Suppr essFi nal i ze(this);



http://msdn.microsoft.com/en-us/library/system.objectdisposedexception(v=vs.110).aspx

X AVOID making types finalizable.

Carefully consider any case in which you think a finalizer is needed. There is a real cost associated with instances with finalizers, from both a performance and code
complexity standpoint. Prefer using resource wrappers such as SafeHandle to encapsulate unmanaged resources where possible, in which case a finalizer becomes
unnecessary because the wrapper is responsible for its own resource cleanup.

X DO NOT make value types finalizable.

Only reference types actually get finalized by the CLR, and thus any attempt to place a finalizer on a value type will be ignored. The C# and C++ compilers enforce this
rule.

v DO make a type finalizable if the type is responsible for releasing an unmanaged resource that does not have its own finalizer.

When implementing the finalizer, simply call D spose(fal se) and place all resource cleanup logic inside the D spose(bool di sposi ng) method.

|

public class Conpl exResourcetbl der : | D sposabl e {
~ Conpl exResour ceHol der () {
D spose(fal se);

}

protected virtual void D spose(bool disposing){

}

v DO implement the Basic Dispose Pattern on every finalizable type.
This gives users of the type a means to explicitly perform deterministic cleanup of those same resources for which the finalizer is responsible.
X DO NOT access any finalizable objects in the finalizer code path, because there is significant risk that they will have already been finalized.

For example, a finalizable object A that has a reference to another finalizable object B cannot reliably use B in A’s finalizer, or vice versa. Finalizers are called in a random
order (short of a weak ordering guarantee for critical finalization).

Also, be aware that objects stored in static variables will get collected at certain points during an application domain unload or while exiting the process. Accessing a
static variable that refers to a finalizable object (or calling a static method that might use values stored in static variables) might not be safe if
Environment.HasShutdownStarted returns true.

v DO make your Fi nal i ze method protected.
C#, C++, and VB.NET developers do not need to worry about this, because the compilers help to enforce this guideline.
X DO NOT let exceptions escape from the finalizer logic, except for system-critical failures.

If an exception is thrown from a finalizer, the CLR will shut down the entire process (as of .NET Framework version 2.0), preventing other finalizers from executing and
resources from being released in a controlled manner.

Vv CONSIDER creating and using a critical finalizable object (a type with a type hierarchy that contains CriticalFinalizerObject) for situations in which a finalizer absolutely
must execute even in the face of forced application domain unloads and thread aborts.
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